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Letters to the President and Speaker

The Hon. John Ajaka MLC
President of the Legislative Council
Parliament House

Macquarie Street

Sydney NSW 2000

The Hon. Jonathan O’Dea MP
Speaker of the Legislative Assembly
Parliament House

Macquarie Street

Sydney NSW 2000

30 November 2020

Dear Mr President and Mr Speaker,

In accordance with the Annual Reports (Departments)
Act 1985, the Government Information (Information
Commissioner) Act 2009, and the Privacy and Personal
Information Protection Act 1998, | am pleased to present
the Annual Report of the Information and Privacy
Commission NSW.

This report provides an account of the work of the
Information and Privacy Commission NSW during the
2019/20 financial year.

The report meets the requirements for annual reports as
advised by the NSW Premier in Ministerial Memorandum
M20173-09. This report demonstrates our agency’s
performance and activities while incurring minimal
production costs.

Yours sincerely,

zu@wf/

Elizabeth Tydd
IPC CEO, Information Commissioner
NSW Open Data Advocate

Dear Mr President and Mr Speaker,

In accordance with section 61A of the Privacy and Personal
Information Protection Act 1998, | am pleased to present
the following report on the work and activities of the Privacy
Commissioner for the 12 months ended 30 June 2020.

In addition, under section 61B of the Privacy and Personal
Information Protection Act 1998, this Annual Report includes
a report on the operation of the Privacy and Personal
Information Protection Act 1998 across all public sector
agencies for 12 months ended 30 June 2020.

A copy of the report will be provided to the Attorney General,
and Minister for the Prevention of Domestic Violence and to
the Minister for Customer Service as Ministers responsible
for this legislation, as specified under sections 61A (2) and
61B (2) of the Privacy and Personal Information Protection
Act 1998.

Yours sincerely,

JMW

Samantha Gavel
Privacy Commissioner
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Highlights

Right o Know Week Privacy Awareness Week 4-10 May 2020
30 September 2019 -

6 October 2019

Regulatory and
corporate response
to COVID-19

Development of an
IPC framework for the
Proactive Risk and Release of the
Intelligence-based IPC Strategic Plan
Compliance Program 2020-2022
Release of
the IPC

Regulatory Plan Community Attitudes
2020-2022 Survey on information
access, privacy and
data sharing

Guidance on the role of the Privacy Commissioner
when consulting the IPC on initiatives and projects

Checklist for care
leavers on accessing
their out-of-home

3 proactive information
records

access audits and 1
proactive privacy audit
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Performance report card 2019/20

Pillar 1: Service Delivery & Excellence

v

v
v

GIPA - 1537 enquiries finalised / 340 advices finalised / 386 reviews finalised / 78 complaints
finalised / 3 proactive audits finalised

Privacy - 1211 enquiries finalised / 235 advices finalised / 229 reviews finalised / 121 complaints
finalised / 1 proactive audit finalised

79 voluntary breach notifications were made to the Privacy Commissioner

Pillar 2: Engagement & Influence

~

v

Commissioners provided submissions to 11 reviews and inquiries conducted by government
including 7 joint submissions by the Information Commissioner and the Privacy Commissioner

99 tweets on Twitter / 135 posts on LinkedIn / 28 e-alerts to stakeholders / 8 media releases /
12 public statements / 28 new publications

Pillar 3: Rights Promotion & Impact

LUK

513,794 page views and a 12% increase in unique visitors to ipc.nsw.gov.au

1927 phone enquiries and 855 enquiries handled in writing or in person

28 new information access, privacy and corporate publications were delivered

75 publications updated by the Publications Review Working Group

Major campaigns conducted for Right to Know Week and Privacy Awareness Week
287 new e-learning registrations by agencies and members of the public

Community Attitudes Study undertaken into information access, privacy and data sharing

6

Pillar 4: Operational Excellence

v
4
4

70% of staff have a Performance and Development Plan (PDP) in place
IPC transitioned to paperless case management

Over 1600 hours of staff training to improve service delivery and rebalance capabilities to be an
effective, contemporary regulator, a 33% increase from 2018/19.

IPC Annual Report | 2019/20



Overview

Elizabeth Tydd

.; Chief Executive Officer, Information Commissioner
' and NSW Open Data Advocate

Achievements and Report to NSW Parliament

The demand for our services has never been greater — using all measures our work has increased
significantly and our outputs are unfailingly commendable. Our metrics are important as they

demonstrate the impact of the Information and Privacy Commission NSW (IPC) in improving the
capability of agencies. Our specialist guidance elevates the performance of government as it
transforms traditional service delivery and decision-making.

The IPC has secured a well-deserved reputation for the
provision of expert advice, cogent decision-making and
trenchant regulatory action. Those functions are essential
to the preservation of information access and privacy

rights during a time of dramatic change. Importantly, our
independent authoritative role promotes government
accountability, transparency and integrity. These aspirations
have never been more imperative.

During the pandemic, Commissioners joined with their
international, state and territory counterparts to preserve and
promote rights. Information Commissioners recognised that
the impact of coronavirus (COVID-19) brings unprecedented
challenges for our society, both nationally and globally, and
in that context public authorities must make significant
decisions that affect public health, civil liberties and people’s
prosperity. The public’s right to access information about
such decisions is vital. Information Commissioners called for
three mandatory actions:

e Decisions must be documented

e Records and data should be secured and preserved in
all sectors

e The security, preservation and access to digital content
should be facilitated during the shutdown.

The social change required to support ameliorative
responses is underpinned by trust. To trust governments,
citizens require information.

The IPC has provided practical guidance to agencies

and citizens encouraging new approaches to ensure that
information access and privacy rights are not only preserved
but integrated into government actions to ensure an open
response, open recovery and open reform.

The results of our 2020 Community Attitudes Survey confirm
that the great majority of respondents believed that it was
important for the public to have access to data that was held
by government agencies to support ‘transparent decision-
making’ (91%) and ‘accountable decision-making’ (92%).

| am encouraging each agency to monitor, manage and
where mandated, or where the public interest favours
release of information related to the pandemic, ensure

that this information is publicly available. Data and other
resources including public procurement, budgets and funds
can be collated and proactively released under the GIPA
Act. Access to information and public engagement will build
public trust as we move forward.

This year the mandate provided to Commissioners
broadened in recognition of the authoritative advice provided
by the IPC. The Digital Restart Fund Act 2020 provides
that before providing funding the relevant Minister must
obtain, and have regard to, advice from the Information
Commissioner and the Privacy Commissioner as to the
effect of the project on the legislation oversighted by the
Commissioners. The fund has been established to improve
the delivery of services, operational and cost efficiencies
by government and facilitate whole of government digital
transformation.

This agenda reconstitutes citizens’ engagement with
government and citizens have responded by seeking advice
from the IPC. This year we received 1544 information
access enquiries, an increase of 22% and for 82% of these
enquiries we provided our response within seven days.
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Our performance

There has been an astounding 88% increase in our
complaints, reviews and advices over the last five years.
The fact that the IPC has continued to provide a high-
quality service and maintain service delivery timeframes is
remarkable. It is also testimony to the innovation, diligence
and commitment of my colleagues who have implemented
new ways of working enabling us to fulfill our essential,
statutory functions.

The IPC has not received any budgetary enhancement in
response to requests notwithstanding an increase in our
jurisdiction and this sustained increase in work volumes.
This year achieving our statutory functions in an environment
of continuing increase in demand has resulted in a budget
overrun and this situation will likely remain unresponsive to
any further process improvements.

This year, the IPC received 815 casework files and closed
814. This is an improvement of 8.5% in closure rates
notwithstanding an increase in applications of 15%.

The IPC makes a significant contribution to the government’s
digital transformation agenda and the increase in provision of
advices to agencies of 32% clearly reflects the reputation of
the IPC in providing credible and efficacious advice.

Our proactive work in conducting investigations, including
audits, increased with four major regulatory initiatives
undertaken and a reduction of 44% in days to finalisation.
This is impactful regulatory work that when objectively
measured produces sustained elevation of compliance and
enhanced cultural commitment. Publishing these reports
and guidance, together with our informative and influential
promotional activities, ensure that information access and
privacy rights are visible and accessible.

The IPC’s role in upholding rights extends to the
Commissioners’ right of appearance before the NSW Civil
and Administrative Tribunal (NCAT) — over 200 cases were
reviewed, and submissions filed in complex and novel cases
warranting Commissioners’ expertise.

The NSW Government’s digital agenda has also increased
our work in assessing and effectively responding to privacy
breaches and | commend the constructive work of the IPC
led by my valued colleague Ms Samantha Gavel.

Digital transformation and decision-making during a time

of crisis requires insightful leadership and independent
oversight of government functions. On any measure the

IPC has capably acquitted its mandate and contributed
constructively and effectively to improved government
services and the preservation of rights acutely threatened by
momentous change.
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Governments’ demonstrated commitment
to the preservation of these rights will be the
determinative factor in achieving success in
digital transformation and post pandemic

open recovery and reform. The IPC is
unwavering in its continuing commitment
to protecting and promoting these rights to
ensure that digital transformation delivers
benefits equally to government and citizens.

| thank IPC staff for their exemplary response to remote
working. Their commitment and dedication have ensured
this year’s remarkable achievements. | also commend the
leadership team. Their mastery has enabled us to remotely
and comprehensively undertake our functions in the face of
novel and complex issues and unprecedented volumes. This
collective contribution has ensured that the citizens’ rights
we champion are appreciated and preserved.

zu@mi/

Elizabeth Tydd
IPC CEO, Information Commissioner
NSW Open Data Advocate

Dip Social Welfare; B Laws, M Laws,
Cert of Governance, GAICD



Overview

Samantha Gavel

Privacy Commissioner
Achievements and Report fo NSW Parliament

The 2019/20 reporting year can be divided into two very distinct phases — a business as usual phase for
the first eight months of the year, followed by a unique phase from March 2020 onwards as the global

COVID-19 pandemic reached Australia and lockdowns were introduced across all states and territories.

Although the effects of the pandemic did not commence
until almost the final quarter of the reporting year, it is not
possible to reflect on the year without considering the
significant impact that the pandemic had on the work of
NSW Government agencies and citizens.

The pandemic accelerated the use of digital technology
and data. Many segments of the workforce made a rapid
transition to remote working, while schools and universities
transitioned to remote learning and people made greater
use of digital technology in their personal lives. In NSW,
the use of digital technology and data greatly assisted the
Government and its agencies to respond to, and manage,
the pandemic.

These developments focused attention on both the benefits
and the privacy risks of greater use of digital technology and
data. These were highlighted in the public debate about the
introduction of the COVIDSafe app, which was developed
by the Commonwealth Government to assist with contact
tracing where a user tests positive for COVID-19.

While the app was developed by the Commonwealth
Government, the data collected by the app is used by State
and Territory health departments for contact tracing. This
means that the app and its features are of significant interest
to Privacy Commissioners around Australia, who were
provided with the opportunity to participate in briefings about
the app, organised by the Commonwealth Government.

The introduction of the app was subject to considerable
comment and debate in the media and other public forums.
This debate enabled the public to consider the benefits and
risks of a digital solution for contact tracing. Ultimately, this
provided greater transparency about the app and elevated a
range of concerns that informed improvements to its features.

COVID-19 issues

Since the lockdown associated with the pandemic response
occurred in late March 2020, privacy issues relating to

the pandemic have been a key feature of the IPC’s work.
Pandemic related work has included the following initiatives:

e Provision of general advice on the IPC website to assist
agencies to understand their privacy obligations during
the pandemic.

e (COVID-19 Privacy Team — Privacy Commissioners
around Australia formed a COVID-19 Privacy Team to
share information and assist with the national response
to the pandemic. This forum has been very useful,
particularly in relation to briefings about the COVID-19
app, which raised significant privacy issues.

e (COVID-19 Data Program — this involved engaging with
the NSW Data Analytics Centre in relation to the privacy
aspects of its COVID-19 Data Program, which provides
data and insights to inform the NSW Government’s
COVID-19 response.

These data projects have involved the use of de-identified
and disaggregated data, which has been used to provide
information to the public about COVID-19 cases, as well

as insights and modelling to the government to assist with
determining its response to the pandemic. While the data
has been de-identified, it has been essential to consider and
mitigate the risk of re-identification, as well as other privacy
risks relating to the use of this data.

Concerns about cyber security have been highlighted during
the pandemic. The IPC provided advice and assistance to
Service NSW in relation to a cyber security incident that
involved the illegal accessing of customer information held in
staff members’ email accounts.

IPC Annual Report | 2019/20 9



Privacy Awareness Week

In May 2020, the IPC held its first virtual Privacy Awareness
Week event for NSW Government agencies. The move to
an online event was necessitated by the pandemic, but it
enabled the IPC to host a much larger number of attendees
remotely than would have been possible at a live event. It
also meant that agency staff from regional and rural NSW
who would not usually be able to attend a live event could
view the event remotely.

The keynote speaker was Professor David Lacey, Managing
Director of IDCARE. In addition, Tony Chapman, Chief Cyber
Security Officer, Cyber Security NSW, participated in a
Question and Answer session on cyber security issues. The
insights of both speakers were particularly valuable, given
the heightened risks to cyber security during the pandemic.

A number of important IPC resources for agencies were
released during Privacy Awareness Week:

e Updated guidance on Privacy Impact Assessments,
to include information about projects using new digital
technologies such as Artificial Intelligence.

e A Fact Sheet about Privacy by Design, to provide
government agencies with information and guidance on
this important privacy concept and how to build privacy
into a project throughout its development.

Guidance for agencies on Data Sharing and Privacy was
released following Privacy Awareness Week. Publication

of this resource was delayed to enable a more detailed
consultation process with agencies, who provided valuable
feedback that informed the final version of the resource.

These updated and new resources are designed to assist
agencies with meeting the challenges posed by rapid
advancements in digital technology and use of data, as well
as the need to deliver the Government’s digital agenda,
which is aimed at using digital technology to provide better
policy outcomes and services to citizens.

Digital projects

In recent years, new projects that use digital technology have
been developed including the Digital Driver Licence (DDL) and
mobile phone detection cameras that use Artificial Intelligence
to detect motorists using mobile phones while driving.

These projects demonstrate the benefits to be gained from
the use of digital technology. The DDL provides a digital
option that has proved to be popular with the public, while
the mobile phone detection cameras will contribute to
reducing the state’s road toll and saving lives.

At the same time, the use of digital technology creates
greater privacy risks, which need to be identified and
mitigated in order to reduce the risk of privacy harm and
promote citizen trust in the projects.

Agencies need to take a privacy by design approach to
digital projects and carry out a Privacy Impact Assessment
in order to mitigate privacy risks. This was the approach
taken with both the DDL and the mobile phone detection
cameras. The new IPC guidance noted above will assist
agencies to do this.

Good privacy practice promotes community trust in
government projects and service delivery and enables
agencies to manage new technology and service delivery for
the benefit of citizens, while minimising the potential for harm
and non-compliance with privacy legislation.

Maintaining the trust and confidence of citizens that their
privacy rights will be upheld will contribute to the success
of digital projects and their overall acceptance and use by
the community.

Looking forward

Advances in technology mean that the protection of people’s
personal, sensitive and health information is more important
than ever. The community expects that NSW Government
agencies will protect their personal information appropriately
and good privacy practice by agencies ensures that citizens
can have trust in Government services.

The advent of the COVID-19 pandemic in March 2020
focused the attention of decision makers and the public
on the significant privacy issues that came to the fore in
government responses to manage the pandemic.

The significant value of digital technology and data was
highlighted during the pandemic, as private and public
sector organisations moved to remote working and
governments sought data driven insights and modelling
to inform their response to the pandemic. Along with the
significant benefits gained from the use of data and digital
technology, were significant privacy risks that needed to
be identified and managed. These included cyber security
risks, as well as risks associated with the collection, storage
and retention of data and the risk of re-identification of de-
identified data.

Issues relating to the use of data and digital technology
will continue to be key issues for the NSW Government,
as it works to provide better, more streamlined services to
citizens and analyse data to better measure outcomes and
provide insights to improve outcomes for citizens.

The IPC has dealt effectively with year-on-year increases
in its caseload as well as in the requests for advice

by government agencies, particularly in relation to the
Government’s digital agenda. It is expected that this
workload will continue to increase over the coming year,
in line with the trend over the past five years and the likely
continuation of the COVID-19 pandemic into 2021.
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The Attorney General has announced the Government’s
intention to introduce a mandatory data breach scheme for
NSW agencies and this is a welcome initiative which will
promote trust in the Government’s digital agenda and lift
culture and capability across the sector. More information
about this and other amendments to NSW privacy law are
discussed in the section 61B report on the operation of the
legislation which is included within this Annual Report.

Privacy issues will continue to be a key consideration in the
implementation of digital solutions by NSW Government
agencies over the coming year. | look forward to continuing
to work with agencies and other stakeholders to ensure
that agencies meet their privacy obligations under

NSW privacy legislation and citizens’ privacy rights are
effectively protected.

In closing, | would like to thank the IPC CEO and Information
Commissioner, Elizabeth Tydd, for her invaluable support
during the year. | would also like to thank IPC staff for their
commitment and dedication during the year to promoting
and protecting the privacy rights of NSW citizens.

Samantha Gavel
Privacy Commissioner

B Arts, GAICD

IPC Annual Report | 2019/20
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Section 61B Report on the Operation of
the Privacy and Personal Information

Protection Act 1998

The Privacy and Personal Information Protection Act 1998
(PPIP Act) provides the legislative framework for protecting
privacy in NSW by (inter alia) placing obligations on NSW
government agencies to comply with the Act and conferring
privacy rights on citizens in relation to breaches of the Act by
NSW Government agencies.

The PPIP Act has now been in operation for over 20 years. It
was legislated by the NSW Parliament in 1998, when digital
technology was in its infancy and before the introduction of
digital platforms, social media and the smartphone.

In common with most privacy statutes, the PPIP Act is
principles-based legislation. This means it is technology
neutral and its principles remain relevant as technology
changes. While the PPIP Act continues to achieve its
objectives, it is timely to consider the need for further
enhancements to the Act to address contemporary issues
around greater use of digital technology and data.

Recommendation for review of PPIP Act

During the reporting period, the Privacy Commissioner
provided advice to the Committee on the Office of the
Ombudsman, the Law Enforcement Conduct Commission
and the Crime Commission about potential enhancements
to the PPIP Act to address these contemporary issues.

The areas for consideration recommended by the Privacy
Commissioner were:

e inclusion of a mandatory data breach notification
scheme

e inclusion of State-Owned Corporations (SOCs) —
this would create consistency with the Government
Information (Public Access) Act 2009 (the GIPA Act) and
provide a clear legislative right to members of the public

e amendment of the Privacy Commissioner’s functions to
include an explicit audit function — this would enable the
Privacy Commissioner to exercise the audit function as a
proactive measure to assess systemic issues and assist
agencies with compliance

e amendment of the PPIP Act to grant a power to the
Privacy Commissioner to enter premises and inspect
anything

e introduction of a provision that neither the Privacy
Commissioner nor a member of staff is compellable as a
witness

e creation of a function and power to enable the Privacy
Commissioner to exchange information with Cyber
Security NSW

e provision for when an applicant applies to NCAT for
internal review so that the Privacy Commissioner ceases
to exercise an oversight function.

The Committee referred to these recommendations in its
2020 Review of the Annual Reports of Oversighted Bodies'
and recommended that in light of the recommendations,
the Attorney General, and Minister for the Prevention of
Domestic Violence and the Minister for Customer Service
consider a departmental review of the PPIP Act.

The Privacy Commissioner welcomes this recommendation
by the Joint Committee and would be pleased to provide
assistance and advice with regard to any departmental
review of the PPIP Act.

More information about the recommendations for a
mandatory data breach scheme for NSW agencies and
applying the PPIP Act to SOCs is provided below.

Mandatory Data Breach Notfification
Scheme

A key enhancement to the PPIP Act would be the
introduction of a Mandatory Data Breach Notification
Scheme for NSW agencies. Australia’s first Mandatory
Data Breach Scheme was introduced in February 2018,
for entities regulated under the Privacy Act 1998 (Cth) then
oversighted by the Commonwealth Office of the Australian
Information Commissioner (OAIC) and has now been in
operation for over two years. The adoption of a similar
scheme in NSW would be valuable and would promote and
support responsible privacy practices by NSW agencies. It
would also assist in supporting public confidence and trust
in the Government’s use of digital technology and data to
improve outcomes and services for the public.

The IPC currently has a voluntary data breach scheme in
place and the Privacy Commissioner encourages NSW
government agencies to report significant breaches to the
IPC, develop robust processes to identify potential and
actual breaches and take steps to mitigate against data
breaches. Agencies are also encouraged to voluntarily notify
people affected by a data breach and provide information
about their right to seek an internal review under the PPIP
Act in relation to the breach.

The IPC has developed guidance and other resources to
assist agencies, including a notification template, in order to
support the voluntary scheme.

! https://www.parliament.nsw.gov.au/ladocs/inquiries/2569/Report%20-%202020%20review %200f%20the %20annual %20reports %200f%20

oversight%20bodies.PDF
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In July 2019, the Department of Communities and Justice
released a discussion paper titled Mandatory notification of
data breaches by NSW public sector agencies for comment.
Stakeholder feedback on the discussion paper, including
from government agencies, revealed strong support for the
introduction of such a scheme.

The Attorney General, and Minister for the Prevention of
Domestic Violence indicated the Government’s support

for introduction of a mandatory data breach scheme for
NSW agencies during debate in Parliament earlier this

year.? The IPC has been consulting with the Departments of
Communities and Justice and Customer Service on the form
and scope of the scheme, as well as the resourcing required
for the IPC to successfully manage the scheme.

Application of the PPIP Act to State-
Owned Corporations

State-Owned Corporations (SOCs) are commercial
businesses that are owned by the NSW Government and
established under the State-Owned Corporations Act 1989.
There are currently seven SOCs and they are not currently
included in the jurisdiction of the PPIP Act. Three of the
seven SOCs consider themselves to be bound by the
Commonwealth Privacy Act 1988 and the remaining four
currently comply voluntarily with the PPIP Act. Extension of
the PPIP Act to cover SOCs would create consistency with
the GIPA Act and provide a clear legislative right to members
of the public.®

The Attorney General, and Minister for the Prevention of
Domestic Violence indicated the Government’s support for
applying the PPIP Act to SOCs during debate in Parliament
earlier this year. The Department of Commmunities and
Justice has commenced consultation to identify the most
appropriate approach to bringing SOCs under the PPIP Act.

Extension of the PPIP Act’s jurisdiction to include SOCs is
one of the enhancements to the Act recommended by the
Privacy Commissioner to the Joint Parliamentary Committee.

Privacy complaints under the PPIP Act

The PPIP Act provides two avenues for complaints about
privacy issues. Where the complaint is about an alleged
privacy breach by a public sector agency, the PPIP Act
provides for an internal review to be undertaken by the
agency. This pathway enables the agency to investigate
the breach and provide an explanation or resolution of the
complaint. The Privacy Commissioner has an oversight role
in relation to internal reviews and the complainant has the
right to seek a review by NCAT if they are not satisfied with
the outcome of the review. Privacy reviews constitute about
two thirds of the IPC’s privacy casework.

The top three issues in privacy reviews during 2019/20 were
in relation to the following Information Privacy Principles:

e Principle 11 — limits on disclosure of personal information
Principle 10 — limits on use of personal information

e Principle 5 — retention and security of personal
information.

In 2019/20, there was a 36% increase in privacy reviews,
which continues the trend towards higher numbers of review
applications over the past five years.

This increase in internal review applications suggests that
people are increasingly aware of, and willing to exercise, their
privacy rights. This is supported by the results of the IPC’s
Community Attitudes to Privacy Survey which was undertaken
in May 2020. Key findings of the Survey included that:

e 95% of respondents agreed that it is important that
NSW government agencies protect their personal/health
information

e 63% of respondents were aware of their right to lodge
a complaint or seek a review with an agency if they feel
their privacy has been breached

e 86% of respondents who had lodged a privacy
complaint in the past year were happy with the
outcome.

In recent years, there has been increased reporting in the
media about privacy issues, particularly data breaches,
which is likely to have contributed to greater awareness by
the public about privacy issues.

In response to the introduction of statutory timeframes

for GIPA reviews in 2018, the IPC initiated a new staffing
structure and streamlined procedures across casework for
both GIPA and Privacy. This has greatly assisted the IPC to
manage a higher caseload and ensure that both privacy and
information access streams are similarly resourced. It has
also assisted the IPC to finalise privacy reviews in a timely
manner, noting that the onus is on agencies to complete
reviews and provide them to the IPC to enable the Privacy
Commissioner’s oversight role to be exercised, prior to the
review being finalised.

The PPIP Act also provides a pathway for a complaint to

be considered by the Privacy Commissioner. If the Privacy
Commissioner decides to deal with a complaint, the PPIP
Act requires that the Privacy Commissioner must try to
conciliate the complaint. The complainant does not have a
right of review to the Tribunal where a complaint is dealt with
by the Privacy Commissioner.

The Privacy Commissioner only deals with a relatively small
number of complaints under the complaint pathway each
year, because the majority of complaints under the PPIP Act
are dealt with via the internal review pathway.

2 https://www.parliament.nsw.gov.au/Hansard/Pages/HansardResult.aspx#/docid/HANSARD-1323879322-109862/link/63
8 For more information about SOCs and the PPIP Act see the IPC Fact Sheet at https://www.ipc.nsw.gov.au/fact-sheet-state-owned-corporations-

socs-and-your-right-government-and-personal-information

4 853(6) of the PPIP Act provides that a review must be completed as soon as reasonably practicable.
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The Privacy Commissioner also has complaint handling
functions under the Health Records and Information Privacy
Act 2002 (HRIP Act). More information about privacy
complaints under the HRIP Act is available in the Pillar 1:
Service Delivery & Excellence section of this Annual Report.

Regulated sectors

The PPIP Act regulates NSW State Government agencies,
public universities and local councils. The Act’s remit

is broad, and its regulated entities range from large
government cluster agencies, through to small, regional and
remote local councils.

Most privacy complaints received by the Privacy
Commissioner relate to applications for internal review by
NSW government departments and agencies. This is the
largest sector regulated by the Privacy Commissioner and
therefore higher numbers of complaints than other sectors
are within expectations. Cluster agencies account for most
of the internal review applications, due to their size and
functions, which include the handling of personal information
of NSW citizens. The local council sector and university
sector account for lower numbers of complaints, due to the
smaller size of these sectors.

In order to assist agencies to comply with the PPIP Act, the
IPC provides guidance and tools on its website, including
guidance about conducting internal reviews under the Act,
learning modules for agency staff and self-assessment tools
to assist agencies with identifying areas where compliance
could be improved and elevating their compliance.

The IPC has a Compliance Committee that meets quarterly
to consider a range of factors in order to identify areas of
focus for regulatory activity by the IPC.

Conclusion

The PPIP Act continues to provide an appropriate framework
for the promotion and protection of privacy in NSW. It would
benefit from enhancements to address contemporary issues
relating to the use of digital technology and data, such as a
mandatory data breach scheme. The Privacy Commissioner
welcomes the opportunity to provide assistance and advice
regarding current and future proposals that will enhance the
provisions of the PPIP Act in order to promote and protect
privacy in NSW.
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Priorities for 2020/21

Develop a Fact
Sheet on access to
information about

public officials under
the GIPA Act”

Review and Update
the Voluntary Data
Breach process,
procedures and
guidance and impact
for any business
systems changes™

Develop a Fact Sheet about privacy offences™

Collaborate with LCRA
in the development of
guidance for agencies
on new technologies
like Al, machine
learning in the IA &
privacy context”

Develop brief key
messages on the IPC
and Commissioners’

regulatory stance’

Review the privacy
governance framework™

Develop a Proactive
Audit Manual’

Develop with LCRA two content pieces to
communicate to agencies about major digital projects’

This priority reflects a strategic initiative which commenced in 2020 and is due to be completed by 31 December 2020.

This priority reflects a strategic initiative which is yet to commence at the date of publication.
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About the IPC

Sonia Minutillo
Director, Investigation

David Marcus
Director, Business

Our purpose
To champion
information access

and privacy rights
for the people
of NSW.

Sarah Wyatt’
Director, Legal Counsel

Improvement and Reporting and Regulatory Advice
* concluded in her role as Director
1 May 2020.

Who we are Our vision

The IPC is an independent statutory authority that
administers NSW legislation dealing with privacy and access
to government information. The IPC was established on

1 January 2011 to provide a single point of service with
respect to information access and privacy rights, ensuring
that agencies and individuals can access consistent
information, guidance and coordinated training about
information access and privacy matters.

The IPC is recognised as a separate agency under
Schedule 1 of the Government Sector Employment Act 2013
(GSE Act).

What we do

The IPC promotes and protects privacy and information
access rights in NSW by providing information, advice,
assistance and training for agencies and individuals on
privacy and information access matters. The IPC reviews
the performance and decisions of agencies and investigates
and conciliates complaints relating to government agencies,
health service providers (both public and private) and some
large organisations that deal with health information. The IPC
also provides feedback to government about legislation and
relevant developments in the law and technology.

Our service charter

We are committed to providing you with the best service we
can and to ensuring that you are able to provide feedback by:

1. delivering the best standard of service that reflects
our values

2. ensuring that you can provide us with feedback on the
service you received, how we treated you and how we
dealt with your information.

The people of NSW can be confident that their access to
information and privacy rights are upheld and protected.

Our values

The IPC’s Values Framework was developed in line with

the Government Sector Core Values. The IPC’s values are:
Accountable, Service focused, Proactive, Independent,
Integrity and Trust. Please see page 18 for more information.

Our stakeholders

e NSW Parliament

e Members of the public

e NSW Government (Premier, Attorney General, and
Minister for the Prevention of Domestic Violence and
Minister for Customer Service)

e NSW Parliamentary Committee on the Office of
the Ombudsman, the Law Enforcement Conduct
Commission and the Crime Commission

e NSW public sector agencies including state government
bodies, councils, SOCs* and universities

e Non-Government Organisations delivering contracted
services to the public on behalf of NSW Government
agencies

e Ministers and their staff

e Members of Parliament and their staff

Other Information and Privacy Commissioners and

Ombudsmen

Information and Privacy Advisory Committee (IPAC)

Other oversight accountability agencies

Media

Staff.

* Exempted under the PPIP Act
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riomation Qur Values Framework

commission

new south wales

Accountable

¢ Taking responsibility for our decisions and
actions individually and as a group, using
transparent process and making defendable
decisions.

When displayed, we feel confident, secure,
respected and respectful. On an organisational
level, we feel obligations are being fulfilled.

We demonstrate it when we take ownership
of actions and decisions to deliver our
business objectives.

Proactive

¢ |dentifying opportunities and taking the
inifiative to plan constructively and implement
practices, demonstrating leadership.

When displayed, we feel personally and
professionally prepared, confident and
respected, leading to a sense of achievement
and empowerment.

We demonstrate it when we think about
the big picture, initiate ideas and act on
opportunities, flexibly and thoughtfully.

Integrlty

e Demonstrating our values through consistent
and appropriate actions and holding ourselves
to a recognised high standard.

When displayed, we feel confident and
reassured.

We demonstrate it when we behave
consistently in line with our commitments
and values.

Service focussed

Recognising what clients/colleagues want and
need, being transparent, communicative and
articulate when delivering outcomes, and putting
others first.

When displayed, we feel able to provide direction
and focus. Providing truthful and honest advice
can be confronting. We feel a sense of
accomplishment and satisfaction, that we

have made a difference to a person’s life.

We demonstrate it when we are aware, and
make ourselves aware of customer needs, setting
and managing expectations and boundaries,
and upholding our responsibilities to others.

Independent

Being impartial and objective.

When displayed, we feel confident in our
decisions, and that our actions can be relied
on and trusted.

We demonstrate it when we have open and
transparent decision-making which involves
listening to both sides, making a decision on
available evidence, keeping accurate records,
being open-minded in our approach.

Trust

A relationship built on honesty. It means
being reliable and being able to rely on
others.

When displayed, we feel confident, secure
and supported.

We demonstrate it when we take responsibility
for our actions, act with honesty and integrity,
and show confidence in others and in our
colleagues.

Developed by IPC staff, December 2014 using the Government Sector Core Values (Accountability,
Service, Trust, Integrity) and the IPC Values Accountable, Service focussed, Proactive, Independent).
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Our organisation

Accountability

Role of the Information Commissioner

The Information Commissioner is appointed by the Governor
as an independent office holder under section 4 of the
Government Information (Information Commissioner) Act
2009 (NSW) (GIIC Act). The Information Commissioner is
also the CEO of the IPC.

The role of the Information Commissioner is to promote
public awareness and understanding of the right to access
government information in NSW, and provide information,
support, advice, assistance and training to agencies and
the general public.

The Information Commissioner has the power to conduct
reviews of decisions made by other NSW government
agencies and deal with complaints about information
access. The Information Commissioner also monitors
agencies’ functions, reports to Parliament on the operation
of the GIPA Act, and reports to the Attorney General, and
Minister for the Prevention of Domestic Violence and Minister
for Customer Service about proposals for legislative or
administrative change.

When necessary, the Information Commissioner can issue
guidelines to assist agencies and the public on:

e public interest considerations in favour of disclosure
of government information

e public interest considerations against disclosure of

government information

agencies’ functions

the public’s rights to access information

an agency'’s information guide

reductions in processing charges.

The Information Commissioner can investigate agencies
and compel them to provide information in the conduct
of inquiries.

Participation in committees

During the reporting period, the Information Commissioner
was a member of the following committees:

e Association of Information Access Commissioners
(AIAC)

e Public Interest Disclosures Steering Committee — under
section BA(1) of the Public Interest Disclosures Act 1994
(PID Act)

e Open Government Partnership Working Group

e NSW Integrity Agencies Collaboration Group.

Role of the Privacy Commissioner

The Privacy Commissioner is appointed by the Governor
as an independent office holder under section 34 of the
PPIP Act.

The role of the Privacy Commissioner is to promote, protect
and enhance the privacy rights of the NSW community,
resolve complaints and ensure agencies uphold the privacy
principles in the PPIP Act and the HRIP Act.

A key function is to educate the people of NSW about the
meaning and value of privacy by:

e responding to enquiries and educating the community
about privacy issues and possible remedies for breaches
of their privacy

e advising government agencies, businesses and other
organisations on how to ensure that the right to privacy
is protected

® receiving, investigating and conciliating complaints about
breaches of privacy

e appearing in NCAT and advising on privacy law in
privacy cases

e overseeing NSW government agency reviews of
reported privacy breaches

e researching developments in policy, law and technology
that may impact on privacy, and making reports and
recommendations to relevant authorities

e issuing guidelines on privacy principles.

Participation in committees

During the reporting period, the Privacy Commissioner
was a member of the following committees:

e Asia Pacific Privacy Authorities (APPA)
e Privacy Authorities Australia (PAA)
e NSW Integrity Agencies Collaboration Group.
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Governance and legislative responsibilities

Our governance

In 2010, the NSW Parliament passed the Privacy and
Government Information Legislation Amendment Bill 2010.
The Explanatory Note to the Bill provides:

The object of this Bill was to amend the Privacy and
Personal Information Protection Act 1998 (PPIPA), the
Government Information (Information Commissioner) Act
2009 (GIICA), the Government Information (Public Access)
Act 2009 (GIPAA) and other Acts to provide for

the following:

a) An Information and Privacy Commission (the
Commission) will be established by merging the
Office of the Information Commissioner and Privacy
NSW (with the Information Commissioner to
be head of the Commission and responsible for the
management of the staff of the Commission)...

The IPC is recognised as a separate agency under Schedule 1
of the GSE Act. The Information Commissioner is appointed
as agency head and is responsible to the relevant Ministers
and has responsibility for ensuring that the IPC and its

staff operate in accordance with all government sector
requirements.

The IPC’s activities are supported by the IPC Audit and Risk
Committee.

The Information Commissioner reports to the NSW
Parliament on the operation of the GIPA Act.

The Privacy Commissioner reports to the NSW Parliament
on the operation of the PPIP Act and the HRIP Act.

The NSW Parliamentary Committee on the Office of the
Ombudsman, the Law Enforcement Conduct Commission
and the Crime Commission, oversees the functions of the
Information Commissioner and Privacy Commissioner and
reports to Parliament.

The role of the Committee does not provide for it to:

investigate a matter relating to particular conduct
reconsider a decision to investigate, not to investigate or
to discontinue investigation of a particular complaint or
matter of conduct

e reconsider the findings, recommendations,
determinations or other decisions the Information
Commissioner or the Privacy Commissioner has made in
relation to a particular investigation, matter or complaint.
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Our legislation
The IPC administers the following legislation:

e Government Information (Public Access) Act 2009
(NSW) (GIPA Act)

e Government Information (Public Access) Regulation
2018 (NSW) (GIPA Regulation)

e Government Information (Information Commissioner) Act
2009 (NSW) (GIIC Act)

e Privacy and Personal Information Protection Act 1998
(NSW) (PPIP Act)

e Privacy and Personal Information Protection Regulation
2014 (NSW) (PPIP Regulation)

e Health Records and Information Privacy Act 2002 (NSW)
(HRIP Act)

e Health Records and Information Privacy Regulation 2017
(NSW) (HRIP Regulation).

Obijectives of our legislation

The GIPA Act establishes an open approach to gaining
access to government information. NSW government
agencies, including SOCs, NSW Government Ministers, local
councils and universities are covered by the GIPA Act. The
object of the GIPA Act is to maintain and advance a system
of responsible and representative democratic government
that is open, accountable, fair and effective, by:

e authorising and encouraging the proactive release of
government information by agencies

e giving members of the public an enforceable right to
access government information

e providing that access to government information is
restricted only where there is an overriding public interest
against disclosure.

The intent of Parliament to create a ‘one-stop-shop’

is supported by the legislation which provides a legal
framework in which access to information and protection of
privacy can be appropriately balanced.

The GIPA Act confirms that information sharing must
commence from the position of granting access to
information. However, this commitment to sharing
information must also balance factors including the
protection of personal information. Practical mechanisms
to promote information sharing and protect personal
information are also provided under the GIPA Act. The PPIP
Act contains provisions to confirm that the PPIP Act does
not lessen the operation of the GIPA Act, which provides
the vehicle for release of government held information of a
personal and non-personal nature.

Under the GIPA Act, the Information Commissioner must
complete her review of agency decisions within 40 days of
receipt of all information. To ensure equity of service delivery
this timeframe is also applied, by convention, to the conduct
of privacy reviews by the Privacy Commissioner.



The GIIC Act establishes the role of the Information
Commissioner and provides the legislative framework
through which the Information Commissioner and IPC
staff as delegates, exercise functions in relation to the
investigation of complaints and the conduct of inquiries.

The PPIP Act establishes the role of the Privacy
Commissioner and gives effect to Parliament’s intention
that privacy and information access are separate and
discrete functions. It also gives legal recognition to the
public interest in the protection of privacy — the right of
individuals to exercise control over the availability and use
of personal information about them. The PPIP Act protects
privacy by regulating the way NSW public sector agencies
(including local councils and universities) deal with personal
information. The key to the PPIP Act are the 12 information
protection principles (IPPs).

The HRIP Act protects the privacy of people’s health
information in NSW. It covers information created and
collected by hospitals and other health service providers. It
also covers other public and private organisations that hold
health information. The HRIP Act contains 15 health privacy
principles (HPPs).

Machinery of Government

Following the re-election of the NSW State Government

in March 2019, number of Machinery of Government
(MOG) changes were made in the allocation of functions
between government departments/agencies and Ministers.
These changes supported the implementation of the new
Government’s priorities.

One significant priority for the Government is a better
experience for NSW citizens. This priority will be delivered
through the newly created Customer Service cluster. The
IPC’s administrative transition into this cluster was finalised in
the 2019/20 financial year.

The change of cluster resulted in a change to the ministers
responsible for the carriage of the information and privacy
legislation. The Hon. Victor Dominello MP, Minister for
Customer Service and the Hon. Mark Speakman SC MP,
NSW Attorney General, and Minister for the Prevention of
Domestic Violence continue to share responsibility.

The IPC has continued to work according to its strategic,
business and regulatory plans to deliver a consistent work
program and environment.

Our strategic objectives

In December 2019, the IPC finalised its 2020-2022 Strategic
and Regulatory Plans. The Strategic Plan is structured
around four pillars of:

e Service Delivery and Excellence

e Engagement and Influence

e Rights Promotion and Impact

e QOperational Excellence.

All of the IPC’s strategic initiatives are aligned to one of the
four identified pillars.

The IPC’s Regulatory Plan 2020-2022 is guided by a risk-
based and intelligence-informed approach to regulation and
aligned to its regulatory objectives to:

e guide safe and effective information sharing by agencies
and build public awareness and understanding

e protect information access and privacy rights of the
citizens of NSW

e report on and foster agency compliance with information
access and privacy obligations.

Further information about the Plan, including its development
can be found on page 22 and 54.
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IPC Strategic Plan 2020-2022 - Summary?®

commissior

IPC Strategic Plan 2020 — 2022

The IPC contributes to social and economic wellbeing in NSW by leading and advancing effective information access and privacy rights.

Q

LA
Pillar 1: Service Delivery
& Excellence

What are we doing to improve
services to the community

Pillar 2: Engagement &

Influence

What are we doing to directly
influence regulated agencies and
engage with the public

K
Pillar 3: Rights
Promotion & Impact

What are we doing to anticipate and
address emerging regulatory issues

OO

Pillar 4: Operational

Excellence
what are we doing to support an
effective, efficient one-IPC

Objective

Deliver quality, timely and
effective services to promote
regulatory objectives and
compliance, enabled by
effective and accessible
resources supported by well
managed and efficient
systems and processes.

Objective

Influence agencies and citizens
through strategic engagement
to promote information access
and privacy rights, identify
risks and authoritatively
promote compliance to
achieve regulatory goals.

Objective

Continually improve citizen
and agency understanding of
their information access and
privacy rights and obligations

now and into the future
through provision of timely,
accurate, informative and
innovative guidance, advice,
intelligence and tools.

Objective

Deliver respected, quality and
comprehensive services with
professionalism, supported by
expert operational capability
and sound good governance.

Our Values

Accountable e Service-Focused ¢ Proactive ¢ Independent e Integrity e Trust

This plan details the overall objective of each pillar which has been taken from the extended Strategic Plan. It is complemented by organisational
and team initiatives to fulfill the strategic objectives of the plan. For further details see page 54. To view these initiatives under the plan, visit the IPC

website: https://www.ipc.nsw.gov.au/media/2620

5
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Reporting against our strategic objectives - Summary

Reviews &
Complaints 2019/20 2018/19 2017/18

Received 815 710 620
Closed 814 750 586

Reviews &
Complaints 2019/20 2018/19 2017/18

Received 465 414 372
Closed 464 438 350

2019/20 2018/19 2017/18
received Phone 1927 1924 2806

by fype In writing and in 855 709 609
person*

Enquiries

Publications
2019/20 2018/19 2017/18

GIPA 11 16 24
Privacy 7 5

Submissions Research (includes surveys)
2019/20 2018/19 2017/18 2019/20 2018/19 2017/18

GIPA 9~ 8 9 GIPA 1
Privacy 9~ 6 13 Privacy 1

COVID-19 Case Management
2019/20
GIPA 19

Privacy 33

* Includes in person, emails, letters, faxes and website forms

**This is made up of seven joint submissions.
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Reporting against our strategic and regulatory objectives

Pillar 1: Service Delivery & Excellence

Finalised = On-track Issues Yet to

commence

S1l1. Conduct a survey to inform development of principles to guide the exercise of advice and PY
assistance under section 16 of the GIPA Act (LCRA).
S111. Conduct post-implementation review of the IPC website. [ ]
S111. In consultation with other teams finalise and publish IPC Regulatory Plan, consistent with the
Strategic Plan. g
S1l1. Review & update in accordance with recommendations all case management policies,

) ) . [
procedures, & templates to support timely delivery of service standards.
S112. Collaborate with the Investigation and Review (I&R) Team in developing guidance regarding fees )
and charges (LCRA).
S112. Examine opportunities to improve the accessibility & reach of the website including: a readability °®
checker, search engine optimisation, and URL aliases
S112. Informed by report review quality assurance processes in the I&R Team. ([ J
S112. Introduce a self-assessment skills and training needs survey with new starters and arrange °
appropriate training as needed, in consultation with other teams.
S2I1. Conduct a review of feedback and survey results to improve communication, processes and PS
decision-making.
S2I1. Develop new script for phone and call waiting to highlight IPC jurisdiction and encourage direct °
contact with agencies.
S211. Review induction process re contents of Kit, timetable for first week and paced training schedule. Y
S3I1. Develop a Fact Sheet about the IPC’s functions and role in consultations on privacy projects and ®
governance.
S3I1. Finalise IPC GIPA corporate manual. [ ]
S8I1. Include examination and recommendations in each campaign budget to ‘boost’ social content. )
S3I12. Develop an IPC privacy manual. o
S312. Develop guidance to assist agencies in assessing the impact of digital projects and service
delivery on rights incorporating a review of the IPC’s Privacy Impact Assessment guidance and ®
collaborate with I1&R (LCRA).
S3I3. Develop a Fact Sheet on Privacy by Design. o
S3I3. Establish IPC cyber security incident response plan relevant to impacted agencies. [ J
S411. Update Business Continuity Plan to reflect transition to Customer Service cluster. (]
Year 2 Finalised | On-track  Issues Yet to

commence

S113. Investigate using automated email responses to generic IPC email boxes to support better °
communication with clients and better regulatory outcomes.
S113. Review and Update the Voluntary Data Breach process, procedures and guidance and impact for PY
any business systems changes.
S113. Improve digital and social media capability of Communications team. ([ J
S211. Collaborate with the I&R Team to review the Information Governance Self-assessment Tools (LCRA). [
S212. Collaborate with Legal Counsel and Regulatory Advice (LCRA) Team on the survey of advice/ °®
assistance (CCA).
S3I2. Roll-out use of ‘boost’ for social content. o
S3I3. Prepare options paper on creating a Facebook page for the IPC linking to the IPC website to drive °
visitation.
S3l4. Review the privacy governance framework. ([ J
S3I5. Develop a Fact Sheet about privacy offences. ([
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Pillar 2: Engagement & Influence

Finalised | On-track Issues Yet to
commence
S1I1. Develop a Fact Sheet on privacy and open access with a particular focus on councils. [ ]
S111. Establish and maintain a register of key contacts and functional units under the Service Level °
Agreement.
S1I1. Undertake identified proactive audits to elevate and influence compliance including within the Y
Local Council Sector and other Announced Audits.
S1I1. Investigate and, if feasible implement, new learning channels: webinars, podcasts, targeted PY
training e.g. OLG.
S112. Develop a Proactive Audit Manual. [
S112. Develop and regularise relationships with recognised external experts in finance, IT and HR. (]
S112. Develop Information Commissioner guidance regarding copyright and the GIPA Act. (]
S112. Develop with LCRA two content pieces to communicate to agencies re. major digital projects (CCA). [ ]
S113. Develop a legislative proposal for a processing charge discount for Out-of-Home Care applicants. [ )
S2I1. Develop criteria to identify novel and evolving issues for reports to be published. )
S2I1. Incorporate and implement key service relationships, roles and responsibilities under the MOU °
with DCS and maintain currency of external contacts and functional units.
S2I1. Update the Fact Sheet on authorised proactive release. o
S2I1. Develop 4 relevant case studies to include in Commissioner presentations and/or community-
oriented engagement. o
S212. Develop a Fact Sheet on the IPC’s role in NCAT. [ J
S3I1. Collaborate with LCRA to review the Information Governance Self-assessment Tools and
work with Systems and Corporate Services (SCS) in respect of utilisation and agency performance o
monitoring (I&R).
S3I1. Update Strategic Engagement Plan to support Strategic Initiatives delivered by the P
Commissioners and identify and target sub-groups within agencies.
S3I12. Develop a Fact Sheet for the Fines Administration Act Breach Notification and Processes, °®
including any business systems changes required.
S3I3. Contribute to review of Agency fees and charges and lead the development of guidance in °
collaboration with LCRA (I&R).
Year 2 Finalised | On-track Issues Yet to
commence
S113. Review and develop privacy resource for citizens on accessing the correct rights pathways °®
highlighting the differences between internal review and complaints.
S113. Create infographics and video clips on specific topics. [ ]
S1l4. Develop a Fact Sheet on access to information about public officials under the GIPA Act. o
S2I1. Review MOU with DCS. o
S212. Review feedback and content of Executive attendance of agency-specific fora in conjunction and Ps
make recommendations to enhance.
S2I3. Develop a Fact Sheet about section 121 GIPA Act/Al/Contracts/service to public by private °
entities.
S214. Conduct research or a survey about opening government.
S3I2. Develop framework to identify important themes that will inform roadshows to select areas and
other activities, with input from LCRA and the I&R Team as relevant (CCA).
S38l4. Develop resources for the exercise of functions of Ministers and Ministerial Offices under the IPC’s °®

legislation.
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Pillar 3: Rights Promotion & Impact

Year 1 Finalised | On-track Issues Yet to
commence

S1l1. Develop a checklist for care leavers. [ ]

S1I11. Develop and maintain a register to capture administrative solutions. ([

S1I1. Undertake an annual intelligence assessment/research of the trends in types of information
requested to inform understanding of the regulatory environment and risks.

S111. Develop brief key messages on the IPC and Commissioners’ regulatory stance. [ ]

S112. Develop a citizen Fact Sheet on State-Owned Corporations for both Information Access and
Privacy.

S112. Develop a Fact Sheet on the rights of deceased people in respect of Information Access and
Privacy.

S112. Develop two public position pieces on relevant regulatory issues.

S113. Develop a private sector person jurisdiction questionnaire for HRIP. )

S2I1. Conduct a privacy awareness survey. o

S2I1. Review operations and support for the Resolve Steering Committee to support timely delivery of
key change projects.

S2I1. Co-ordinate and lead publications review. o

S2I12. Assess utilisation of the Information Governance Agency Self-assessment Tools to support review
by I&R and LCRA (SCS).

S8I1. Capture and report data from regulatory activities regarding digital service delivery. )

S312. Collaborate with State Records to deliver a Fact Sheet on record keeping, including digital
records.

Year 2 Finalised

On-track Issues Yetto
commence

S113. Develop a Fact Sheet to assist people with reduced decision-making capacity to make an

o
application under the GIPA Act.

S211. Develop a Fact Sheet on the application of Information Access and Privacy legislation on the use
of new forms of digital communications such as WhatsApp, Facebook, Google Messenger.

S212. Collaborate with LCRA in the development of guidance for agencies on new technologies like Al
machine learning in the 1A & privacy context (I&R).

S213. Review GIPA Tool. ®

S213. Review and update the IPC’s Fact Sheet on privacy and people with reduced decision-making
capacity.

S2l4. Undertake identified enhancements of the GIPA tool to support rights promotion. o
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Pillar 4: Operational Excellence

Finalised | On-track Issues Yet to
commence

S1l1. S&CS regularly engages with other teams by meeting attendance, administrative communication °®
and feedback to understand needs & issues.

S111. Contribute to the work led by the Communications and Corporate Affairs (CCA) Team to maintain
the currency of the IPC’s external guidance and resources and corporate documents and in-house
guidance (LCRA).

S111. Develop a framework/mechanism to better enable visibility and information sharing across the
team for case management including timeliness and quality.

S111. Review PMES results and other sources to inform advice and support to increase staff
engagement within IPC.

S112. Develop financial delegations and deliver an internal workshop about the delegations.

S112. Provide timely & relevant advice regarding significant issues affecting IPC operations (e.g. weekly
corp. update).

S112. Deliver a ‘staff owned’ staff engagement plan which links to the People and Culture plan.

S113. Develop a framework & conduct post implementation review of the new I&R structure (SCS). (]

S1l4. Implement MOG changes & provide training, support & resource new or changed functionality
(2019-20 priority).

S2I1. Develop a law and policy update program to be delivered by LCRA at IPC Staff Meetings and
deliver workshops about key issues or projects, as required.

S2I1. Implement an IPC People and Culture Strategy including team specific and whole of IPC training
program, induction, staff engagement and WHS.

S2I1. Review staff capabilities relating to digital literacy and identify development opportunities for
ongoing learning.

S2I1. Provide an IPC framework content guide addressing different format requirements and content. [ J

S212. Define the publication input and approval process. [

S213. Develop a framework to review impact of publications e.g. audience, reach. [ ]

S3I1. Implement improved record keeping through development of naming conventions to be applied PS
across file documents in Resolve.

S38I1. Review Dashboard/KPls to include all key IPC functions & enhance Resolve. o

S3I12. Assess IPC internal governance framework against Audit Office guidance and make
recommendations to enhance.

S3I2. Review and update procedures manual for Intake and Enquiries Staff (currently located within
broader team policy and procedures).

S3I3. Review and update I1&R Team and Complaints Handling Policy and procedures. [ )
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Pillar 4: Operational Excellence

Year 2 Finalised | On-track Issues  Yetto
commence

S1l12. Collaborate with S&CS in the identification of continuous improvement to Resolve which reflects
the required improvements to case management including optimising the use of Resolve to assist us ([ J
with core activities and record keeping (I&R).

S113. Contribute to the post implementation review of the I1&R Team Structure led by S&CS (I&R). (]

S113. Investigate and collaborate with S&CS in the development of customised enhancements to
Resolve to capture Cabinet Submission data, with reporting capability and better capture LCRA case [ ]
management requirements (LCRA).

S113. Review options and provide recommendations to keep staff informed of IPC news (e.g. IPC °®
intranet page).

S114. Develop a program including target dates to deliver regular comms addressing lower-ranked
results in the PMES, e.qg. staff bulletin, presentation to staff meeting.

S115. Work with CCA to investigate need for a central repository of IPC’s corporate documents (e.g. intranet)
(SCS).

S212. Review and update the recognition and reward process.

S214. Conduct review of impact of identified publications e.g. new statutory guidance or fact sheets and
establish base lines for evaluations.

S3I3. Review records retention/disposal authority to minimise hard copy use.

S38l4. Transition to paperless case management. (]

Additional Regulatory Priorities

Finalised | On-track Issues Yetto
commence

RP1. Provide recommendations to the Ministers regarding fees & charges under GIPA. [ ]

RP3. Make recommendations for administrative/legislative change to promote and uphold privacy
rights, including with respect to managing data breaches and open data.

RP4. Promote improved access to information at the lowest reasonable cost through digital solutions
that impact processing and other charges.

RP4. Examine the operation of the GIPA Act in the context of digital government; increased outsourcing °
and partnership arrangements and new administrative models for service delivery.

RP4. Provide advice and assistance to entities undertaking government business regarding °
government’s obligations under the GIPA Act.

RP4. Engage with agencies to identify risks and provide guidance to promote and preserve information
access rights.
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Report on regulatory achievements

The IPC’s Regulatory Plan 2020-2022 contains a total of
33 identified regulatory priorities. The plan commenced in
January 2020. At the end of the reporting period, 33% of
all regulatory initiatives were finalised. This is a significant
achievement for the IPC over a six-month period despite
a period of significant change and disruption in the usual
operating environment as a result of the unique events of
COVID-19. Concurrent with the delivery of the regulatory
priorities the IPC proactively responded to provide advice
and assistance to agencies and citizens with targeted
information around COVID-19. Regulatory initiatives that
were finalised in the reporting period are listed below:

e (Collaborate with State Records to deliver a Fact Sheet
on record keeping, including digital records

e Conduct 2020 Community Attitudes Survey including
s16 questions on agency support for GIPA applicants

e Conduct a privacy awareness survey

e Develop a citizen Fact Sheet on State-Owned
Corporations for both Information Access and Privacy

e Develop a Fact Sheet about the IPC’s functions and role

in consultations on privacy projects and governance

e Develop a Fact Sheet for the Fines Administration
Act Breach Notification and Processes, including any
business systems changes required

e Develop a Fact Sheet on Privacy by Design

e Develop a Fact Sheet on the IPC’s role in NCAT

e Develop guidance to assist agencies in assessing the
impact of digital projects and service delivery on rights
incorporating a review of the IPC’s Privacy Impact
Assessment guidance and collaborate with I&R

e Updated Information Commissioner guidance regarding

copyright and the GIPA Act
e Provide recommendations to the Ministers regarding
fees & charges under GIPA.

The IPC’s Regulatory Plan 2020-2022
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Pillar 1: Service Delivery & Excellence

What are we doing to improve services to the community?

Objective e developing guidance to assist agencies
in assessing the impact of digital
projects and service delivery on rights
incorporating a review of the IPC’s
Privacy Impact Assessment guidance
and collaborate with I&R Team
conduct a survey to inform development
of principles to guide the exercise of
advice and assistance under section 16
of the GIPA Act
¢ in consultation with other teams finalising
and publishing an IPC Regulatory Plan,
consistent with the Strategic Plan.

Deliver quality, timely and effective

services to promote regulatory objectives

and compliance, enabled by effective

and accessible resources supported by

well managed and efficient systems and .
processes.

The IPC met the objectives of this
pillar by:

¢ conducting post-implementation review
of the IPC website

¢ developing new script for phone and call
waiting to highlight IPC jurisdiction and
encourage direct contact with agencies

¢ finalising IPC GIPA corporate manual

¢ establishing and maintaining a register of
key contacts and functional units under
the Service Level Agreement

¢ reviewing and updating in accordance
with recommendations all case
management policies, procedures, and
templates to support timely delivery of
service standards

¢ informed by reporting, reviewing quality
assurance processes in the Investigation

Information access
Advice to agencies

The IPC provides information to agencies to assist with
compliance, their decision-making and to support public
access to information. With the increasing application of
digital technologies across government, agencies sought
advice about the application of information access and
privacy legislation to the implementation of those new
technologies both within government and in the provision
of services to the citizens of NSW.

GIPA advices to agencies

During the year agencies sought advice on many aspects
of GIPA including:

and Review Team d

conducting a review of feedback and
survey results to improve communication,
processes and decision-making
developing a Fact Sheet on Privacy by
Design

developing a Fact Sheet about the IPC’s
functions and role in consultations on
privacy projects and governance
preparing options paper on creating a
Facebook page for the IPC linking to the
IPC website to drive visitation

processing GIPA applications during COVID-19
pandemic

handling formal applications

proposed amendments to legislation and regulations
applying GIPA legislation to digital technology
preparing Agency Information Guides (AIGs)
reporting data on agency operations to the IPC
managing disclosure requirements such as contract
registers

meeting open access requirements.
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Pillar 1: Service Delivery & Excellence

GIPA advice by sector for 2019/20

Stream and

2019/20 2018/19 2017/18
sector
Total GIPA 340 237 409
State 111 95 187
Government
Local 192 109 175
Government
University 7 4 15
Minister 1 1
State-Owned 8 4 9
Corporation
Other 27 24 22

Complaints - Information access

Under the GIPA Act, matters which may be the subject of
a review under section 80 of the GIPA Act cannot be the
subject of a complaint, even if the person may be out of
time to apply for a review of a decision. Where this occurs,
the Information Commissioner may decline to deal with
the complaint or may provide information to assist the
complainant in understanding of the application of the
legislation.

In 2019/20, the IPC received 71 Information Access
complaints. This represents a modest reduction of 10%
in the number received compared to the previous year.
However, it remains a significant increase on the numbers
received by the IPC compared to previous years.

During 2019/20, 59% of complaints were finalised within
90 days compared to 65% in the previous reporting year.
This represent a decline in the overall timeliness and
accompanied by an increase in the average number of
days to finalise a complaint. While a decline has occurred at
the conclusion of the reporting period only five complaints
received remained open. The reduction can be attributed to
the increased complexity associated with some complaints
and the need to distil the conduct complained of relevant
to the Information Commissioner’s jurisdiction. The IPC is
continuing to review and refine its complaints approach to
improve the timeliness for finalisation and completion of

a complaint.

Of the 78 complaints finalised, the majority were focused in
the state and local government sectors.
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The majority of complaints lodged related to:

decision-making processes
decision-making timeframes — either, not making a
decision within the statutory timeframe, or information
not provided

e open access information not being made available

e processing charges

e timeframes for dealing with an informal access
application.

Reviews of agency information access decisions

The 2019/20 reporting period represents the first full year
of reporting against the new statutory timeframes that were
introduced in November 2018. In the reporting period, the
IPC continued to build upon the systems and processes
for compliance with the new statutory requirement that

the Information Commissioner is to complete her external
review within 40 working days of when the Information
Commissioner has determined that she has all the
information necessary to complete the review.

Specifically, the Information Commissioner finalised 99.60%
of all reviews received within the statutory requirements. This
figure reflects a change in the reporting methodology applied
by the IPC and resulted in two reviews being counted as
outside of the statutory timeframe.

The number of reviews received increased from the number
received in the previous reporting period by 17.5%. The top
10 considerations that were finalised are listed in the table.

Additionally, there were 19 matters which concerned the
COVID-19 pandemic, inclusive of information access
reviews.

Closed: Information access complaints & reviews by
sector for 2019/20

Sector Complaints Reviews
Government 46 275
Council 28 90
University 1 13
Minister 2 1
State-Owned

Corporation 1 0
Other* 0

*

Includes sectors which by particular operation of legislation are
designated to comply with the GIPA Act e.g. independent schools for
the purpose of working with children investigations.
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GIPA external reviews for 2019/20

Top 10 Public Interest Considerations applied Number
by agencies

Information not held/searches 99
Reveal personal information (section 14 T (3) 95
(@)

Prejudice effective exercise of agency 63
function (section 14 T (1)(f))

Prejudice supply of confidential information 54
(section 14 T (1)(d))

Contravene an information protection 49
principle or health privacy principle (section

14 T (3)(b))

Prejudice business/professional interests 42
(section 14 T (4)(d))

Prejudice deliberative process of 33
government (section 14 T (1)(e))

Breach of confidence (section 14 T (1)(g)) 33
IPC legislation/GIPA Act 2009 21
Prejudice conduct, effectiveness or integrity 21

of audit, test, investigation or review (section
14 T (1)(h))

Grand total for all issues

Note: one review may address more than one public interest
consideration.

Information Commissioner audits

During 2019/20, the IPC has continued its proactive

audit compliance program. The audit process is intended

to maximise the effectiveness of a proactive approach

to elevating compliance across the regulated sectors.

The identification of audits is informed by risk/impact

and intelligence assessments. The process uses a mix

of quantitative and qualitative data metrics, risk/impact
assessments, and consideration of environmental/contextual
factors for selection of targeted audits and informs the
scope of the audit.

During the 2019/20 reporting period, the Information
Commissioner finalised three audits into agency compliance
with the GIPA Act. Three compliance reports were issued:

e NSW Treasury Compliance Report — August 2019

e Sydney Cricket and Sports Ground Trust GIPA Act
Follow Up Compliance Review Report — May 2020

e Greyhound Welfare and Integrity Commission NSW
Compliance Report — May 2020.

The unique circumstances presented by COVID-19 has
necessitated some changes to the timing and approach
for the conduct of the audits identified. In the current
environment the audits have been conducted by way of

a desktop audit in areas of small to moderate risk of non-
compliance. The desktop audit may also form the basis of
a preliminary assessment for future compliance activity. A
desktop audit is distinguishable from an onsite audit which
can adopt a more direct inquisitorial approach. In general,
the IPC conducts desktop audits to elevate compliance
by way of guidance, awareness raising and in some cases
recommendations to an agency. However, poor results or
lack of cooperation by an agency may result in further and
escalated compliance action.

While the scope of the audits may vary, depending on the
risk/impact and intelligence assessments that have informed
the audit, the methodology applied is generally consistent
and includes:

e assessment of overall GIPA compliance using publicly
available annual reports and other publicly available data

e |PC Compliance Data

e agency GIPA Dashboard

e on site audit of random sample selection of GIPA files
against legislation

e review of policies, procedures and processes.

Following the completion of an audit the IPC continues to
engage with the agency to monitor implementation of any
recommendations made arising from the audit.

The audit reports are publicly available on the IPC website.

NCAT Activities

If an individual is not satisfied with a decision on a formal
access application, under the GIPA Act they may apply

for a review by NCAT. Applications must be made within

40 working days from being notified of the decision by an
agency, or within 20 working days from being notified of the
decision by the Information Commissioner.

In NCAT proceedings, the Information Commissioner

has the role of amicus curiae (“friend” of the Tribunal) and
representatives of the Commissioner can attend NCAT
upon instruction from the Commissioner to assist with
interpretation of the relevant legislation and issues of law.
IPC officers cannot assist the parties to the litigation.

The Information Commissioner exercised the right to appear
and be heard in a number of matters before NCAT.
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GIPA case activities and performance for 2019/20

Number Average daysto Averagedaysto % Complete in
Case type Number Number open at finalise 2019/20 finalise 2018/19  less than target
received closed 30 June 2020 2019/20
Advices 346 340 3 10 9 89%
Audits (combined) 54 56 5 103 185 51%
Audit-AlG 48 53 1 0 0 51%
Audit-other* 6 3 4 103 185 N/A
Complaints 71 78 5 81 75 59%
Reviews 394 386 31 73 63 67%
Enquiries 1544 1637 1 2 1 82%
Own motion 0 0 0 0 0 N/A

* Includes general compliance audits in accordance with section 17(g) of the GIPA Act. These audits are not subject to a target time frame.

During the reporting period, the Information Commissioner GIPA NCAT activities for 2019/20
was represented in NCAT (including the Appeal Panel)
proceedings. The Information Commissioner made 17 No. files opened No. files closed
written submissions during the reporting period, including: 2019/20 2019/20

Taylor v Destination NSW [2020] NSWCATAD 137
Forbidden Foods Pty Ltd v Rice Marketing Board for
the State of NSW [2020] NSWCATAD 18 and Forbidden
Foods Pty Ltd v Rice Marketing Board for the State of
NSW (No 2) [2020] NSWCATAD 73

e AIG Australia Ltd and NM Insurance Pty Ltd v
Commissioner of Police [2020] NSWCATAD 84

e Department of Communities and Justice v Zonnevylle
[2020] NSWCATAP 126

e Calderwood v Department of Planning, Industry and
Environment; Calderwood v Campbelltown City Council;
Department of Planning, Industry & Environment v City
of Ryde [2020] NSWCATAD 200

e Brazel v Sydney Water [2020] NSWCATAD 188.

GIPA 158 158

A summary of most of these cases has been published on
the IPC website.
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Privacy
Advice to agencies

The IPC provides information to agencies to assist with
compliance, their decision-making, and to support public
access to information.

Privacy advices to agencies
During the year topics included:

e application of privacy to the introduction of new digital
services

e the collection, use and disclosure of information
including personal and health information

e privacy-respectful sharing of data between public sector

agencies

proposed amendments to legislation and regulations

handling of privacy breaches

use of data collection techniques

conduct of privacy impact assessments

data sharing and the introduction of the COVIDSafe App

advice on data sharing and application of privacy

principles across NSW agencies in responding to the

COVID-19 pandemic

e Public Interest Directions.

Privacy advice by sector for 2019/20

Stream and 2019/20 2018/19

sector

Total Privacy 235 200

State 156 129 184
Government

Local 43 26 50
Government

University 4 6 10
Minister 1 1 1
State-Owned 2 1 3
Corporation

Other* 29 37 36

* Note: the above advices are exclusive of IPC corporate advice.

Privacy complaints

In 2019/20 reporting period, 112 complaints were received
compared to the previous year of 121.This represents

a small overall reduction in the number received of 7%
compared to the previous year.

During 2019/20, 79% of complaints were finalised within
90 days compared to 78% the previous reporting year. The
average days to completion reduced slightly to 63 from 64
the previous year, with only 8 complaints open at the end of
the reporting period.

The complaints finalised by the Privacy Commissioner
continued to relate to:

e access or refusal of access to health or personal
information — examples include individuals seeking
access to their personal information or in seeking to
transfer their health information to another provider

e accuracy of the health/personal information held

e excessive collection of personal/health information

e disclosure of personal information.

The majority of complaints received were about private
health service providers and individual health practitioners.
Complaints relating to public sector agencies about personal
information under the PPIP Act are generally dealt with as an
internal review.

Submissions on internal agency privacy reviews

Under section 54 of the PPIP Act, the Privacy Commissioner
exercises her oversight function following application for an
internal review by an individual to an agency. In practice,

the IPC receives a report from the agency that outlines the
issues, its investigation of the complaint and the findings
and proposed recommendations. The IPC is notified of

the application outcomes and undertakes an assessment.
The Privacy Commissioner may make submissions for
consideration by the agency if warranted.

There was a 36% increase in the 2019/20 reporting period
in the number of privacy reviews received. This is in addition
to the 2018/19 increase of 19% of the number of privacy
reviews received.

The top 10 issues/privacy principles raised in privacy reviews
are listed in the table.
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During 2019/20, 99.5% of all reviews were finalised within
the target date of 40 working days. Although there is no
statutory timeframe for completion of privacy reviews by

the Privacy Commissioner, in the reporting period the
Privacy Commissioner continued to apply a timeframe
for completion of within 40 days consistent with the

requirements for information access ensuring a consistent
and single point of service delivery standard across both
information access and privacy. The number of average
days for completing a privacy review reduced by 13 days,
compared to the previous reporting period. This meant the
average number of days for a privacy review to be open fell

from 70 days to 57 days.

Closed: Privacy complaints and reviews by sector for

2019/20
Sector Complaints Reviews
Government 27 177
Council 3 27
University 2 21
Minister 1 2
State-Owned 0
Corporation
Other* 88 1

*

providers under section 26 of the HRIP Act.

Privacy reviews for 2019/20

Top 10 Issues/Privacy Principle

Number

IPP 11 Limits on disclosure of personal
information

IPP 10 Limits on use of personal information

IPP 5 Retention and security of personal
information

IPP 9 Agency must check accuracy of
personal information before use

HPP 11 Limits on disclosure of health
information

HPP 10 Limits on use of health information

IPP 1 Collection of personal information for
lawful purposes

HPP 5 Retention and Security

IPP 3 Requirements when collecting
personal information

IPP 7 Access to personal information held by
agencies

Grand total of all issues
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Includes complaints about access to health information by private

134

1A

367

Privacy Management Plans

Under Part 3 Division 2 of the PPIP Act, public sector
agencies are required to prepare and implement a Privacy
Management Plan and provide a copy to the Privacy
Commissioner. The Plan is an integral part of public sector
agencies’ governance frameworks as it documents how
privacy obligations are integrated into the functions and
activities of the agency. A Privacy Management Plan sets
out the agency’s policies and procedures for complying
with privacy and the principles contained in NSW privacy
legislation. Plans are publicly available and assist staff in their
day-to-day handling of personal and health information and
are to be available to clients who wish to understand how
their privacy is protected and managed by public sector
organisations.

The number of Privacy Management Plans received for
review each year varies from year to year, depending on
whether agencies have new or changed responsibilities that
affect their obligations under privacy legislation requiring an
update to their privacy management plan.

In the reporting year, the Privacy Commissioner received

a total of 14 Privacy Management Plans for consideration.
These are reviewed against the checklists and feedback
provided to agencies as required. As at 30 June 2020, 13
had been reviewed and feedback provided to the relevant
agency. The average days to review a plan in the reporting
period was 31 days. This represents an increase in the
number of days taken to review a plan in the previous year
of 22 days, but it compares favourably to the 2017/18 figure
of 37 days.

Privacy voluntary breach notifications

Under the PPIP and HRIP Acts, agencies have obligations
to take reasonable steps to protect the personal and
health information they hold. A data breach occurs when a
failure has caused, or has the potential to cause, a loss of
the protection of personal or health information. Although
malware, hacking and data theft are examples of data
breaches, simple human or technical errors rather than
malicious intent are often the cause of breaches.

While not required by law, the Privacy Commissioner
encourages agencies to make voluntary notifications of data
breaches to her.

In 2018, the Privacy Commissioner commenced the
quarterly reporting of data breaches voluntarily notified to her
by agencies. During the reporting year 2019/20, the Privacy
Commissioner received a total of 79 breach notifications,
which represents an increase of 23% over the previous year.
Of the data breach notifications received the majority came
from the government sector.
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The data breach notifications for the reporting period are
detailed below.

During the reporting period the Privacy Commissioner also
engaged directly with:

e Revenue NSW in relation to its systems and practices
following a data breach

e NSW Health in relation to a cyber related data breach in
the oversight and review of arrangements for the proper
management and disposal of health patient records at a
closed facility

e Revenue NSW on the implementation of the mandatory
notification requirements required by the Fines
Amendment Act 2019.

During the reporting year, the Privacy Commissioner
engaged with the Department of Communities and Justice
and the Department of Customer Service (DCS) over the
introduction of a mandatory data breach notification scheme
for NSW.

Voluntary breaches notified to the IPC for 2019/20

25

15

10

Respondent Industry Sector
Public University

Private University
Local Government

State Government

Privacy Commissioner audits

The exercise of the Privacy Commissioner’s functions
includes promoting the adoption of, and monitoring
compliance with the IPPs. A proactive audit can elevate
compliance across the regulated sectors. The identification
of a privacy audit is also informed a risk/impact and
intelligence assessments. The process uses a mix of
quantitative and qualitative data metrics, risk/impact
assessments, and consideration of environmental/contextual
factors for selection of targeted audits and informs the
scope of the audit.

While the scope of the audits may vary, depending on the
risk/impact and intelligence assessments that have informed
the audit, the methodology applied is generally consistent
and includes:

e review of policies, practices and processes to
manage the collection, use and disclosure of personal
information

e practices in place for the management of privacy
breaches

e overall compliance with the IPPs.

During the 2019/20 reporting period, the Privacy
Commissioner finalised one audit into agency compliance
with the PPIP Act:

e Revenue NSW PPIP Act Compliance Report —
March 2020.
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Privacy case activities and performance for 2019/20

Number open  Average days Average days % Complete in

Number Number

Case type received closed at 30 June to finalise to finalise less than target
2020 2019/20 2018/19 2019/20

Advices 231 235 3 12 14 75%
Audits (PMP and other 16 15 0 28 22 67%
audits combined)

Audit-PMP 14 13 0 31 22 62%
Audit-other* 2 2 0 7 0 N/A
Voluntary breaches 79 78 3 12 9 88%
Complaints 112 121 8 63 64 79%
Reviews 238 229 22 57 70 89%
Enquiries 1225 1211 9 3 1 76%
Own motion 1 1 0 59 N/A N/A

* refers to an agency specific audit that is neither a PMP nor voluntary breach. These audits are not subject to a target time frame.

NCAT Activities Privacy NCAT activities for 2019/20

Under the PPIP Act, if an individual is not satisfied with the

outcome of a privacy internal review, or if their application is No. files opened No. files closed
not dealt with by the relevant agency within 60 days of the 2019/20 2019/20

agency'’s receipt of their application, they may apply to NCAT
for a review of the conduct giving rise to the internal review
application.

Privacy 57 68

In NCAT proceedings, the Privacy Commissioner has . .
the role of amicus curiae (“friend” to the Tribunal) and Humon Reseorch EThICS Commmees

representatives of the Commissioner can attend NCAT (HRECS) l’epomng

upon instruction from the Commissioner to assist with Under the HRIP Act, the Privacy Commissioner has issued
interpretation of the relevant legislation and issues of law. legally binding statutory guidelines on the use or disclosure
IPC officers cannot assist the parties to the litigation. of health information for research purposes that require

The Privacy Commissioner exercised the right to appear and ~ HREGCs to provide a compliance report to the Privacy

be heard in a number of matters before NCAT. Commissioner after 30 June each year. The compliance
report identifies where HRECs have approved research
proposals seeking to use or disclose personal or health
information without consent, on the basis that the public
interest in the research substantially outweighs the public
interest in maintaining the level of privacy protection provided

During the reporting period, the Privacy Commissioner
was represented at NCAT proceedings. The Privacy
Commissioner made three written submissions during the
reporting period, including:

e BWY v Secretary, Department of Education [2020] by the HRIP Act. Of the 19 HRECs currently operating,
NSWCATAD 208 18 submitted compliance reports for 2019/20 by the due
e DRP v Orange City Council [2020] NSWCATAD 220. date, covering a total of 504 research proposals. Of these

research proposals, 454 (90%) used personal or health
information without consent, based on the public interest
value of the proposed research substantially outweighing the
public interest in the protection of privacy.

The remaining matters are currently awaiting a decision by
the NCAT.
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Human Research Ethics Committee reports received for 2019/20

HREC carried out between July 2019 and June 2020 Proposals Without consent p?:ll;:i‘:?ti\?:;:t
1 South Western Sydney Local Health District HREC 2 Yes 2
2 Sydney Local Health District HREC (CRGH Zone) 38 Yes 38
3 St Vincent's Hospital Sydney HREC 0 No
4 The University of Newcastle HREC 0 No
5 Nepean Blue Mountains Local Health District HREC 67 Yes 67
6 Greater Western Area HREC 21 Yes 21
7 NSW Population and Health Service Research Ethics Committee 52 Yes 41
8 Hunter New England HREC 34 Yes 34
9 Aboriginal Health and Medical Research Council HREC 20 Yes 19
10 Northern Sydney Local Health District HREC 49 Yes 49
ik Adventist Health Care Limited HREC 5 Yes
12 Justice Health and Forensic Mental Health Network HREC 0 No
13 University of Wollongong and lllawarra Shoalhaven Local Health 0 No
District Social Sciences HREC
14 University of Wollongong and lllawarra Shoalhaven Local Health 12 Yes 4
District Health and Medical HREC
15 North Coast NSW HREC 0 No 0
16 Sydney Local Health District HREC (RPAH Zone) 87 Yes 87
17 Sydney Children's Hospitals Network HREC 117 Yes 87
18 Western Sydney Local Health District HREC 0 No 0
19 South Eastern Sydney Local Health District HREC 12 Yes 6

TOTAL 516 460
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Public inferest disclosures and -
government information contraventions

Under the PID Act, the IPC is required to collect and report
on information about Public Interest Disclosures (PIDs).

The IPC website includes a fact sheet of frequently asked
questions about PIDs, and the IPC’s internal policy for PIDs.

Under the PID Act, a public sector official can report a
government information contravention, which is defined as a
failure to exercise functions in accordance with any provision
of the GIPA Act, to the Information Commissioner.

Under section 17 of the GIIC Act, the Information
Commissioner is empowered to investigate such PIDs,
unless the disclosure is about a reviewable decision under
the GIPA Act, as section 89(4) of the GIPA Act prevents
the Commissioner from considering complaints about
reviewable decisions.

The Information Commissioner is also an investigating
authority under the PID Act and may receive complaints
about contraventions of the GIPA Act.

As an investigating authority, the Information Commissioner
received no complaints that satisfied the assessment
requirements of a PID.

Information about the PIDs the IPC has dealt with as
an investigating authority, is included in the six monthly
and annual reporting of PIDs to the NSW Ombudsman.
During the reporting period no matters were included
in the Information Commissioner’s report to the NSW
Ombudsman.

The Information Commissioner is a member of the Public
Interest Disclosures Steering Committee, which has a
number of roles in overseeing the PID Act, including advising
the Premier on the operation of the Act. The Steering
Committee is chaired by the NSW Ombudsman and issues
its own annual report regarding the PID Act and PIDs
received by various investigating agencies. The PID annual
report can be found on the NSW Ombudsman’s website.
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Number of PIDs received by category during 2019/20

Category Made by
public officials
performing
day to day
functions

Corrupt conduct 0
Maladministration 0
Serious and

substantial waste 0
Government

information

contravention 0

Local government
pecuniary interest
contravention

Total

PIDs received during 2019/20

Category Made by

public officials

performing
day to day
functions

Number of
public officials
who made PIDs

directly 0
Number of PIDs
received 0

Under a All
statutory or

other
otherlegal  PIDs

obligation

All other
PIDs

Under a
statutory or
other legal
obligation



Pillar 1: Service Delivery & Excellence

COVID-19 and the IPC’s regulatory
response

The IPC has continued to maintain its service delivery and
undertake its regulatory function during the pandemic.

On 26 March 2020, the IPC closed its office to in-person
enquiries due to the global outbreak of COVID-19. Following
the issuance of the Public Health Order on 30 March, the
IPC moved to implement remote working arrangements for
all staff.

In March 2020, the IPC launched dedicated COVID-19
pages for both information access and privacy with sections
relevant to agencies and citizens. During the pandemic,

the IPC has continued to update its webpages to include
updated information, new guidance and references to public
statements and releases by the Commissioners.

The IPC will continue to follow the direction of any Public
Health Orders, the direction of the NSW Government and
continue to provide services and support staff through the
pandemic.

The IPC has also been participating in the National
CQOVID-19 Privacy Team, chaired by the OAIC and including
states and territories with privacy laws. The team has been
meeting regularly during the COVID-19 pandemic to respond
to proposals with national privacy implications.

The Information Commissioner released the following public
statements regarding COVID-19:

e COVID-19: The duty to document does not cease
in a crisis, it becomes more essential
This joint public statement by the Australian and New
Zealand Information Access Commissioners detailed a
clear call for documentation, preservation and access
to information as governments, businesses and citizens
deal with the COVID-19 pandemic.

e Public Statement - Transparency and access to
information in the context of a global pandemic
The Information Commissioner’s public statement
included a clear call for transparency and the right to
access information as governments, businesses and
citizens deal with the COVID-19 pandemic by the
Australian Information Access Commissioners with their
international counterparts.

e COVID-19 Public Statement by the Information
Commissioner
The Information Commissioner released a public
statement about information access, data sharing and
the COVID-19 pandemic.

The Privacy Commissioner released the following public
statements regarding COVID-19:

e NSW Privacy Commissioner Public Statement on
use of Commonwealth mobile tracing app data for
managing the COVID-19 pandemic
The Privacy Commissioner made a public statement
about the Commonwealth Government’s COVID-19
tracing app which was developed to help identify people
exposed to coronavirus and assist with contact tracing.

e NSW Privacy Commissioner Public Statement
on use of mobile phone data for managing the
COVID-19 pandemic
The Privacy Commissioner made a public statement
about the use of aggregated mobile phone data to assist
the NSW Government with tracking mass movement
and with their COVID-19 response.

e COVID-19 response from Australian privacy
regulators
The Privacy Commissioner made a public statement
about how the regulators have convened a National
COVID-19 Privacy Team to respond to proposals with
national implications.
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Pillar 2: Engagement & Influence

What are we doing to directly influence regulated agencies and engage with the public?

Objective

Influence agencies and citizens through
strategic engagement to promote
information access and privacy rights,
identify risks and authoritatively promote
compliance to achieve regulatory goals.

The IPC met the objectives of this
pillar by:

¢ developing and regularising relationships
with recognised external experts in
finance, IT and HR e.g. NSW Ombudsman
relevant to Resolve case management
system

¢ undertaking identified proactive audits
to elevate and influence compliance
including within the Local Council Sector
and other Announced Audits

¢ developing criteria to identify novel
and evolving issues for reports to be
published

¢ developing a Fact Sheet for the Fines
Administration Act Breach Notification
and Processes, including any business
systems changes required

¢ developing Information Commissioner
guidance regarding copyright and the
GIPA Act

¢ developing a legislative proposal for a
processing charge discount for Out-of-
Home Care applicants

¢ developing a Fact Sheet on the IPC’s
role in NCAT.

Stakeholder engagement
Public Sector Leaders’ Symposium

On 2 October 2019, during Right to Know Week NSW,
the Information Commissioner hosted an event for Public
Sector Leaders.

The event was opened by the Attorney General, and the
Minister for the Prevention of Domestic Violence and
featured a select panel of experts who discussed the Public
Interest and focused on ‘What'’s in the Public Interest —
accountability and access to information in the digital age’.
Facilitated by the Information Commissioner, the speakers
included leading authorities in law and automation of
government decisions, public interest, ethical considerations
and artificial intelligence including Prof Lyria Bennett

Moses, Assoc Prof Jane Johnston and Dr Finn Lattimore.
William Murphy, Deputy Secretary, Customer, Delivery and
Transformation from DCS brought a contemporary public
sector perspective.

The event was attended by 42 senior leaders from the NSW
public sector as well as NSW local councils, universities and
ministerial offices.

Information Access Practitioners’ Workshop

This event was also a part of Right to Know Week NSW
2019 and followed the Symposium on 2 October 2019.

The workshop was titled ‘Substantial and unreasonable
diversion of resources — what are the requirements to
search, to assist and to decide’ and provided practical
advice to assist practitioners to meet significant changes in
the law, technology and citizen expectations in the digital
environment. In November 2018, section 60 of the GIPA Act
was amended to provide greater clarity for agencies and
applicants in applying section 60(1)(a).

This workshop helped inform GIPA officers of how to
effectively undertake searches, advise and assist applicants,
meet the new requirements under sections 60(3A) and (3B)
of GIPA Act and assist them in the decision-making process.
The workshop was hosted by the Information Commissioner
and presented by James Horton, Datanomics and IPC
Directors Sonia Minutillo and Sarah Wyatt. It was attended
by 90 public sector employees.

Public Sector Forum

The NSW Privacy Commissioner launched Privacy Awareness
Week NSW 2020 at the online Public Sector Forum in Sydney
on 5 May 2020. The Forum was opened by the Attorney
General, and Minister for the Prevention of Domestic Violence.
Professor David Lacey from IDCare was keynote speaker and
presented on misuse of personal information in NSW, and
Tony Chapman, Chief Cyber Security Officer at Cyber Security
NSW answered questions from the Privacy Commissioner on
NSW cyber security and NSW government initiatives.
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The event was held virtually due to COVID-19 and attracted
an audience of over 300 with participants from metropolitan,
regional and rural areas.

Survey on the use of the Information Access and
Privacy Agency Self-assessment Tools

In May 2019, the IPC released its self-assessment tools for
agencies to review their systems and policies for compliance
under the GIPA Act, the PPIP Act and the HRIP Act.

The tools were designed to enable agencies to measure
the maturity of their information governance systems and
implement plans to further develop those systems and
confidently meet their information access and privacy
requirements.

In May 2020, the IPC commenced a review of the use of
the self-assessment tools by agencies as a part of its 2020
strategic initiatives. The review assessed how agencies
have engaged with the tools and looked for opportunities to
enhance the tools. This was facilitated via a survey issued to
practitioners for both information access and privacy.

Speaking engagements

During the 2019/20 reporting period, the NSW Information
Commissioner and Open Data Advocate addressed
stakeholders, participated on panels and briefed agencies at
20 speaking engagements regarding the right to information
and best practice in information and data management.

The Privacy Commissioner addressed stakeholders on
privacy, participated on panels and briefed agencies at 17
speaking engagements.

Both Commissioners also addressed the NSW Right to
Information and Privacy Practitioners’ Network Forum at three
quarterly meetings.

Due to COVID-19, there has been a decrease in total speaking
engagements for the IPC of 33% for the reporting period.

Co-regulatory engagements

During the year both Commissioners enhanced relationships
with other regulators and agencies to achieve legislative
objectives including:

Open Government Partnership

Public Interest Disclosures Steering Committee
Integrity Agencies Collaboration Group

Privacy Authorities Australia

Board of the State Archives and Records Authority
Office of Local Government

Independent Commission Against Corruption.
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The Privacy Commissioner was represented at regular
meetings of the National COVID-19 Privacy Team. These
meetings provided an opportunity to share insights and
intelligence on privacy matters arising during the pandemic
and to ensure privacy rights were maintained in projects and
initiatives responding to the pandemic.

A risked-based and intelligence informed approach to
tailored regulatory initiatives

The IPC Regulatory Compliance Committee oversees
delivery of the IPC’s commitment to effective risk-based
regulation. The purpose of the Committee is to oversee

and advise upon proactive compliance activities set out in
the annual IPC Regulatory Plan to ensure that they remain
guided by a risk-based and intelligence-informed approach
to regulation, focusing our attention and activity upon
emerging issues, entities and sectors that pose the greatest
risk to achieving IPC regulatory objectives.

The Committee operates in the context of the IPC
Regulatory Framework. The Committee comprises the
Information Commissioner (Chair); Privacy Commissioner;
Director, Investigation and Reporting; Director, Business
Improvement; and the Director, Legal Counsel and
Regulatory Advice. During 2019/20, the Committee met
five times.

The role of the Committee is to:

1. review intelligence and post-case analysis to advise on
emerging risks to the annual Regulatory Plan

2. review proposals for new or changed proactive
compliance activities to address the changed
environment

3. advise on any proposed amendments to the annual
Regulatory Plan required as a result of a change in the
risk environment or agency/sector performance

4. consider and recommend strategies for regulatory action
that may be suitable for consideration through future
regulatory planning processes.

The Committee considered:

e information access complaints and reviews trends in
issues

e health complaints

e deemed refusals for non-provision of access

e referrals of health care complaints by practitioners no
longer operating or retired

e data breaches

e open access requirements of the GIPA Act

e disclosure of interests for local government as required
by the Information Commissioner in Guideline 1

e l|egislative compliance broadly

e contract register compliance
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e the development of systems/resources to support
intelligence

e targeted review of privacy compliance

e identified proactive audits in information access and
program of delivery of those audits.

The Committee completed a review of intelligence data
inputs to the Committee with new inputs included.

Additionally, during the reporting period the Committee
considered reports on the number of reviews and complaints
closed by the IPC for each of its legislated sectors in both
information access and privacy. The consideration informed
the approach to identified audits and follow up audits.

Communication and consultation

The IPC is committed to maintaining ongoing communication
with all its stakeholders. Communication is managed via the
IPC website, through social media and other channels. During
the reporting period the IPC published:

99 tweets on Twitter

135 posts on LinkedIn

28 e-alerts to stakeholders
8 media releases

12 public statements

28 publications.

Social media

Through the use of social media channels Twitter and
LinkedIn, the IPC is able to communicate with stakeholders
directly. The IPC social channels provide opportunities to
raise awareness of information access and privacy rights to
citizens across NSW and remind public sector agency staff
of their obligations to citizens. The use of social media also
helps publicise key IPC resources and drives stakeholders to
the IPC website for more detailed news and resources.

Twitter

The IPC Twitter page (@IPCNSW) had 896 followers at the
end of the reporting period, an increase of 88 followers from
the previous year. There was a total of 861 engagements
on posts in 2019/20 with 62,411 impressions. The IPC
began recording engagement rates in the last quarter of
2019/20 and averaged 2.25% compared with the industry
benchmark of 0.33-1%.

LinkedIn

The IPC LinkedIn page had 1,073 followers at the end of
the reporting period, an increase of 314 from the previous
year. There was a total of 1,557 engagements on posts in
2019/20 with 30,876 impressions. The IPC began recording
engagement rates in the last quarter of 2019/20 and
averaged 5.16% compared with the industry benchmark

of 2%.

Parliamentary engagement
Parliamentary inquiries and reports

Both Commissioners have an important responsibility to
keep the NSW Parliament informed of their activities and of
broader trends in their respective jurisdictions.

The Information Commissioner and Privacy Commissioner
provided a number of reports and submissions to Parliament
including tabling:

e the Report on the Operation of the Government
Information (Public Access) Act 2009: 2018/19.
Under section 37 of the GIIC Act, the Information
Commissioner is required to provide Parliament with
an annual report on the operation of the GIPA Act. The
2018/19 Report was tabled in Parliament in March
2020 and provides a comprehensive assessment of
the operation of the legislation in New South Wales.
The Report examines the performance of over 240
government agencies, provides important guidance to
policy makers and agency heads, and promotes greater
transparency for the NSW community

e g joint submission and appearance before the Portfolio
Committee No. 6 concerning the Inquiry into the
Provisions of the Digital Restart Fund Bill 2079

e asubmission by the Information Commissioner to the
Standing Committee on Social Issues on the Review of
the State Records Act 1998.

The Information Commissioner and Privacy Commissioner
also made submissions to the following public consultations:

e the Office of the Australian Information Commissioner
on Disclosure of Public Servant’s Names and Contact
Details

e the Department of Communities and Justice on
Mandatory Notifiable Data Breaches by NSW Public
Sector Agencies

e the Australian Human Rights Commission on the Human
Rights and Technology Discussion Paper.
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What are we doing to anticipate and address emerging regulatory issues?

Objective

Continually improve citizen and agency
understanding of their information access
and privacy rights and obligations now

and into the future through provision of
timely, accurate, informative and innovative
guidance, advice, intelligence and tools.

The IPC met the objectives of this
pillar by:

¢ co-ordinating and leading publications
review

¢ developing a citizen Fact Sheet on State-
Owned Corporations for both Information
Access and Privacy

¢ collaborating with State Records to
deliver a Fact Sheet on record keeping,
including digital records

¢ developing a checklist for care leavers.

Informing the public of their rights
IPC website

The IPC website at www.ipc.nsw.gov.au is the central
communication and service channel for IPC stakeholders. It
houses a suite of online resources, access to the e-learning
portal and general information about the organisation. The
website is also used to promote new publications and
significant campaigns and events that champion the right to
access government information and the protection of privacy
in NSW. During the reporting period, page views increased
by 3.6% and website visits by 13.7% compared to the same
period last year.

In line with a strategic initiative in the IPC Strategic Plan
2020-2022, a follow up review of the IPC website was
undertaken in May 2020 to assess the website one year on
from implementation. The review also assessed the current
functionality and layout, and recommendations were made
for minor improvements. In total, six minor recommendations
were made to improve navigation and layout, website metrics
and reporting, and support the IPC in any future alignment of
the website with the DCS cluster.

The IPC has commenced recording an additional nine
metrics to provide a more comprehensive view of website
use. The IPC will report on these updated metrics in the
2020/21 annual report.

Website metrics for www.ipc.nsw.gov.au for 2019/20

2019/20 2018/19 201718
Page views 513,794 495,545 388,424
Website visits 211,569 186,042 165,994
Unique visits 135,963 121,128 108,066
Average visit
duaration 2m 16s 2m 28s 2m 27s
Public enquiries

The IPC receives enquiries from members of the public,
businesses and other organisations about information
access and privacy rights in NSW, how to access
government, personal and health information and review
rights. The IPC aims to support ‘self-service’ more
effectively, complementing the website with personal
assistance where needed.

During the reporting period, the unique environment arising
from COVID-19 saw the IPC continue to provide services
remotely from April 2020. The IPC continued to provide
services to agencies and the public without disruption. In
the reporting period, recorded enquiry numbers increased
by 5.7%, in comparison to the previous year. All of the
increase in enquiries came from enquiries made in writing or
in person, rather than by telephone, where the percentage
increase was negligible.
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Enquiries received by type for 2019/20

2019/20 2018/19 201718
Phone 1927 1924 2806
In writing and in 855 709 609
person*

* Includes in person, emails, letters, faxes and website forms.

Right to Know Week

The IPC celebrated Right to Know Week by hosting NSW
Right to Know Week 2019 from 30 September to 6 October
2019 with key events for public sector agencies and
information access practitioners on Wednesday 2 October

2019. The 2019 campaign theme was ‘Access to Information:

Leaving no one behind in the digital age’. Forty-five agencies
took part in the Champion Program.

Further information about these events can be found on
page 43.

Privacy Awareness Week

The IPC celebrated Privacy Awareness Week by hosting
NSW Privacy Awareness Week 2020 from 4-10 May 2020.
The NSW campaign theme was ‘Prevent, Protect, Protect’.
The campaign engaged both public sector agencies

and citizens and assists to improve understanding and
awareness of NSW privacy legislation and raise awareness
of NSW privacy rights and agency obligations. The IPC
secured 53 Champion agencies to support the Privacy
Awareness Week campaign.

Some highlights for this year’s campaign included:

e Public Sector Forum livestream event

e DCS Secretary Emma Hogan’s video message to all
DCS staff

e the Department of Communities and Justice launch of
privacy training for managers and staff in light of Privacy
Awareness Week

e positive Champion feedback regarding the
comprehensive Champions Communications Pack
with digital posters, banners, social media images and
PowerPoint presentations for virtual events, as well as
messaging for senior leaders, intranets, blog posts,
news stories and social media posts for agencies to
promote the campaign

e the compilation of a large repository of resources for
citizens on the Privacy Awareness Week NSW 2020
webpage, including a range of information about the
misuse of identity and how to protect one’s privacy.
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Further information about the event can be found on page 43.

Information Awareness Month and Open
Government Week

The IPC celebrated Information Awareness Month (IAM)
from 1-31 May 2020 and Open Government Week from
3-10 May 2020. The Information Commissioner and Open
Data Advocate spoke at the launch webinar of Information
Awareness Month on Friday 1 May 2020. The discussion
theme was ‘Informed about your Changing Environment’.
The Panel included the NSW Information Commissioner,
Mr David Fricker, Director-General, National Archives of
Australia, Ms Kathryn Dan, Committee Member, Blue Shield
Australia and Dr Timothy Graham, Senior Lecturer (Digital
Media), QUT. The webinar was attended by approximately
300 remote attendees.

Additionally, both the Law Society Journal (on 1 May 2020)
and The Mandarin (on 7 May 2020) published an article
written by the Information Commissioner to raise awareness
of the importance of preserving and promoting the right to
information in the context of automated decision-making
and outsourcing arrangements. The article recognises

that the increasing adoption of technology demands the
preservation, assurance and assertion of information access
rights and to achieve these outcomes, government licensing
and contractual arrangements should ensure accessibility
and ‘explainability’ in the provision of government services
and decision-making.

Open Government Partnership National Action Plan

The Open Government Partnership (OGP) is a multilateral
initiative that aims to secure concrete commitments

from governments to promote transparency, empower
citizens, fight corruption, and harness new technologies to
strengthen governance.

As a part of the OGP, the Information Commissioner
and NSW Open Data Advocate worked alongside
other representatives of governments and civil society
organisations to develop the next Open Government
Partnership National Action Plan (2020-2022).

The Third National Action Plan 2020-2022 is currently
in development and involvement of the Information
Commissioner will be reported in the next annual report.
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Community Attitudes Survey
Community Attitudes Survey 2019

In November 2019, Information Commissioners throughout
Australia and led by NSW, undertook a cross-jurisdictional
study of community attitudes to access to government
information, as part of Australia’s Open Government National
Action Plan 2018-2020. Through the study it was found
that in NSW, 89% of citizens believed the right to access
information as important, 77% of citizens were aware of

the right to access information and 77% had success in
accessing information.

Importantly, in NSW 60% of citizens advised that agencies
had been helpful in assisting them to access information.
This insight confirmed that the majority of agencies are
fulfilling their responsibility to provide advice and assistance
to citizens attempting to gain access to information.

The results of this study were released by the NSW
Information Commissioner as part of the Right to Know
Week NSW 2019 campaign.

Community Attitudes Survey 2020

In March 2020, the IPC commissioned a survey of NSW
community attitudes towards information access and
privacy. This is a biannual survey and in 2020 additional
questions were included on data sharing and on agency
assistance. Citizens were surveyed in March and April 2020.
The results provide a broad and indicative sense of citizen
awareness about their information access and privacy rights
in NSW as well as attitudes to data sharing by government.

The IPC will report on the information access, data sharing
and agency assistance results in the 2020/21 annual report.

Privacy

The NSW Privacy Commissioner published the results

of the NSW Community Attitudes Study towards privacy

in May 2020 as a part of Privacy Awareness Week. The
results provide a sense of the public’s view of how privacy
is regarded in areas such as data breaches by NSW
government agencies, citizens’ awareness of their right to
access their personal information, where to go to report the
misuse of personal information or how to make a privacy
complaint.

The results indicated that 95% of respondents felt that
NSW government agencies protecting their information
was important.

Similar to previous years, over one in three respondents
were aware of their right to access personal information from
at least one of the NSW agencies that were listed, with many
saying that they would contact the agency directly for help.

Awareness was shown to vary by age and many stated they
were not sure where to go to gain access to their personal
information held by NSW agencies.

The vast majority of respondents considered that NSW
government agencies protecting their information was
important and most were concerned about breaches or
misuse of data currently held by NSW government agencies.

Key findings of the study on privacy included:

e 95% of respondents agreed that it is important that
NSW government agencies protect their personal/health
information

e 63% of respondents were aware of their right to lodge
a complaint or seek a review with an agency if they feel
their privacy has been breached

e knowledge of privacy rights among younger people was
lower, with only 37% of under 25 year olds aware of their
right to lodge a complaint or seek a review with state
government departments

e regarding breaches or misuse, respondents were
most concerned about deliberate hacking of NSW
government systems, and least concerned about
accidental release of personal information

® nearly a quarter of respondents were unsure how to
access their personal information under privacy laws, or
how to report misuse

e 86% of respondents who had lodged a privacy
complaint in the past year were happy with the outcome

e awareness of the role of the Privacy Commissioner
varied across age groups, with those over 55 having the
greatest awareness and those under 25 the least.

The full results of the privacy component of the study can
be found on the privacy section of the IPC website under
‘Research on Privacy’.
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Community events

The IPC supported and celebrated 24 community events
including:

2019

e National Aborigines and Islanders Day Observance
Committee (NAIDOC) Week, 7-14 July
e |ocal Government Week, 29 July - 4 August
International Day of the World’s Indigenous Peoples,
9 August
Indigenous Literacy Day, 5 September
R U OK Day, 12 September
International Day of Democracy, 15 September
International Day for Universal Access to Information
(United Nations), 28 September
Right to Know Week NSW, 30 September - 6 October
e United Nations Day, 24 October
e International Day of Persons with Disabilities,
3 December
e Human Rights Day, 10 December

2020

Data Privacy Day, 28 January

Safer Internet Day, 11 February

Zero Discrimination Day, 1 March
Multicultural March, 1-31 March

Open Data Day, 7 March

International Women’s Day, 8 March
Harmony Day, 21 March

Information Awareness Month, 1-31 May
Open Government Week, 3-10 May

Privacy Awareness Week, 4-10 May
National Law Week, 18-24 May

Global Accessibility Awareness Day, 21 May
National Reconciliation Week, 27 May - 3 June

Resources

Since July 2019, the IPC has produced 28 new publications
in addition to 75 updated publications to promote
community and agency understanding of privacy and
information access rights in NSW. New resources and
publications have included:

e 11 information access resources, including guidance,
fact sheets and tools

7 privacy resources, including fact sheets and tools
2 statutory reports and 4 regulatory reports

4 corporate resources, including policies

4 newsletters.
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See the full list at Appendix 1. All resources are published in
accessible formats and are available for download on
the IPC website.

Publications review

In July 2019, the IPC commenced a major review of all
publications and resources available on its website, including
those for NSW citizens and public sector agencies. From

1 July 2019 to 30 June 2020, 75 publications were updated
by the IPC. The publications review is ongoing to ensure that
the information provided on the IPC website is accurate, up
to date and in line with legislative changes.

Publications are prioritised for review based on several
factors. These include, but are not limited to, changes

to legislation, alignment with the IPC Strategic Plan and
Regulatory Plan or other policies/procedures that have been
developed or amended. Other considerations include the
date that the publication was last reviewed and identification
of regulatory risk.

Each year, the IPC reviews and updates, where appropriate,
all publications identified as having a top priority for review.

Information access resources

In September 2019, the Information Commissioner

issued the revised Information Access Guideline 1 - For
Local Councils on the disclosure of information (returns
disclosing the interest of councillors and designated
persons) in response to changes to the Local Government
Act 1993 (NSW) and the subsequent revision of the Model
Code of Conduct for Local Councils in NSW (2018), after
consultation with the local government sector. The Guideline
assists councils in meeting their obligations under the
mandatory proactive release provisions of the GIPA Act.

In June 2019, the Information Commissioner also released
Information Access Guideline 8: Care Leavers’ access to
their Out-of-Home Care Records which highlights the public
interest considerations in favour of government agencies
releasing information to those who have experienced out

of home care arrangements. In 2020, the Information
Commissioner released a follow-up checklist for citizens to
complement Guideline 8, which was directed at removing
barriers to access information and promoted successful
outcomes in accessing care leaver information.

As part of its strategic initiatives, the IPC has undertaken
identified proactive audits to elevate and influence
compliance with GIPA legislation. In 2020, the IPC released
the Greyhound Welfare and Integrity Commission NSW GIPA
Compliance Report, the NSW Treasury GIPA Compliance
Report and the Sydney Cricket and Sports Ground Trust
Follow-up GIPA Compliance Report.
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On 29 August 2019, the IPC released guidance on
safeguards to address the misuse of the GIPA Act, which
was developed in response to a regulatory engagement
with an applicant. The IPC also released an IPC brochure for
citizens on information access frequently asked questions
and a checklist including tips for framing a citizen’s access
application as part of Right to Know Week NSW 2019.

A list of new information access agency and citizen
resources is located at Appendix 1.

Privacy resources

As part of its proactive audit program, the IPC released a
Revenue NSW PPIP Act Compliance Report in early 2020.
From this audit, the IPC developed guidance on mandatory
notification of unlawful disclosure of personal information by
Revenue NSW under the Fines Act 1996 as a resource for
citizens.

As part of the IPC’s strategic priorities to support regulatory
compliance, the Privacy Commissioner released a number
of resources for agencies relating to best privacy practice
when initiating new projects. These included guidance on
privacy by design, the role of the Privacy Commissioner
when consulting the IPC on initiatives and projects and the
updated Privacy Impact Assessment Guide. The resources
highlight the privacy elements that agencies need to
consider when initiating digital projects, including those
using innovative technology such as artificial intelligence.

For Privacy Awareness Week NSW 2020, the IPC’s guidance
on reasonably ascertainable identity was updated and
republished. In addition, guidance on de-identification of
personal information was released.

A list of new privacy resources for agencies and citizens is
located at Appendix 1.

Information access and privacy resources

The IPC published two resources which traversed both

the information access and privacy jurisdictions. The first
was guidance on SOCs and your right to government and
personal information, which explains how SOCs interact
with information access and privacy legislation and citizens
rights to government and personal information. The second
was guidance on the Information Commissioner’s right of
appearance in NCAT and privacy counterpart, the Privacy
Commissioner’s right of appearance in NCAT.

e-Learning

In the reporting period, the e-learning portal had 287
new registrations to access the available e-learning
modules compared with 393 new registrations in the
previous financial year. There were five modules available
at 30 June 2020.

The new registrations came from Government agencies
(104), councils (97), the general public (25), universities
(15), the private sector (25), NGO sector (18) and Ministerial
Sector (3).

Submissions or reports to Parliament
Information access
Review of the State Records Act

The Information Commissioner is a member of the State
Records Act Review Steering Committee. The review is led
by Create NSW, together with DCS. As a member of the
committee, the Information Commissioner informed the
review with analysis of records and data management as
well as access pathways in respect of information and data.
This work is ongoing.

Privacy

The Privacy Commissioner also made submissions to the
following public consultations:

e Submission to the Department of Communications
and the Arts on the Online Safety Legislative Reform
Discussion Paper

e  Submission to the Department of Home Affairs on
Australia’s 2020 Cyber Security Strategy.

Codes of Practice

During the reporting period, the Privacy Commissioner
engaged with a number of agencies concerning proposed
codes of practice or public interest directions. Some of
these agencies determined that the relevant projects could
be implemented in compliance with the IPPs or HPPs and
that a code or direction would not be required. The Privacy
Commissioner continues to engage with agencies on these
matters as required.

One Code of Practice was updated during the reporting
period: Privacy Code of Practice for Local Government.
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Pillar 4: Operational Excellence

What are we doing to support an effective, efficient one-IPC?

Objective

Deliver respected, quality and
comprehensive services with
professionalism, supported by expert
operational capability and sound good
governance.

The IPC met the objectives of this
pillar by:

¢ implementing MOG changes & providing
training, support & resource, new or
changed functionality (2019-20 priority)

¢ reviewing staff capabilities relating
to digital literacy and identifying
development opportunities for ongoing
learning

¢ transitioning to paperless case
management

* reviewing and updating the procedures
manual for Intake and Enquiries staff

¢ developing a law and policy update
program to be delivered by Legal Counsel
and Regulatory Advice team at IPC staff
meetings and deliver workshops about
key issues or projects, as required

¢ reviewing options and providing
recommendations to keep staff informed
of IPC news (e.g. IPC intranet page)

¢ implementing improved record keeping
through development of naming
conventions to be applied across file
documents in Resolve.

Our planning framework
IPC Strategic Plan 2020-2022

In December 2019, the IPC finalised its 2020-2022 Strategic
and Regulatory Plans. The Strategic Plan is structured
around four pillars of:

e Service Delivery & Excellence
e Engagement & Influence

e Rights Promotion & Impact

e Operational Excellence.

All of the IPC’s strategic initiatives are aligned to one of the
four identified pillars.

The IPC Strategic Plan 2020-2022 can be found on page 22.

IPC Regulatory Plan 2020-2022

The IPC Regulatory Plan 2020-2022 is guided by a risk-
based and intelligence-informed approach to regulation and
aligned to its regulatory objectives to:

e guide safe and effective information sharing by agencies
and build public awareness and understanding

e protect information access and privacy rights of the

citizens of NSW

report on and foster agency compliance with information

access and privacy obligations.

Collectively these plans have taken account of the rapid
changes in the information management landscape
globally and in NSW. The plans address challenges to the
information access and privacy regime flowing from local
and global trends including digital service delivery.

Highlights include:

an on-going program of proactive audits of agency
compliance with legislation
e new or updated guidance to respond to identified
regulatory risks and failures
identifying priorities for administrative/legislative change
to promote and uphold information access and privacy
rights
e responding to the increased use of digital service
delivery, artificial intelligence and algorithmic-informed
decision-making through provision of advice and
guidance to agencies and citizens.

Further information on the Plan can be found on page 29.
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Planning, creation and staff consultation

In the development of the IPC Strategic Plan 2020-2022,
the IPC adopted an approach to build on the structure
and achievements of the previous plan. The Strategic Plan
reflects four IPC-wide ‘Pillars’ that can be applied in the
context of both the individual team’s work and broader,
collaborative working.

The development of the plan included extensive consultation
with staff throughout October 2019, at both a team level and
organisational level. All teams contributed through individual
planning meetings to identify team-specific objectives,
strategies to support the objective, initiatives to implement
the strategies and KPIs to measure achievement.

IPC team plans and objectives 2020-2022

On 5 November 2019, the whole of the IPC met to
collectively bring together the work undertaken by individual
teams. The meeting assessed and reviewed:

e new initiatives for the plan

e penefits in standardising terminology and approach
across teams

e ‘pundling’ initiatives in broader strategies

e opportunities for cross-IPC work
the importance of being clear on responsibilities and
phasing across the period of the Strategic Plan.

The Strategic Plan was then developed, finalised and
circulated to staff and published on the IPC website on
15 January 2020.

IPC team objectives by Pillar for the IPC Strategic Plan 2020-2022

Pillar 1: Service Delivery &
Excellence

What are we doing to

improve services to the
community?

Legal Counsel
and Regulatory
Advice

Building agency capacity
to promote and support
regulatory compliance

Investigation
and Review

Deliver timely, quality
and efficient services to
agencies and the public

Systems and Providing on-time and

Corporate Services efficient corporate
services to support all
regulatory initiatives

Ensure all IPC
communications and
resources are effective,
support the IPC’s
regulatory objectives and
are easily accessible

Communications
and Corporate
Affairs
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Pillar 2: Engagement
& Influence

What are we doing to
directly influence regulated
agencies and engage with

the public?

Influencing agencies to
understand and comply with
regulatory environment

Influence agencies to
understand and promote
access to government
information and good privacy
practice

Support the Executive

and other parts of the IPC
to improve relationships
and reputation of the

IPC with the cluster and
regulated agencies through
professional administrative
support

Support Executive to
improve relationships and
reputation of the IPC with
regulated agencies through
strategic engagement advice

Pillar 3: Rights Promotion

& Impact
What are we doing to

anticipate and address

emerging regulatory
issues?

Contributing to
emerging regulatory
priorities through
provision of high quality,
accurate and timely
information and advice

Promote awareness
of how emerging
contemporary issues
impact on regulatory
compliance

Provide operational
support to increase
community awareness
of and agency
compliance with

GIPA, PPIP and HRIP
legislation

Increase community
awareness of GIPA,
PPIP and HRIP rights
and emerging issues

Pillar 4: Operational
Excellence

What are we doing to
support an effective,
efficient one-IPC?

Supporting good
governance and
compliance at the IPC

Build operational
capacity and good
governance at the IPC

Provide professional,
prompt and effective
strategic advice and
operational services

to ensure all IPC staff
are well-informed and
supported by corporate
functions and services

Provide ongoing
communications
support across all
teams to ensure
consistent, professional
communications, both
internally and externally
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GSE Act 2013

The GSE Act recognises the IPC in Schedule 1, as a
separate agency with the Information Commissioner
appointed as the Agency Head. Under the GSE Act, staff
members are appointed to the IPC and are responsible
to the Agency Head to assist with the discharge of the
statutory responsibilities of the Information Commissioner
and the Privacy Commissioner.

The GSE Act confers additional statutory responsibilities to
the Information Commissioner as Agency Head, including
the power of delegation and the requirement to be fiscally
responsible, effective and efficient.

Organisational structure as of 30 June 2020

infermation

In 2019/20, the IPC met its compliance requirements with
the GSE Act by:

developing and implementing staff PDPs

developing a staff training schedule

continuing to support staff training and development

in both legislative/technical areas and broader
development. The IPC invested over 1,619 hours of
training for staff (excluding the Commissioners who are
statutory appointees)

supporting capability development through secondment
arrangements

reinforcing commitment to ethical conduct, public sector
and IPC values, including through a code of conduct
supporting formal and informal mentoring arrangements.

and privacy

COATHTEZSON

woh el

NSW Privacy Commissioner
As at 30 June 2020

NSW Information Commissioner

Chief Executive Officer

Director, Business

Improvement
SE Band 1
L A\
Manager, Manager, ) )
Communication & Systems & Executive Assistant &

Office Administrator

Corporate Affairs Grade 7/8

Grade 11/12

Corporate Services
Grade 11/12

Communication & Business Services,

Promotion Officer Systems &
Grade 7/8 Improvement Officer
x2 Grade 7/8

Data Projects & Systems
Support Officer
Grade 5/6

Director, Investigation &
Reporting 2
SE Band 1

Director, Legal Counsel &
Regulatory Advice
SE Band 1

Manager,
Investigation & Review
Grade 11/12

P

Proactive Regulatory
Regulatory Review Initiatives
Senior Project Officer Seniorog_egulatory Senior Regulatory
Grade 9/10 . Grade 910 — Officer
x2 e Grade 9/10
x4
Legal Officer Regulatory Officer N
LO3 Grade 7/8 Reggizg;/)gf loer
X2 x4
Regulator_y Support Regulatory Support
— Officer ~— Officer
Grade 5/6 Grade 5/6
X2
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Our people

Senior executive

During the reporting period, the IPC had five senior executive

positions — four of which were held by women. Two of these
senior executives were statutory officers. The details of the
levels of the IPC executive positions and the corresponding
remuneration is shown below. Although the Commissioners
are not subject to the GSE Act, they are included to
complete the table.

Senior executives and salaries by band for 2019/20

Female Male Range $ Average Range
$
Band 4 0 0 487,051 to 0
562,650
Band 3 1 0 345,551 to 353,600
487,050
Band 2 1 0 274,701 to 341,230
345,550
Band 1 2 1 192,600 to 202,230
274,700
Total 4 1 - -

The percentage of total employee-related expenditure in
the reporting year that relates to senior executives is 33%,
compared with the percentage at the end of the previous
reporting year of 30%.

Workplace diversity

The IPC has processes in place to recruit people from
the Equal Employment Opportunity target groups where
possible, and the distribution of diversity groups is below.

Equal Employment Opportunity (EEO) and staff numbers'?

Employee by 2019/20  2018/19 201718  2016/17
category

Statutory 2 2 2 2
Administration 26 22 20 26
Professional 5 2 1 1
Total 33 26 23 29

Note 1: Employee by category includes all permanent and temporary
staff and excludes casual employees. Definitions of the categories are:
Administration (clerical and other officers), Professionals (SES officers,
librarians, DPOs, Legal Officer).

Note 2: These figures refer to head count not positions in the
organisational chart.
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Workforce Diversity Group

2020 2019 2018 2017

Benchmark

Women 50% 75% 62% 65.2% 68%

Aboriginal
and/or
Torres Strait
Islander

People 3.3% 0% 0% 0% 0%

People
whose First
Language
Spoken as a
Child was not
English 23.2% 0% 12%

174% 23.2%

People with
Disability 5.6% 0% 0% 0% 4%
People with

Disability

Requiring

Work-Related

Adjustment N/A 0% 0% 0% 0%

" This figure is self reported.

IPC pulse survey

In June 2020, the IPC undertook a pulse survey to measure
staff engagement during the COVID-19 pandemic. The
purpose of the survey was to understand individual staff
experiences and identify opportunities for how the IPC could
support staff during the pandemic.

The survey contained questions about respondents’ rate of
agreement across multiple areas including staff experience
during the pandemic of receiving IPC communications,
support by IPC including assistance with working from
home, productivity and teamwork.

The results of the survey were positive with 100% of staff
agreeing that they were confident that the IPC could support
its clients throughout COVID-19, 82% of staff agreed

that communication about COVID-19 was sufficient once
working from home and 100% of staff also indicated that
they felt productive working from home with 95% agreeing
that their team was also productive.
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There were some areas for improvement identified in the
survey such as improving the specificity of information
communicated to staff, additional hardware support required
and software stability issues. The actions by the IPC in
response to the results included setting up follow up team
discussions about staff preferences, technical issues and what
resources to further improve their current working situation.

The IPC will report on the outcomes in the next annual
report.

Staff engagement survey

Each year, the IPC participates in the Public Service
Commission’s People Matter Employee Survey. Due to the
circumstances surrounding COVID-19, instead of occurring
in June, the 2020 survey will be conducted from 19 October
to 13 November 2020. Results from this survey will be
reported on in the next annual report.

Work health and safety (WHS)

The IPC is committed to providing a safe, equitable

and productive working environment that supports

the requirements of the Work Health and Safety Act

2011, as well as providing a supportive environment for
employees injured at work, ensuring effective treatment and
management of the return to work process.

During the reporting year, the IPC undertook the following
actions to strengthen its WHS arrangements:

e participating in weekly/fortnightly DCS Pandemic
Response Team (COVID-19) meetings

e participating in quarterly IPC Health and Safety
Committee meetings

e developing and implementing a WHS Framework and
Action Plan for 2020-2022

e updating, or developing, the following new IPC policies
and procedures:
— IPC Employee Welfare Policy
— IPC Incident reporting procedure

e in consultation with staff, establishing a comprehensive
framework of WHS policies and procedures drawing on
existing DCS arrangements where appropriate

e carrying out regular workplace inspections

e conducting a Pulse Survey in response to the COVID-19
pandemic to ensure staff have appropriate support in
their working from home arrangements.

No workers’ compensation claims were reported in 2019/20.

The IPC will continue to actively monitor WHS and staff
wellbeing.

Governance
Legislative Compliance Register

The Legislative Compliance Register is a standing item on
the agenda for the Audit and Risk Committee meetings. The
Register clearly identifies responsible members of the IPC
Executive and Management for key risks and to include an
annual attestation by responsible officers. It also outlines
how the IPC addresses its obligations to ensure legislative
compliance is achieved and maintained.

A comprehensive review of the IPC’s Legislative Compliance
Register was undertaken in this reporting period. The review
had regard to:

e the implementation of the Government Sector Finance
Act 2018 (GSF Act), provisions of which commenced 1
December 2018 and 1 July 2019

e the recent MOG changes following the 2019 NSW
General Election, with the IPC moving to the Customer
Service cluster and new ministerial arrangements

e arecommendation from the 2019 internal audit of WHS
management to establish a register of relevant legislation

e the IPC’s organisational changes in 2018/19 arising from
amendments to the GIPA Act

e additional IPC policies and procedures implemented to
address corporate obligations.

Data Breach Policy

The IPC Data Breach Policy provides guidance when
responding to a breach of IPC data. The policy sets out
the procedures for managing a data breach, including
considerations for notification and prevention of future
breaches. The policy was updated in June 2020 and is
available on the IPC website.

Insurances

The IPC’s major insurance risks are the security of its staff,
property and other assets, and the risk of work-related
injuries, which may result in workers’ compensation
insurance claims. The IPC has its workers’ compensation
insurance and insurance cover for property, liability and
miscellaneous insurance with Treasury Managed Fund

(TMPF).

There were no incidents that required a claim against the
IPC’s general insurance coverage during the year. There
were no claims lodged for workers’ compensation.
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Consultants

The IPC commissioned three consultants during 2019/20
reporting period, at a total cost of $33,340 for the provision
of legislative and management consulting services.

Litigation

The IPC responded to an application for review to NCAT
made under the PPIP Act. The application followed an internal
review application to the IPC about the accuracy of the
personal information held by the IPC. The applicant exercised
their right to the NCAT for further review following the IPC’s

consideration of the matters raised. The complaint had been
dealt with as a complaint under Part 5 of the PPIP Act.

The IPC engaged the Crown Solicitor’s Office to represent
the IPC in the proceedings before the NCAT. The NCAT
determined the matter shortly after the reporting period and
decided that no action be taken in relation to the conduct of
the IPC.

There were no other current or pending litigation or
regulatory proceedings to which the IPC was a party in the
2019/20 reporting period.

International travel

International travel for the Information Commissioner
consisted of one trip to Cambridge, Massachusetts, United
States of America for the purpose of attending the Digital
Government residential course offered by Harvard University
from 10 November 2019 to 15 November 2019. The
Information Commissioner paid her travel costs in full.

There was no international travel undertaken by the Privacy
Commissioner during the reporting period.

COVID-19 and IPC’s corporate response

On 26 March 2020, the IPC closed its office to in-person
enquiries due to the global outbreak of COVID-19. Following
the issuance of the NSW Public Health Order on 30 March,
the IPC moved to implement remote working arrangements
for all staff.

As at 30 June, the IPC continues to follow the NSW Public
Health Orders and is working closely with DCS and its
Pandemic Response Team to stay abreast of any new
recommendations and updates relevant to the IPC, its staff
and its stakeholders.

Regular updates on COVID-19 are published on a dedicated
IPC webpage which provides the latest information
regarding the operation and service delivery of the IPC and
relevant impacts under NSW information access and privacy
legislation.
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As part of this update, the NSW Information Commissioner
and Open Data Advocate issued a public statement on
Information Access, Data Sharing and the COVID-19
Pandemic for NSW public sector agencies and information
for NSW citizens on Agency Processing of GIPA
Applications.

Similarly, the NSW Privacy Commissioner issued information
regarding COVID-19 and NSW Privacy Legislation for
agencies and citizens.

As the COVID-19 situation continues to evolve, the IPC

is committed to supporting the health and wellbeing of

its employees, its stakeholders and the wider community.
The IPC also continues to be committed to making
informed, balanced and respectful decisions based on the
expert medical advice of the Australian Federal and State
authorities in regard to operating its business during the
COVID-19 crisis.

The IPC is providing service as normal, with the exception
of taking in-person enquiries, stakeholders are encouraged
to contact the IPC via email or telephone. All employees
moved to remote working arrangements on 30 March
2020. Effective physical distancing, remote working and
good hygiene practices remain the IPC’s best strategies for
preventing community transmission of COVID-19.

The IPC is determined to manage all WHS risks, including
mental health, for all employees. It implemented additional
WHS measures to keep all employees safe and help stop
the spread of COVID-19. It also undertook consultations
with employees on a regular basis to ensure successful
management of any COVID-19 related risks.

At the start of the pandemic, the IPC updated and
implemented its business continuity plans which included
assessments for each business units’ requirements with
regard to COVID-19.

The IPC was kept well-informed of any specific actions
undertaken by the building management in the common
areas of the building and also with respect to the future
planning around COVID-19 to ensure alignment of measures
with the IPC and DCS.

All corporate communications and actions for IPC staff
continue to be in line with the DCS ongoing COVID-19
advice.
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IPC Diversity and Inclusion Action Plan

In 2017, the IPC developed a four-year strategic roadmap to
improve the way it communicates with and delivers services
to the diverse communities of NSW. It also identifies the way
the IPC can create an inclusive workplace. The organisation
is committed to achieving these strategic goals to ensure the
IPC remains an innovative and respected regulator, and an
employer of choice within the NSW public sector.

The IPC Diversity and Inclusion Action Plan 2017-2020
adopts a consolidated approach to cover disability,
multicultural services and Aboriginal engagement. The

Plan meets its legislative requirements under the Anti-
Discrimination Act 1977 (NSW), the Disability Discrimination
Act 1992 (Cth), the Disability Services Act 1993 (NSW),

the Carers (Recognition) Act 2010 (NSW), the GSE Act,
Government Employment (General) Rules 2014, and Annual
Reports (Departments) Regulation 2015.

Details of the Plan, and a summary of our achievements
against the Plan, can be found at Appendix 2.

The Plan is due for review in 2021.

Information security management

The IPC has adopted the Information Security Policy of
DCS as the major ICT provider of ICT services to the IPC.
The policy is owned and managed by the DCS’s Chief
Information Officer and approved by the Secretary and
details the organisational responsibilities for information
security.

Please see page 60 for the Cyber Security Policy Attestation
Statement for 2019/20.
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60

Cyber Security Policy Attestation Statement

and privacy
coOmMmissIon

Cyber Security Annual Attestation Statement for the 2019-2020
Financial Year for the Department of Customer Service (DCS),
Information and Privacy Commission NSW (IPC)

I, Elizabeth Tydd, Information and Privacy Commission NSW Chief Executive Officer, am
of the opinion that IPC has managed the cyber security risks in a manner consistent with
the Mandatory Requirements set out in the NSW Government Cyber Security Policy.

Risks to the information and systems of IPC have been assessed and appropriately
managed.

Governance is in place to manage the cyber security risks of IPC’s information and
systems.

IPC adopts the DCS ICT Security incident management response plan in place to
effectively managed any incidents related to ICT and cyber security incidents.

IPC consumes managed services from DCS corporate services, GovConnect and its
maturity is in line with the DCS cluster.

IPC is working with its service provider DCS GovConnect and is aware enhancements are
in progress to appropriately manage the cyber security maturity and initiatives of the
GovConnect platform to meet the requirements of this policy and further strengthen to
cyber security platform.

Yours sincerely

Elizaleth Tyd

CEO, Informéation and Privacy Commission NSW
Information Commissioner

NSW Open Data Advocate

Date: 2 September 2020

Level 17, 201 Eizabeth St, Sydney NSW 2000 « GPO Box 7011, Sydney NSW 2001
T 1800 IPC NSW (1800 472 679) + E ponfo@iponsw.govay « Wwwwipc.nsw.govay
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Internal Audit and Risk Management Attestation Statement

inforration
and privacy
commission

e south w

Internal Audit and Risk Management Attestation Statement for the 2019/20 Financial
Year for the Information and Privacy Commission

I, Elizabeth Tydd, am of the opinion that the Information and Privacy Commission has internal audit and risk
management processes in operation that are compliant with the eight (8) core requirements set out in the
Internal Audit and Risk Management Policy for the NSW Public Sector, specifically:

Core Requirements Status
Risk Management Framework Compliant

1.1 The agency head is ultimately responsible and accountable for risk management in
the agency

1.2 Arisk management framework that is appropriate to the agency has been
established and maintained and the framework is consistent with AS/NZS ISO
31000
Internal Audit Function Compliant

2.1 An internal audit function has been established and maintained

22 The operation of the internal audit function is consistent with the International
Standards for the Professional Practice of Internal Auditing

23  The agency has an Internal Audit Charter that is consistent with the content of
the 'model charter'

Audit and Risk Committee Compliant

3.1 Anindependent Audit and Risk Committee with appropriate expertise has
been established

3.2 The Audit and Risk Committee is an advisory committee providing assistance to
the agency head on the agency's governance processes, risk management and
control frameworks, and its external accountability obligations

3.3 The Audit and Risk Committee has a Charter that is consistent with the content of
the 'model charter'

. Independent Chair, Mr Paul Crombie
Initial term — 17/09/2014 to 17/09/2017. Term extended to 17/09/2020
Terms as Chair — 16/06/2019 to 16/06/2022

. Independent Member 1, Ms Marcia Doheny
Initial term — 28/06/2019 to 28/06/2022
. Independent Member 2, Mr Malcolm Clinch

Initial term - 05/07/2015 to 05/07/2018 - Extended to 5/07/2021

These processes demonstrate that the Information and Privacy Commission has established and
maintained frameworks, including systems, processes and procedures for appropriately managing
audit and risk within the agency.

Hyoliinl sy

Elizabeth Tydd
IPC CEO, Information Commissioner
NSW Open Data Advocate

Date: 18.09.2020

Level 17, 201 Elizabeth Street, Sydney NSW 2000 | GPO Box 7011, Sydney NSW 2001
t 1800 ipc nsw (1800 472 679) | e ipcinfo@ipc.nsw.gov.au

Wwww.IpC.nsw.gov.au
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Risk management
Audit and Risk Committee (ARC) report on activity

1. Meetings held and attendance by members:

There were five meetings of the ARC held during the
2019/20 reporting year.

Meeting Malcolm  Paul Marcia
No. of meetings date Clinch Crombie Doheny
1 24/9/19 v v v
2 11/10/19 v v v
3 26/11/19 v v v
4 27/03/20 v v v
5 25/06/20 v v
Total 5 5 5 5

During the reporting year, in-camera sessions were
conducted with internal and external audit service providers.
Additionally, the Chair met with the CEO throughout the year
as required. Meetings of the Committee continued remotely
in response to the challenges around COVID-19.

2. Key outcomes

Two internal audits were conducted by O’Connor

Marsden and Associates and reported to the Audit and
Risk Committee to provide assurance that key internal
controls operating with respect to the three functions are
appropriately designed and have operated effectively. The
Internal Audits reported that no matters of significance were
identified in relation to the following functions:

e Service Delivery
e |PC Staff Retention and Performance.

The IPC continues to progress the recommendations in
these audits:

e |n accordance with core requirements of TPP 15-03
Internal Audit and Risk Management Policy for the NSW
Public Sector, developed and maintains an Internal Audit
Manual and Charter. The Internal Audit Manual and
Charter were reviewed and updated during the reporting
period.

e Provision of advice to the CEO/Information
Commissioner on identification and management of
financial, operational and other risks.
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3. Key outputs

e Developed a targeted presentation on the Cyber
Security Platform.

e Endorsed the 2019/20 internal audit plan.

e Reviewed the 2019/20 Risk Register at each meeting
and monitored risk treatment/mitigation actions.

e Endorsed the updated whole of IPC Enterprise Risk
Framework Review following business/strategic
planning.

e Reviewed the delivery of IPC Strategic Plan and priority
projects reporting.

e Monitored the IPC transition to DCS following the MOG
changes in 2019.

e Monitored updates on IPC Accommodation Relocation.

e Reviewed the IPC WHS Risk Register and monitored
risk treatment/mitigation actions.

e Reviewed all audit reports and monitored the
implementation of recommendations.

e Reviewed and endorsed the 2018/19 financial
statements for signature by the CEO and reviewed the
2019/20 early close financial statements.

e Proactive released the ARC minutes.

e Reviewed and discussed the performance management
framework (dashboard) at each meeting.

e Reviewed and discussed the External Audit and Client
Services Plan.

e Reviewed and endorsed the IPC Internal Audit Manual
and Charter.

e Reviewed the IPC Internal Fraud Control Policy.

e Reviewed and endorsed the IPC Audit and Risk
Committee Charter 2019/20.

4. ARC acquittal of Treasury requirements

The ARC discussed and confirmed the following Treasury
requirements are understood and in effect for the IPC:

e systems of internal controls are effective

e inaccuracies are promptly identified and addressed
progressively through the year

e within year financial reporting is used to identify and
address issues that have full year impact

e appropriate action has been taken to address audit
recommendations.
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5. Priorities for next year

e Review and monitor implementation of
recommendations following internal audit.

e Monitor the impact of COVID-19 to IPC operations.

e Review of the Audit Plan for 2020/21.

e Monitor the budget situation and impact of efficiency
reforms.

e Review and revise the IPC Risk Plan for 2020/21.

e Continue to advise the IPC on identifying its risk appetite
and risk tolerance.

e Qversight of performance against the Strategic Plan
2020-2022.

e Monitor the review of financial management and financial
reporting arrangements for the IPC.

e Review the IPC Business Continuity Plan with particular
regard for COVID-19.

e Review the Legislative Compliance Register.

e (Conduct an ongoing review of cyber risk to the IPC.

See page 61 for the Internal Audit and Risk Management
Attestation for 2019/20.

GIPA Act compliance

Decisions made on formal access applications

Under section 125 of the GIPA Act, the IPC is required to
report annually on its GIPA obligations. Clause 8 of the GIPA
Regulation lists the information against which agencies must
report. Schedule 2 of the GIPA Regulation provides tables
for the reporting of statistical information about access
applications.

Review of proactive release program

Under section 7(1) of the GIPA Act, the IPC is authorised
to proactively release any government information it holds,
as long as there is no overriding public interest against
disclosure. As part of the IPC’s proactive release program,
the IPC reviews its information as it is produced to see
whether it is in the public interest to make the information
available, or whether there is an overriding public interest
against disclosure.

Information that can be released is made available as
soon as practicable on the IPC website and in other forms
as appropriate. The IPC’s disclosure log was updated
consistent with release decisions.

Clause 8(a) of the GIPA Regulation requires details about
the review under section 7(3) of the GIPA Act to be included
in this annual report, along with information that has been
developed and proactively released under this program.

Information made available by the IPC under this program in
this financial year included:

e fact sheets and guidelines
e reports on reviews of decisions the IPC has conducted
e submissions to inquiries and discussion papers
made by the Information Commissioner and Privacy
Commissioner
e infographics prepared for campaigns based on statutory
reports and survey outcomes
e event listings and campaigns championed by the
Information Commissioner, Privacy Commissioner or as
an organisation
regulatory reports
notifications of approvals under legislation
media releases and public statements
compliance audit reports
statistical information on voluntary data breaches
delegations of the Information Commissioner and the
Privacy Commissioner
notifications by agencies to the Privacy Commissioner
release of open data, including via the GIPA Agency
Dashboard.

Decisions made on formal access applications

Of the 40 formal access applications received and dealt with
by the IPC this financial year, it was decided that for four of
the applications the information was not held by the IPC.

There were 24 applications transferred to other agencies
which the IPC reasonably believed held the information. The
IPC received 13 invalid applications for the reporting period.
12 applications did not comply with formal requirements in
accordance with the GIPA Act, while one application was for
excluded information. Where possible, the IPC worked with
applicants to comply with formal requirements to make the
application valid, with 11 of the applications subsequently
becoming valid.

Statistical information about access applications
made

See Appendix 3 for statistical information about access
applications made during the year.

Submission of GIPA report

Section 125(1) of the GIPA Act requires agencies to submit a
copy of their GIPA annual report to the Minister responsible
for the agency. A copy of the IPC’s report will be submitted
to the Attorney General, and the Minister for the Prevention
of Domestic Violence and the Minister for Customer Service,
the Ministers responsible for the GIPA Act.
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Contracts register compliance
The IPC has also:

e maintained a contract register in accordance with
Division 5 of the GIPA Act

e ensured that any relevant contracts were entered
appropriately and accurately

e made this register public on its website at www.ipc.nsw.
gov.au/register-government-contracts

e reviewed the accuracy and completeness of the register
regularly during the year.

PPIP Act compliance

The IPC privacy-specific expertise is applied to facilitate
compliance with the PPIP Act and HRIP Act. The IPC

has a Privacy Management Plan (PMP) as required by
section 33(3) of the PPIP Act and which includes the IPC’s
obligations under the HRIP Act. The IPC’s PMP outlines how
the IPC complies with the principles of the PPIP Act and

the HRIP Act. The PMP was reviewed during the reporting
period to recognise changes in the IPC’s operation and to
be a model of best practice for agencies. It can be found on
the IPC website.

Client Satisfaction Survey

In 2019/20, the IPC continued to gain valuable feedback
from its Client Satisfaction Survey across the complaint and
review case types. Data from the survey shows positive
results, particularly when compared to the previous reporting
period. In 2019/20:

e 76% of respondents agreed IPC officers were polite and
helpful

e 73% agreed information such as fact sheets were easy
to understand

e 77% agreed the outcome of the case was
communicated clearly.

The IPC will continue its efforts to further build upon the
improvements it has achieved over last year’s results in
increasing overall satisfaction with the outcome, keeping
applicants updated and improving timeliness.

Overall, 67% of respondents were satisfied with the service
provided by the IPC, up from 55% in 2018/19. The IPC will
continue to monitor satisfaction and identify drivers and
actions to improve the client/applicant experience with its
regulatory services.
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On 1 June 2018, the Department of Premier and Cabinet’s
Behavioural Insights Unit provided the IPC with a report on
improving customer uptake of the Client Satisfaction Survey.
The report made recommendations for improvements to
the IPC’s communication with applicants and agencies,
the survey instrument and survey administration. The
recommendations drew on behavioural insights literature,
the experience of the NSW Customer Service Commission
(CSC), and example survey instruments provided by the
CSC and the NSW Ombudsman. The vast majority of

the recommendations were implemented. From these
recommendations, the IPC implemented changes and the
updated survey was rolled out on 1 July 2019.

When compared to the previous reporting period, there
were only 6 additional responses in 2019/20 totalling 146.
The difference from the past survey was reflected in the
increase in agreement for each of the questions posed, with
an average increase of 10% per question. This is a very
encouraging response and the IPC will continue to seek
improvements in client satisfaction in the next reporting year.

During the reporting period, the IPC focused on extending
the survey to other parts of its regulatory functions. An
Agency Advice Satisfaction Survey was developed as part of
the IPC Strategic Plan 2020-2022. The IPC will seek to gain
similar feedback as the Client Satisfaction Survey to assist

in improving the IPC’s services to agencies. The survey is
scheduled to be launched in the first quarter of 2020/21.
Results of this survey will be reported in the 2020/21

annual report.


www.ipc.nsw

Pillar 4: Operational Excellence

Client Satisfaction Survey results for 2019/20

% Agree

2019/20* 2018/19

It was easy to find

information such as Fact

Sheets and Guidelines on

the IPC website 71% 67%
Information such as Fact

Sheets and Guidelines | read

were easy to understand 73% 74%

IPC officers had the
knowledge to answer my

questions 69% 54%
| was kept up-to-date with

progress 65% 53%
| received a timely outcome

from the IPC 67% 53%
The outcome was

communicated to me clearly 7% 66%
| was satisfied with the

outcome 58% 46%
The process was fair 67% 50%

IPC officer/s were polite and

helpful 76% 69%
Overall, | was satisfied with

the service provided by the

IPC 67% 55%

* Minor amendments to the survey were undertaken and completed
on 1 July 2019, including additional questions of demographics and
changes to the layout and functionality of the survey.
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Our financial performance
Statement by the Information Commissioner

information
and privacy
commission

STATEMENT BY INFORMATION COMMISSIONER

Pursuant to Section 45F of the Public Finance and Audit Act 1983, | state that:

1. The accompanying financial statements exhibit a true and fair view of the financial position as at 30 June 2020 and
financial performance of the Information and Privacy Commission for the year then ended.

2. The financial statements have been prepared in accordance with applicable Australian Accounting Standards (which
include Australian Accounting Interpretations), the Public Finance and Audit Act 1983 (the Act), the Public Finance
Regulation 2015, and the Treasurer's Directions issued under the Act.

Further | am not aware of any circumstances which would render any particulars included in the financial statements to be
misleading or inaccurate.

Zég’«@%ﬁ

CEO, Information and Privacy Commission NSW
Information Commissioner
NSW Open Data Advocate

6 October 2020

Level 17, 201 Elizabeth Streel, Sydnay MSW 2000 | GPO Box 7011, Sydney NSW 2001
t 1800 ipc nsw (1800 472 679) | 102 8114 3756 | e pcinfoi@ipe. nsw.gov.au

WWWLIDC. NEW.goY. au
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Independent Auditor’s Report

68

INDEPENDENT AUDITOR’S REPORT

Information and Privacy Commission

To Members of the New South Wales Parliament
Opinion

| have audited the accompanying financial statements of the Information and Privacy Commission
(the Commission), which comprise the Statement of Comprehensive Income for the year ended 30
June 2020, the Statement of Financial Position as at 30 June 2020, the Statement of Changes in
Equity and the Statement of Cash Flows, for the year then ended, notes comprising a Summary of
Significant Accounting Policies and other explanatory information.

In my opinion, the financial statements:

give a true and fair view of the financial position of the Commission as at 30 June 2020, and of
its financial performance and its cash flows for the year then ended in accordance with
Australian Accounting Standards

. are in accordance with section 45E of the Public Finance and Audit Act 1983 (PF&A Act) and
the Public Finance and Audit Regulation 2015.

My opinion should be read in conjunction with the rest of this report.

Basis for Opinion

| conducted my audit in accordance with Australian Auditing Standards. My responsibilities under the
standards are described in the ‘Auditor’'s Responsibilities for the Audit of the Financial Statements
section of my report.

| am independent of the Commission in accordance with the requirements of the:

Australian Auditing Standards

Accounting Professional and Ethical Standards Board’s APES 110 ‘Code of Ethics for
Professional Accountants (including Independence Standards)’ (APES 110).

I have fulfilled my other ethical responsibilities in accordance with APES 110.

Parliament promotes independence by ensuring the Auditor-General and the Audit Office of
New South Wales are not compromised in their roles by:

. providing that only Parliament, and not the executive government, can remove an
Auditor-General

. mandating the Auditor-General as auditor of public sector agencies

. precluding the Auditor-General from providing non-audit services.

| believe the audit evidence | have obtained is sufficient and appropriate to provide a basis for my
audit opinion.

Level 19, Darling Park Tower 2, 201 Sussex Street, Sydney NSW 2000
GPO Box 12, Sydney NSW 2001 | t 02 9275 7101 | mail@audit.nsw.gov.au | audit.nsw.gov.au

IPC Annual Report | 2019/20



Our financial performance
Independent Auditor’s Report

Other Information

The Commission’s annual report for the year ended 30 June 2020 includes other information in
addition to the financial statements and my Independent Auditor's Report thereon. The Information
Commissioner of the Commission is responsible for the other information. At the date of this
Independent Auditor’s Report, the other information | have received comprise the Statement by the
Information Commissioner.

My opinion on the financial statements does not cover the other information. Accordingly, | do not
express any form of assurance conclusion on the other information.

In connection with my audit of the financial statements, my responsibility is to read the other
information and, in doing so, consider whether the other information is materially inconsistent with the
financial statements or my knowledge obtained in the audit, or otherwise appears to be materially
misstated.

If, based on the work | have performed, | conclude there is a material misstatement of the other
information, | must report that fact.

| have nothing to report in this regard.

The Information Commissioner’s Responsibilities for the Financial Statements

The Information Commissioner is responsible for the preparation and fair presentation of the financial
statements in accordance with Australian Accounting Standards and the PF&A Act, and for such
internal control as the Information Commissioner determines is necessary to enable the preparation
and fair presentation of the financial statements that are free from material misstatement, whether due
to fraud or error.

In preparing the financial statements, the Information Commissioner is responsible for assessing the
Commission's ability to continue as a going concern, disclosing as applicable, matters related to going
concern and using the going concern basis of accounting.

Auditor’s Responsibilities for the Audit of the Financial Statements

My objectives are to:

. obtain reasonable assurance about whether the financial statements as a whole are free from
material misstatement, whether due to fraud or error
. issue an Independent Auditor’'s Report including my opinion.

Reasonable assurance is a high level of assurance, but does not guarantee an audit conducted in
accordance with Australian Auditing Standards will always detect material misstatements.
Misstatements can arise from fraud or error. Misstatements are considered material if, individually or
in aggregate, they could reasonably be expected to influence the economic decisions users take
based on the financial statements.

A description of my responsibilities for the audit of the financial statements is located at the Auditing
and Assurance Standards Board website at: . The
description forms part of my auditor’s report.
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Our financial performance
Independent Auditor’s Report

The scope of my audit does not include, nor provide assurance:

. that the Commission carried out its activities effectively, efficiently and economically

. about the assumptions used in formulating the budget figures disclosed in the financial
statements

. about the security and controls over the electronic publication of the audited financial
statements on any website where they may be presented

. about any other information which may have been hyperlinked to/from the financial statements.

[ 2a

Weini Liao
Director, Financial Audit Services
Delegate of the Auditor-General for New South Wales

6 October 2020
SYDNEY
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Our financial performance
Financial statements for the year ended 30 June 2020

Statement of comprehensive income
For the year ended 30 June 2020

Actual Budget Actual
2020 2020 2019

$ $ $

Expenses excluding losses

Employee related expenses 2(a) 4,633,892 4,568,000 3,613,799
Operating expenses 2(b) 1,773,405 652,000 2,005,884
Depreciation and amortisation 2(c) 324,045 598,000 263,134
Total expenses excluding losses 6,731,342 5,818,000 5,882,817
Revenue

Grants and contributions 3(a) 5,908,000 5,589,000 5,573,000
Acceptance by the Crown Entity of employee benefits

and other liabilities 3(b) 317,963 177,000 139,332
Other revenue - 14,000 -
Total revenue 6,225,963 5,780,000 5,712,332
Operating result (505,379) (38,000) (170,485)
Loss on disposal 4 - - (18,045)
Net result (505,379) (38,000) (188,530)

Total other comprehensive income - - -

Total comprehensive income/(loss) (505,379) (38,000) (188,530)

The accompanying notes form part of these financial statements.
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Statement of financial position
As at 30 June 2020

Actual Actual
2020 2019

$ $

Assets
Current assets

Cash and cash equivalents 6 930,889 348,000 350,573
Receivables 7 172,085 414,000 424,710
Total current assets 1,102,974 762,000 775,283

Non-current assets

Plant and equipment 8 68,579 1,157,000 87,924
Intangible assets 9 565,706 785,000 782,497
Total non-current assets 634,285 1,942,000 870,421
Total assets 1,737,259 2,704,000 1,645,704
Liabilities

Current Liabilities

Payables 10 510,308 604,000 172,732
Provisions 1 551,958 377,000 304,871
Total current liabilities 1,062,266 981,000 477,603

Non-current liabilities

Provisions 11 17,148 721,000 4,877
Total non-current liabilities 17,148 721,000 4,877
Total liabilities 1,079,414 1,702,000 482,480
Net assets 657,845 1,002,000 1,163,224
Equity

Accumulated funds 657,845 1,002,000 1,163,224
Total equity 657,845 1,002,000 1,163,224

The accompanying notes form part of these financial statements.

72 IPC Annual Report | 2019/20



Our financial performance
Financial statements for the year ended 30 June 2020

Statement of changes in equity
For the year ended 30 June 2020

Accumulated funds
$

Balance at 1 July 2019 1,163,224
Net result for the year (505,379)
Other comprehensive income -

Total comprehensive income for the year (505,379)

Transaction with owners in their capacity as owners -

Balance at 30 June 2020 657,845
Balance at 1 July 2018 1,351,754
Net result for the year (188,530)

Other comprehensive income -

Total comprehensive income for the year (188,530)

Transaction with owners in their capacity as owners -

Balance at 30 June 2019 1,163,224

The accompanying notes form part of these financial statements.
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Our financial performance

Statement of cash flows
For the year ended 30 June 2020

Cash flow from operating activities

Actual
2020

$

Actual
2019
$

Payments

Employee related (4,105,195) (4,391,000) (3,646,855)
Suppliers for goods and services (1,284,508) (834,000) (2,306,445)
Total payments (5,389,703) (5,225,000) (5,953,300)
Receipts

Grants and contributions 5,908,000 5,689,000 5,673,000
Other 149,928 146,000 186,119
Total receipts 6,057,928 5,735,000 5,759,119
Net cash flows from operating activities 12 668,225 510,000 (194,181)
Cash flows from investing activities

Purchases from plant, equipment and intangible assets (87,909) (150,000) (125,324)
Net cash flows from investing activities 8,9 (87,909) (150,000) (125,324)
Cash flows from financing activities - (361,000)

Net cash flows from financing activities - - -
Net (decrease)/increase in cash and cash

equivalents 580,316 (1,000) (319,505)
Opening cash and cash equivalents 350,573 - 670,078
Closing cash and cash equivalents 6 930,889 (1,000) 350,573

The accompanying notes form part of these financial statements.
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Our financial performance

Notes to the financial statements for the year ended 30 June 2020

1. Statement of significant accounting policies

(a) Reporting entity

The Information and Privacy Commission (the Commission)
is a NSW government agency and is controlled by the State
of New South Wales which is the ultimate parent entity.

The Commission is a not-for-profit entity (as profit is not its
principal objective) and it has no cash generating units.

The financial statements for the period ended 30 June
2020 have been authorised for issue by the Information
Commissioner on 6 October 2020.

The Administrative Arrangements (Administrative of Acts

— General) Order 2019 made on 1 May 2019 allocated the
administration of the Government Information (Information
Commissioner) Act 2009, Privacy and Personal Information
Protection Act 1998 and the Government Information
(Public Access) Act 2009 jointly to the Attorney General, and
Minister for the Prevention of Domestic Violence and Minister
for Customer Service. Consistent with these arrangements,
the Commission transferred from the Justice cluster into

the new Customer Service Cluster, effective 1 July 2019.

As the transfer does not involve the transfer of programs or
functions to other NSW public sector agencies, there is no
financial impact on the Commission’s financial statements.

(b) Basis of preparation

The Commission’s financial statements are general purpose
financial statements which have been prepared on an
accruals basis and in accordance with:

e applicable Australian Accounting Standards (which
include Australian Accounting Interpretations);

e the requirements of the Public Finance and Audit Act
1983 (The Act) and Public Finance and Audit Regulation
2015; and

e Treasurer’s Directions issued under the Act.

Plant and equipment are measured at fair value. Other
financial statement items are prepared in accordance with the
historical cost convention except where specified otherwise.

Judgements, key assumptions and estimations that
management have made are disclosed in the relevant notes
to the financial statements.

All amounts are rounded to the nearest dollar and are
expressed in Australian currency, which is the Commission’s
presentation and functional currency.

The Crown Entity has approved the Commissions’ future
budgeted expenditure for the period 2021-2024. The
Commissions’ financial statements for the year ending

30 June 2020 have been prepared on a going concern basis,
which contemplates the continuity of normal operating activity
and the realisation of assets and the settlement of liabilities in
the normal course of operations. The Commission held cash
on hand and at bank as at 30 June 2020 of $930,889 and
will receive grants from the Department of Customer Service
in the 2021 financial year to fund its approved budgeted
operations.

(c) Statement of compliance

The financial statements and notes comply with Australian
Accounting Standards, which include Australian Accounting
Interpretations.

(d) Accounting for Goods and Services Tax

Revenues, expenses and assets are recognised net of the
amount of goods and services tax (GST), except where:

e The amount of GST incurred by the Commission as a
purchaser that is not recoverable from the Australian
Taxation Office (ATO) is recognised as part of the cost of
acquisition of an asset or part of an item of expenses;
and

e Receivables and payables are stated with the amount of
GST included.

Cash flows are included in the statement of cash flows on

a gross basis. However, the GST components of the cash
flows arising from investing and financing activities which are
recoverable from, or payable to, the ATO are classified as
operating cash flows.

(e) Equity

Accumulated Funds

The category ‘Accumulated Funds’ includes all current and
prior year retained funds.

(ff Comparative information

Except when an Australian Accounting Standard permits or
requires otherwise, comparative information is presented in
respect of the previous period for all amounts reported in the
financial statements. Comparative information is reclassified
when necessary to align to the current year reporting format.
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Notes to the financial statements for the year ended 30 June 2020

1. Statement of significant accounting policies (continued)

(g) Changes in accounting policies, including new
or revised Australian Accounting Standards

(i) Effective for the first time in 2019-20

The accounting policies applied in 2019-2020 are consistent
with those of the previous financial year except as a result of
new or revised accounting standards that have been applied
for the first time in 2019-20.

The Commission applied AASB 15 Revenue from Contracts
with Customers, AASB 1058 Income of Not-for-Profit
Entities, and AASB 16 Leases for the first time. The nature
and effect of the changes as a result of adoption of these
new accounting standards are described below.

Several other amendments and interpretations apply for the
first time in FY2019-20, but do not have an impact on the
financial statements of the Commission.

AASB 15 Revenue from Contracts with Customers

AASB 15 supersedes AASB 111 Construction Contracts,
AASB 118 Revenue and related Interpretations and it
applies, with limited exceptions, to all revenue arising from
contracts with customers. AASB 15 establishes a five-step
model to account for revenue arising from contracts with
customers and requires that revenue be recognised at an
amount that reflects the consideration to which an entity
expects to be entitled in exchange for transferring goods or
services to a customer.

AASB 15 requires entities to exercise judgement, taking into
consideration all of the relevant facts and circumstances
when applying each step of the model to contracts with
their customers. The standard also specifies the accounting
for the incremental costs of obtaining a contract and the
costs directly related to fulfiling a contract. In addition, the
standard requires relevant disclosures.

In accordance with the transition provisions in AASB 15, the
Commission has adopted AASB 15 retrospectively with the
cumulative effect of initially applying the standard recognised
at the date of initial application, i.e. 1 July 2019. The
Commission has used the transitional practical expedient
permitted by the standard to reflect the aggregate effect of
all of the modifications that occur before 1 July 2018 when:

e dentifying the satisfied and unsatisfied performance
obligations

e determining the transaction price

e allocating the transaction price to the satisfied and
unsatisfied performance obligations.
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The adoption of AASB15 did not have an impact on the
statement of comprehensive income, statement of financial
position, other comprehensive income and the statement of
cash flows for the financial year.

AASB 1058 Income of Not-for-Profit Entities

AASB 1058 replaces most of the existing requirements

in AASB 1004 Contributions. The scope of AASB 1004

is now limited mainly to contributions by owners (including
parliamentary appropriations that satisfy the definition of
a contribution by owners), administrative arrangements
and liabilities of government departments assumed by
other entities.

AASB 1058 applies to income with a donation component,
i.e. transactions where the consideration to acquire an
asset is significantly less than fair value principally to
enable a not-for-profit entity to further its objectives;

and volunteer services.

AASB 1058 adopts a residual approach, meaning that
entities first apply other applicable Australian Accounting
Standards (e.g. AASB 1004, AASB 15, AASB 16, AASB 9,
AASB 137) to a transaction before recognising income.

Not-for-profit entities need to determine whether a
transaction is/contains a donation (accounted for under
AASB 1058) or a contract with a customer (accounted for
under AASB 15).

AASB 1058 requires recognition of receipt of an asset, after
the recognition of any related amounts in accordance with
other Australian Accounting Standards, as income:

e when the obligations under the transfer is satisfied, for
transfers to enable an entity to acquire or construct a
recognisable non-financial asset that will be controlled by
the entity.

e immediately, for all other income within the scope of
AASB 1058.

In accordance with the transition provisions in AASB 1058,
the Commission has adopted AASB 1058 retrospectively
with the cumulative effect of initially applying the standard

at the date of initial application, i.e. 1 July 2019. The
Commission has adopted the practical expedient in AASB
1058 whereby existing assets acquired for consideration
significantly less than fair value principally to enable the entity
to further its objectives, are not restated to their fair value.

The adoption of AASB 1058 did not have an impact on
statement of comprehensive income, statement of financial
position, other comprehensive income and the statement of
cash flows for the financial year.
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Notes to the financial statements for the year ended 30 June 2020

1. Statement of significant accounting policies (continued)

AASB 16 Leases

AASB 16 supersedes AASB 117 Leases, Interpretation 4
Determining whether an Arrangement contains a Lease,
Interpretation 115 Operating Leases — Incentives and
Interpretation 127 Evaluating the Substance of Transactions
Involving the Legal Form of a Lease. The standard sets out
the principles for the recognition, measurement, presentation
and disclosure of leases and requires lessees to recognise
most leases on the balance sheet.

Lessee accounting

AASB 16 requires the Commission to account for all

leases under a single on-balance sheet model similar to

the accounting for finance leases under AASB 117. As the
lessee, the Commission recognises a lease liability and right-
of-use asset at the inception of the lease. The lease liability is
measured at the present value of the future lease payments,
discounted using the interest rate implicit in the lease, or

the lessee’s incremental borrowing rate if the interest rate
implicit in the lease cannot be readily determined. The
corresponding right-of-use asset is measured at the value
of the lease liability adjusted for lease payments before
inception, lease incentives, initial direct costs and estimates
of costs for dismantling and removing the asset or restoring
the site on which it is located.

The Commission has adopted the partial retrospective
option in AASB 16, where the cumulative effect of initially
applying AASB 16 is recognised on 1 July 2019 and the
comparatives for the year ended 30 June 2019 are not
restated.

The Commission does not have any leases which meet the
criteria of AASB 16 leases for the purposes of 30 June 2020
reporting.

The adoption of AASB 16 did not have an impact on
statement of comprehensive income, statement of financial
position, other comprehensive income and the statement of
cash flows for the financial year.

(ii) Issued but not yet effective

NSW public sector entities are not permitted to early adopt
new Australian Accounting Standards, unless Treasury
determines otherwise. Certain new accounting standards
and interpretations have been published that are not
mandatory for 30 June 2020 reporting periods.

The following new Accounting Standards have not been
applied and are not yet effective:

e AASB 2018-5 Amendments to Australian Accounting
Standards — Deferral of AASB 1059.

e AASB 2018-8 Amendments to Australian Accounting
Standards — Right-of Use Assets of Not-for-Profit
Entities.

The standards above did not have an impact on statement
of comprehensive income, statement of financial position,
other comprehensive income and the statement of cash
flows for the financial year.

(h) Natural disasters and financial impact on the
Commission

The primary area of heightened risk from COVID-19 is to
the Commission” workforce, in both public-facing and office
based roles. As a result, significant focus has been placed
on managing work health and safety (WHS) risks, physical,
mental and social. Most office-based staff have moved to
working from home arrangements, and the Commission has
acted to reduce any adverse impact on staff arising from
these work arrangements. Frontline staff have also been
provided with guidance in relation to hygiene, travel, illness
prevention, and flexible working. The Commission continues
to support the health and safety of its staff.
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Notes to the financial statements for the year ended 30 June 2020

2. Expenses excluding lossses

(a) Employee related expenses

2020 2019
$ $
Salaries and wages (including annual leave) 3,689,806 2,887,179
Payroll tax & fringe benefit tax 225,531 168,845
Superannuation - defined contribution plans 260,433 180,949
Superannuation - defined benefit plans 52,888 66,372
Workers' compensation insurance 12,980 9,317
Long service leave 357,658 69,318
Voluntary redundancy 32,186 228,072
Payroll tax assumed by Crown 2,410 3,747
Total 4,633,892 3,613,799
(b) Other operating expenses
Administration fees 259,598 200,000
Advertising and publicity 58,333 18,402
Agency staff fees 289,499 767,064
Audit and risk committee fees 19,452 26,355
Auditor's remuneration
- audit of the financial statements 35,000 27,350
- internal audit 29,875 22,275
Computer related expenses 145,701 72,959
Consultants and contractors 33,340 68,282
Fees - external client training - 3,302
Insurance 3,540 3,640
Legal services 39,179 44,391
Miscellaneous fees 5,151 4,910
Motor vehicle expense - 13,136
Other - 14,055
Postage 10,637 8,333
Printing 6,257 14,998
Rental 532,078 499,099
Repair and maintenance* 4178 6,020
Staff expenses 183,707 79,067
Stores and stationary 19,403 5,814
Subscription and membership 38,090 25,542
Telephone 56,186 59,016
Travel 4,201 21,874
Total 1,773,405 2,005,884
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Notes to the financial statements for the year ended 30 June 2020

2. Expenses excluding lossses (continued)

Recognition and measurement

Insurance

The Commissions’ insurance activities are conducted through NSW Treasury Managed Fund Scheme of self-insurance for
Government entities. The expense (premium) is determined by the Fund Manager based on past claims experience.
Maintenance expense

Day-to-day servicing costs or maintenance are charged as expenses as incurred, except where they relate to the
replacement or an enhancement of a part or component of an asset, in which case the costs are capitalised and
depreciated.

Operating leases (up to 30 June 2019)

Up to 30 June 2019, operating lease payments are recognised as an operating expense in the Statement of Comprehensive
Income on a straight-line basis over the lease term. An operating lease is a lease other than a finance lease.

Lease expense (from 1 July 2019)

From 1 July 2019, the Commission recognises the lease payments as an operating expense in the Statement of
Comprehensive Income associated with the following types of leases:

e |eases that meet the definition of short-term. i.e. where the lease term at commencement of the lease is 12 months
or less. This excludes leases with a purchase option.
e |eases of assets that are valued at $10,000 or under when new.

(c) Depreciation and amortisation expense

2020 2019
$ $
Depreciation
Computer equipment 75,968 14,866
Furniture and fittings 9,526 8,641
Plant and equipment 865 899
Total depreciation expense 86,359 24,406
Amortisation
Intangible assets - software 237,686 238,728
Total amortisation expense 237,686 238,728
Total 324,045 263,134
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Notes to the financial statements for the year ended 30 June 2020

2. Expenses excluding lossses (continued)

Recognition and measurement
Depreciation is provided for on a straight-line basis so as to write off the depreciable amount of each asset as it is consumed
over its useful life.

All material separately identifiable components of assets are depreciated over their shorter useful lives. The depreciation/
amortisation rates used for each class of assets are as follows:

Computer equipment - portable 33%

Office equipment 20%

Furniture & fittings 10%

Intangible assets - software 25%
3. Revenue

(a) Grants and contributions

2020 2019

$ $

Government grants - recurrent 5,758,000 5,423,000
Government grants - capital 150,000 150,000
Total 5,908,000 5,573,000

The Commission receives its funding under appropriations from the grant funding received from the Department of
Customer Service which receives appropriations from the Consolidated Fund. Appropriations for each financial year are set
out in the Appropriation Act for that year. Due to COVID-19, the State Budget and related 2020-21 Appropriation Bill has
been delayed and is anticipated to be tabled in Parliament in November/December 2020. However, pursuant to section
4.10 of the GSF Act, the Treasurer has authorised Ministers to spend specified amounts from the Consolidated Fund. This
authorisation is current from 1 July 2020 until the earlier of 31 December 2020 (or another day prescribed by the regulations)
or enactment of the 2020-21 annual Appropriations Act.

Movement of section 4.7 GSF Act — deemed appropriations:

Opening balance - -

Adjustment for appropriations deemed on commencement

of section 4.7 350,573 -
Adjusted opening balance 350,573 N
Add: additions of deemed appropriations 6,057,928 6,078,624
Less: expenditure charged against deemed appropriations (6,477,612) (6,078,624)
Closing balance 930,889 -
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3. Revenue (continued)

Recognition and measurement

Until 30 June 2019

Income from grants (other than contribution by owners) is recognised when the entity obtains control over the contribution.
The entity is deemed to have assumed control when the grant is received or receivable. Contributions are recognised at their
fair value.

From 1 July 2019

Revenue from these grants is recognised based on the grant amount specified in the funding agreement/funding approval,
and revenue is only recognised to the extent that it is highly probable that a significant reversal will not occur.

(b) Acceptance by the Crown Entity of employee benefits and other liabilities

The following liabilities and/or expenses have been assumed by the Crown Entity:

2020 2019

$ $

Superannuation - defined benefit 50,477 66,372
Long service leave 265,076 69,213
Payroll tax 2,410 3,747
Total 317,963 139,332

4. Gain/(loss) on disposal

2020 2019
$ $

Gain/(loss) on disposal of plant and equipment and
intangibles
Written down value of plant and equipment and intangibles - (18,045)
disposed
Net gain/(loss) on disposal of plant and equipment and - (18,045)
intangibles
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5. Program group

Information and Privacy Commission program group covers the provision of assistance and advice to agencies and the
public, the conduct of legislative and administrative reviews, and other activities to ensure compliance with the Government
Information (Public Access) Act 2009 and NSW privacy legislation.

The expenses, revenues, assets and liabilities of the program group are presented in the primary financial statements.

6. Current assets - cash and cash equivalents

2020 2019

3 $

Cash at bank 930,889 350,573
Cash on hand - _
Closing cash 930,889 350,573

For the purposes of the statement of cash flows, cash and cash equivalents include cash at bank and cash on hand.

Cash and cash equivalent assets recognised in the statement of financial position are the same as cash and cash
equivalents assets recognised in the statement of cash flows.

Refer note 14 for details regarding credit risk and market risk arising from financial instruments.

7. Current assets - receivables

2020 2019

$ $

GST receivable 3,709 28,872
Prepayments* 47,273 375,149
Accrued income (redundancy expense recoup) 104,138 12,987
Other receivables 16,965 7,702
172,085 424,710

Det