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This is a report of the Privacy Commissioner’s investigation 
into privacy matters related to NSW Roads and Maritime 
Services (RMS) release of photographs or photographic 
images to the NSW Police Force (NSWPF) in circumstances 
where the protocol, approved by the Privacy Commissioner 
and agreed between the two agencies setting out the limits 
and controls on release, had expired. 

Executive summary 
1. RMS collects and stores driver licence photographs  

for road transport purposes and is prohibited from 
releasing those photographs except in certain 
prescribed circumstances. Section 57 of the Road 
Transport Act 2013 authorises RMS to release 
photographs or photographic images to the NSWPF. 
However, RMS must ensure that the authorised release 
of photographs or photographic images to NSWPF is 
done in accordance with any protocol approved by the 
Privacy Commissioner. 

2. A protocol was made by RMS and the NSWPF, and 
approved by the Privacy Commissioner, to meet the 
requirements of section 57 the Road Transport Act 
2013. The protocol commenced on 1 April 2008, for  
a period of five years, and expired on 31 March 2013. 
The agencies continued to operate as though the  
2008 Protocol had not expired. 

Discussions as to the remaking of the protocol occurred 
from 2010 typically in the context of addressing issues 
that arose from implementation of the protocol.

3. On two separate occasions in 2013, follow up 
occurred with RMS to enquire as to the status of the 
expired protocol and the need to renew or replace 
these protocols. 

4. Upon receipt of the correspondence, the Privacy 
Commissioner wrote to the RMS on 5 February 2014 
seeking advice on the status of the protocol and if a 
new protocol was to be renewed or remade.

5. On 26 February 2014, RMS advised that it and NSW 
Police Force had agreed to a retrospective extension  
of the expired protocol until 31 December 2014. 

6. The Privacy Commissioner received correspondence  
and subsequently advice from the Crown Solicitor that 
retrospective extension was not available and would 
have no legal effect. Consequently, the Privacy 
Commissioner met with RMS and advised that a 
retrospective extension was not available and a new 
protocol would be required and should occur as a 
matter of priority.

7. The Crown Solicitor also raised the possibility that 
disclosures of photographic images after expiry of  
the protocol may have constituted an infraction of the 
Privacy and Personal Information Protection Act 1998 
(PPIP Act). Consequently, the Privacy Commissioner 
wrote to RMS and NSW Police Force seeking 
information to enable an investigation as to whether 
such a breach had occurred.

8. RMS expedited the renewal of the protocol, and the 
Privacy Commissioner approved it on 6 June 2014. 
The new protocol is in force until 5 June 2019.  
RMS advised that it is taking steps to strengthen its 
governance arrangements for the 2014 Protocol.  
The Privacy Commissioner was of the view that the 
photographs or photographic images released by  
RMS met the definition of personal information under 
the PPIP Act and that RMS is a public sector agency 
for the purposes of the PPIP Act. Accordingly, RMS 
was obliged to comply with the PPIP Act and the 
information protection principles when releasing 
photographs or photographic images to NSWPF  
at all times, in addition to the requirements of the  
Road Transport Act 2013. This obligation to comply 
with the PPIP Act exists regardless as to whether  
an approved protocol under the Road Transport Act 
was in force.
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9. Specifically, the information protection principle on 
disclosure of personal information contained in section 
18 of the PPIP Act and which provides that public 
sector agencies must not disclose personal  
information held unless: 

• it has a person’s consent or if the person was told  
at the time that it would be disclosed,

• disclosure is directly related to the purpose for  
which the information was collected and there is  
no reason to believe the person would object, or  
the person has been made aware that information  
of that kind is usually disclosed, or 

• disclosure is necessary to prevent a serious and 
imminent threat to any person’s health or safety. 

10. In this matter, RMS could call upon the exemption that 
a public sector agency is not required to comply with 
section 18 of the PPIP Act if the disclosure of the 
information is for a law enforcement purpose. This 
exemption is contained in section 23 of the PPIP Act. 
Relevantly, section 4 of both the 2008 Protocol 
(expired) and the 2014 Protocol, provides that RMS 
releases photographs and photographic images to the 
NSWPF for the purposes of the NSWPF investigating 
major crimes. Accordingly, RMS relies upon the 
exemption for a law enforcement purpose. 

11. The intent of the approved protocol requirements  
under the Road Transport Act appears to be the 
establishment of parameters for release so as to 
minimise unnecessary intrusions on the privacy of  
RMS customers. The approved protocols extend to 
both RMS and NSWPF a framework within which the 
authorised release of photographs or photographic 
images can occur, with appropriate limits and controls 
on the release process to ensure compliance with 
relevant laws, including the PPIP Act. 

12. While there was a clear and significant failure by RMS to 
ensure that a protocol was in force as a sound privacy 
governance mechanism, no breach of the information 
protection principles appears to have resulted by way of 
RMS releasing personal information during the period 
between its expiry (April 2013) and renewal (June 2014), 
due to the exemption under section 23 of the PPIP Act.

13. In finalising the investigation, the Privacy Commissioner 
welcomed the RMS commitment to implement more 
rigorous governance and better communication to 
ensure that the 2014 Protocol and subsequent 
renewals are managed efficiently and effectively: 

• considering governance arrangements for all 
inter-government MOUs within cluster arrangements

• establishing regular relationship meetings with  
NSW Police Force

• inclusion of the protocol in audit and risk processes. 

14. The Privacy Commissioner’s recommendations 
recognise the RMS commitment in this regard and 
focus on ensuring stronger privacy governance  
through integration in audit and risk arrangements, 
consultation with Transport for NSW to improve 
oversight, continuing to work with NSWPF to improve 
communication and management, and commencing  
a review and renewal process in January 2019.

15. The Privacy Commissioner’s investigation concluded 
that while there was a significant lapse in sound privacy 
governance, there appeared to be no breach by the 
RMS of the information protection principles under  
the PPIP Act.

16. A response from RMS to the draft report was received 
by the Privacy Commissioner on 3 August 2015.

17. The Privacy Commissioner thanks RMS and NSW 
Police Force for their assistance during the course of 
this investigation. 

Investigation  
18. The Privacy Commissioner, in accordance with her 

function under section 36(2)(l) of the PPIP Act, initiated 
an investigation into the privacy matters related to the 
release of photographic images by RMS to the NSWPF 
in the absence of an approved protocol under the 
Road Transport Act.

19. This investigation concerns the RMS as the agency 
responsible for releasing the photographic images; 
however, as NSWPF was a party to the 2008 Protocol 
(expired), the Privacy Commissioner requested it to 
provide information to assist the investigation.

20. The investigation was conducted in accordance with 
section 39 of the PPIP Act, which provides that the 
Privacy Commissioner may determine the procedures 
to be followed in exercising her functions under the 
PIPP Act.

21. On 14 April 2014, the Privacy Commissioner wrote to 
RMS and to the NSWPF advising of the investigation 
and requesting information to understand whether  
and to what extent any breach of information privacy 
principles under the PPIP Act may have occurred.  
The information privacy principles are at Appendix A.

22. On 28 April 2014, RMS provided an initial response, 
followed by provision of a more detailed response on 
12 May 2014. 

23. On 27 May 2014, NSWPF wrote to the Privacy 
Commissioner with information detailing its access to 
photographic images released by RMS. 

24. The Privacy Commissioner considered the information 
provided by RMS and NSWPF to make the findings 
and conclusions set out in this report.
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25. On 17 June 2015, a draft of the report was provided to 
RMS for their consideration and response. A response 
to the report was received on 3 August 2015 from 
RMS. The Privacy Commissioner has considered the 
response from RMS and this has been incorporated 
into the final report. 

26. This report is made as a public statement of the 
Privacy Commissioner in accordance with section  
36(2)(h) of the PPIP Act. 

Application of the PPIP Act –  
public sector agency, personal 
information and disclosure 
27. RMS is a public sector agency within the definition of 

section 3 of the PPIP Act.

28. Section 4 of the PPIP Act defines personal information 
to mean “information or an opinion (including 
information or an opinion forming part of a database 
and whether or not recorded in a material form) about 
an individual whose identity it apparent or can 
reasonably be ascertained from the information or 
opinion.

29. The information that is contained within the image 
includes the photographic image of the individual and the 
identity of the individual. The photographic image is the 
personal information of the individual whose identity is 
apparent or can be reasonably ascertained and therefore 
falls within the definition of section 4 of the PPIP Act.1 

30. Section 18 of the PPIP Act provides limitations on 
disclosure of personal information. Specifically, it 
provides:

(1) A public sector agency that holds personal  
 information must not disclose the information  
 to a person (other than the individual to whom  
 the information relates) or other body, whether  
 or not such other person or body is a public  
 sector agency, unless:

(a)  the disclosure is directly related to the purpose  
 for which the information was collected, and  
 the agency disclosing the information has  
 no reason to believe that the individual  
 concerned would object to the disclosure, or

(b) the individual concerned is reasonably likely  
 to have been aware, or has been aware in  
 accordance with section 10, that information  
 of that kind is usually disclosed to that other  
 person or body, or

1 The Administrative Decisions Tribunal held that photographs of a 
person are personal information as defined in s4 of the PPIP Act  
SW v NSW Forests [2006] NSWADT 74, at 31.

(c) the agency believes on reasonable grounds  
 that the disclosure is necessary to prevent  
 or lessen a serious and imminent threat to  
 the life or health of the individual concerned  
 or another person.

(2) If personal information is disclosed in accordance  
 with subsection (1) to a person or a body that  
 is a public sector agency, that agency must  
 not disclose the information for a purpose other  
 than the person for which the information was  
 given to it. 

31. RMS is a public sector agency that holds personal 
information in the form of photographs and 
photographic images. The RMS disclosed that 
personal information to NSWPF. As there is no 
evidence to suggest that the disclosure was in 
circumstances contemplated by section 18, it  
may be in breach of the information protection  
principle unless a relevant exemption under the  
PPIP Act applies. 

Application of the PPIP Act –  
exemptions 
32. Section 27 of the PPIP Act provides NSWPF with  

an exemption from complying with the information 
protection principles, except in connection with the 
exercise of its administrative and educative function. 
This exemption is specific to the NSWPF and does  
not extend to include the RMS. 

33. RMS seeks to rely upon the exemption available at 
section 23 of the PPIP Act. Section 23 (5) of the  
PPIP Act provides as follows:

Exemptions relating to law enforcement and 
related matters 

(5) A public sector agency (whether or not a law  
 enforcement agency) is not required to comply  
 with section 18 if the disclosure of the information  
 concerned: 

(a)  Is made in connection with proceedings for  
 an offence or for law enforcement purposes  
 (including the exercising of functions under  
 or in connection with the Confiscation of  
 Proceeds Crime Act 1989 or the Criminal  
 Assets Recovery Act 1990), or 

(b)  Is to a law enforcement agency (or for such  
 other purpose or organisation as may be  
 prescribed by the regulations) for the  
 purposes of ascertaining the whereabouts  
 of an individual who has been reported to  
 a police officer as a missing person, or
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(c)  Is authorised or required by subpoena or  
 by search warrant or other statutory  
 instrument, or 

(d)  Is reasonably necessary: 

(i)  For the protection of the public revenue, or

(i)  In order to investigate an offence where  
  there are reasonable grounds to believe  
  that an offence may have been committed. 

34. Section 23(5) applies to any public sector agency 
regardless of whether they are a law enforcement 
agency, including RMS.

35. The 2008 Protocol (expired) described the purposes  
to which access to the DRIVES database was to  
be provided. 

36. One purpose was the investigation of a missing 
person, for which section 23 (5)(b) provides a specific 
exemption. In this regard any disclosure of photographs 
or photographic images to NSWPF by RMS that 
related to the investigation of a missing person would 
appear to be exempt under section 23(5)(b) of the  
PPIP Act, and not a breach of the section 18  
disclosure information protection principle.

37. A second purpose was the investigation of major 
crime. In considering whether investigating major crime 
is a law enforcement purpose within the meaning of 
section 23(5)(a), guidance is available in the decision  
of GA v Department of Education and Training and 
NSW Police (No 3) [2005] NSWADT 70.

38. In that matter, the Tribunal adopted the definition of 
“law enforcement” as determined by the Tribunal in JD 
v Director General, NSW Department of Health (No. 2) 
[2004] NSWADT 227at paragraph 79, which said:

“In my opinion, the term “law enforcement” should be 
given its ordinary meaning and it should not be 
narrowly construed... 

39. The Tribunal noted at paragraph 73 of the decision in 
GA, that the test in section 23(5)(a) is directed for the 
purpose of the disclosure, “The statutory test is not 
directed to the quality or relevance of the information”. 
Application of the test is a question of fact. 

40. The purpose for the disclosure by RMS to NSWPF is 
clear from the purpose of the 2008 Protocol (expired); 
to assist with police investigations into major crime. 
Accordingly, disclosures made for this purpose of law 
enforcement may be sufficient to attract the section 
23(5)(a) exemption to the disclosure of photographs  
or photographic images to NSWPF by RMS under  
the 2008 Protocol when it was in force and following  
its expiry. 

The Protocol 
41. The protocol for the release of photographs and 

photographic images by RMS to NSWPF is a 
requirement of section 57 of the Road Transport Act. 
Section 57 provides that RMS must ensure that a 
photograph to which the section applies and any 
photographic image or other matter contained in any 
database of such photographs is not released except 
to, amongst others, the NSWPF and that any 
authorised release must be in accordance with any 
protocol approved by the Privacy Commissioner. 

42. The protocol operates in concert with the PPIP Act to 
provide an authorising environment.

43. Section 23(5) of the PPIP Act permits the disclosure  
of “personal information” about an individual for  
“law enforcement purposes” or for “the purposes of 
ascertaining the whereabouts of an individual who has 
been reported to a police officer as a missing person”. 

44. A protocol in accordance with section 57 of the Road 
Transport Act was in place between the RMS and 
NSWPF, and approved by the Privacy Commissioner, 
from 1 April 2008 until 31 March 2013, at which time 
the protocol expired.

45. RMS and NSWPF continued to operate as though the 
2008 Protocol had not expired, with RMS providing 
photographic images to NSWPF from its DRIVES 
database. 

46. NSWPF accesses the images from RMS for the purposes 
of investigating major crimes. Under the 2008 Protocol 
(expired), investigation “ means an investigation of a 
major crime, or an investigation for the purposes of 
ascertaining the whereabouts of an individual who has 
been reported to a police officer as a missing person 
and referred to the Missing Persons Unit within the OIA”. 

47. Major crime is then defined at paragraph 1(f) as: 

The commission or attempted commission of any  
one or more of the following offences: 

(i) homicide; 

(ii)  child abuse; 

(iii) extortion; 

(iv) kidnapping/abduction; 

(v) bombings; 

(vi) money laundering;

(vii) arson; 

(viii) terrorist offences; 

(ix) serious violent crime;

(x) drug trafficking; 
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(xi) complex fraud; 

(xii) serial armed fraud;

(xiii) any other crime or incident which, due to its  
 organisation or other special circumstances,  
 is designated as a “major crime” by the  
 Commissioner or the Commissioner’s  
 delegated officer. 

48. RMS expedited the renewal of the protocol, and the 
Privacy Commissioner approved it on 6 June 2014. 
The new protocol is in force until 5 June 2019. 

Releases following the expiry of 
the 2008 Protocol 
49. RMS advised the Privacy Commissioner, in 

correspondence dated 12 May 2014, that subsequent 
to the expiry of the protocol a total of 3,282 images 
were released to NSW Police Force in the period  
1 April 2013 and 31 March 2014.

50. NSWPF advised the Privacy Commissioner, in 
correspondence dated 27 May 2014, that 3,568 
images were accessed. 

51. A review of the advice provided identified that the 
difference in the data reported by RMS and NSWPF 
arises due to the agencies using different time periods 
for the data captures. In the case of NSWPF, the data 
related to a longer period of time, being up to 27 May 
2014. In this context it would be reasonable to expect 
that the numbers reported by NSWPF would be higher.

52. On 17 April 2014, NSWPF suspended access to the 
images other than in an emergency and only subject  
to approval from the Commander of the Operational 
Information Agency, pending the making of a new 
protocol. 

Complaints about releases in the 
absence of a Protocol 
53. RMS advised that no complaints were received by it 

relating to the release of photographs or photographic 
images to NSWPF during the period following the 
expiry of the 2008 Protocol.

54. RMS proposed that should complaints be received, 
they will be dealt with in accordance with usual RMS 
complaint procedures. RMS proposed also that a 
complaint provision would be included in the new 
protocol to replace the 2008 Protocol. Section 10 of 
the 2014 Protocol contains privacy complaint provisions.

55. RMS has not and does not intend to inform customers 
whose images have been released, that release 
occurred in the absence of a protocol. RMS was of  
the view that a privacy breach had not occurred and 
that notification to customers may in fact prejudice 
police investigations concerning major crimes. RMS 
was also of the view that because RMS operated  
from 1 April 2013 according to the process in place  
in the protocol, customers were afforded the same 
privacy safeguards as though the protocol was  
actually in force. 

Audit of compliance with the 
Protocol 
56. As required by the 2008 Protocol, NSWPF is responsible 

for conducting audits for compliance with the protocol.

57. RMS did not undertake any specific audits, inquiries  
or review of compliance with the 2008 Protocol.  
RMS indicated that subsequent to the receipt of  
the NSWPF audit reports, RMS considers action  
in response to any identified non-compliance with  
the protocol.

58. It is noted that although section 8 of the expired protocol 
required that within one month of conducting the audits, 
the results of the audit were to be communicated in 
writing to the Privacy Commissioner, this had not 
occurred in recent years. This represents a failure in 
fulfilling the responsibilities committed to by the RMS 
and NSWPF in the making of the protocol. 

59. The 2014 Protocol contains similar audit provisions in 
which it is expected that the RMS (and NSWPF) will 
ensure safeguards are in place to ensure compliance 
with the audit requirements during the life of the protocol. 

Governance of the Protocol 
60. RMS identified that the governance of inter-agency 

arrangements presented challenges for both large and 
small organisations. In particular for RMS, the 
management of the renewal of the 2008 Protocol was 
affected by significant Transport for NSW and RMS 
corporate restructures. 

While it is accepted that significant corporate restructures 
can present challenges for an organisation, this case 
highlights the importance of ensuring that organisational 
change management plans detail how system and 
procedures designed to protect personal information  
will be maintained through periods of transition. 
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Conclusion 
61. Although section 57 of the Road Transport Act requires 

the authorised release of photographs and photographic 
images to the NSWPF to be in accordance with any 
protocol approved by the Privacy Commissioner, it does 
not provide the basis for the lawful disclosure of personal 
information under the PPIP Act. In other words, operation 
of the PPIP Act is not conditional upon the existence of 
the protocol or subject to the operation of the Road 
Transport Act. Rather, the protocol acts to facilitate and 
provides a governance mechanism to establish 
parameters for release so as to minimise unnecessary 
intrusions on the privacy of RMS customers. 

62. The failure to review and renew the 2008 Protocol prior  
to its expiry was a significant lapse in sound privacy 
governance, however there appears to be no breach by 
the RMS of the information protection principles under  
the PPIP Act given the PPIP Act’s separate and broader 
authorising provisions for the disclosure of personal 
information for law enforcement purposes. 

Recommendations 
63. This investigation highlighted areas where RMS can 

improve its privacy governance. A number of suggestions 
were made to RMS during the course of the investigation 
and received RMS commitment to implement better 
governance and communication arrangements to ensure 
that the 2014 Protocol and subsequent renewals are 
managed efficiently and effectively. The Privacy 
Commissioner recognises the RMS commitment and 
recommends that RMS: 

a. provide this report to its Audit and Risk Committee 
and any oversight committees of Transport for NSW 
(TfNSW); 

b. include the section 57 Road Transport Act 
requirements in the agency’s risk management 
arrangements;

c. consult with Transport for NSW on establishing 
regular relationship meetings with NSWPF to  
provide oversight of agreements, including the 2014 
Protocol;

d. continue working with NSWPF to improve 
communication and management of the 2014 
Protocol; and

e. commence the review of the 2014 Protocol in 
January 2019 to ensure the Protocol is renewed  
by 6 June 2019.

64. In response to the draft report, RMS welcomes the 
Privacy Commissioner’s findings that a breach of the  
PPIP Act had not occurred however recognises that  
the unintentional lapsing of the Protocol by not having a 
mechanism or sufficient oversight in place represented  
a failure in privacy governance.

The response by RMS to the recommendations is 
summarised in the table below:

Recommendation Action

Provide this report to its Audit 
and Risk Committee and 
any oversight committees of 
Transport for NSW (TfNSW).

Arrangements will be made to 
brief the RMS’ Audit and Risk 
Committee and its Transport 
for NSW (TfNSW) counterpart.

Include the section 57 Road 
Transport Act requirements 
in the agency’s risk 
management arrangements.

RMS will include in briefing to 
the Audit and Risk Committee 
for continued oversight.

Consult with Transport for 
NSW on establishing regular 
oversight meetings with 
NSWPF to provide oversight 
of agreements, including the 
2014 Protocol.

RMS will consult with TfNSW 
and NSWPF to arrange 
quarterly meetings.

Continue working with 
NSWPF to improve 
communication and 
management of the 2014 
Protocol.

RMS will use the same 
quarterly meetings as above.

Commence the review of 
the 2014 Protocol in January 
2019 to ensure the Protocol is 
renewed by 6 June 2019.

RMS scheduled a process to 
manage renewal of NSWPF 
Protocol in Customer Liaison 
and Document Verification 
Unit management system for 
January 2019.

65. The Privacy Commissioner welcomes the proposed 
actions by RMS in response to her recommendations. 
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Appendix A:  
Information Protection Principles
The 12 Information Protection Principles (IPPs) 
under the Privacy and Personal Information 
Protection Act 1998 (PPIP Act)

Collection

1. Lawful
An agency must only collect personal information for a 
lawful purpose. It must be directly related to the agency’s 
function or activities and necessary for that purpose. 

2. Direct
An agency must only collect personal information directly 
from you, unless you have authorised collection from 
someone else, or if you are under the age of 16 and the 
information has been provided by a parent or guardian. 

3. Open
An agency must inform you that the information is being 
collected, why it is being collected, and who will be storing 
and using it. You must also be told how you can access 
and correct your personal information, if the information is 
required by law or is voluntary, and any consequences that 
may apply if you decide not to provide it. 

4. Relevant
An agency must ensure that your personal information is 
relevant, accurate, complete, up-to-date and not 
excessive. The collection should not unreasonably intrude 
into your personal affairs. 

Storage

5. Secure 
An agency must store personal information securely, keep 
it no longer than necessary and dispose of it appropriately. 
It should also be protected from unauthorised access, use, 
modification or disclosure. 

Access and accuracy

6. Transparent 
An agency must provide you with details regarding the 
personal information they are storing, why they are storing 
it and what rights you have to access it. 

7. Accessible 
An agency must allow you to access your personal 
information without excessive delay or expense. 

8. Correct  
An agency must allow you to update, correct or amend 
your personal information where necessary. 

Use

9. Accurate 
An agency must ensure that your personal information is 
relevant, accurate, up to date and complete before using it. 

10. Limited 
An agency can only use your personal information for the 
purpose for which it was collected unless you have given 
consent, or the use is directly related to a purpose that you 
would expect, or to prevent or lessen a serious or imminent 
threat to any person’s health or safety. 

Disclosure

11. Restricted 
An agency can only disclose your information in limited 
circumstances if you have consented or if you were told  
at the time they collected it that they would do so. An 
agency can also disclose your information if it is for a 
directly related purpose and it can be reasonably assumed 
that you would not object, if you have been made aware 
that information of that kind is usually disclosed, or if 
disclosure is necessary to prevent a serious and imminent 
threat to any person’s health or safety. 

12. Safeguarded 
An agency cannot disclose your sensitive personal 
information without your consent, for example, information 
about ethnic or racial origin, political opinions, religious or 
philosophical beliefs, sexual activities or trade union 
membership. It can only disclose sensitive information 
without consent in order to deal with a serious and 
imminent threat to any person’s health or safety. quundit 
atisimet quiae nust velendelit dolor aut voluptaturit

Itaturerunt odi tore, iusam, cus, uteceperum vel ius dolor 
sunture perunt, odiorum exerum simus nim labores tiande 
pa i optibus, eos autes ariae at: 
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	This is a report of the Privacy Commissioner’s investigation 
	This is a report of the Privacy Commissioner’s investigation 
	This is a report of the Privacy Commissioner’s investigation 
	into privacy matters related to NSW Roads and Maritime 
	Services (RMS) release of photographs or photographic 
	images to the NSW Police Force (NSWPF) in circumstances 
	where the protocol, approved by the Privacy Commissioner 
	and agreed between the two agencies setting out the limits 
	and controls on release, had expired. 


	Executive summary 
	Executive summary 
	1. 
	1. 
	1. 
	1. 

	RMS collects and stores driver licence photographs for road transport purposes and is prohibited from releasing those photographs except in certain prescribed circumstances. Section 57 of the Road Transport Act 2013 authorises RMS to release photographs or photographic images to the NSWPF. However, RMS must ensure that the authorised release of photographs or photographic images to NSWPF is done in accordance with any protocol approved by the Privacy Commissioner. 
	 


	2. 
	2. 
	2. 

	A protocol was made by RMS and the NSWPF, and approved by the Privacy Commissioner, to meet the requirements of section 57 the Road Transport Act 2013. The protocol commenced on 1 April 2008, for a period of five years, and expired on 31 March 2013. The agencies continued to operate as though the 2008 Protocol had not expired. 
	 
	 



	Discussions as to the remaking of the protocol occurred from 2010 typically in the context of addressing issues that arose from implementation of the protocol.
	3. 
	3. 
	3. 
	3. 

	On two separate occasions in 2013, follow up occurred with RMS to enquire as to the status of the expired protocol and the need to renew or replace these protocols. 

	4. 
	4. 
	4. 

	Upon receipt of the correspondence, the Privacy Commissioner wrote to the RMS on 5 February 2014 seeking advice on the status of the protocol and if a new protocol was to be renewed or remade.

	5. 
	5. 
	5. 

	On 26 February 2014, RMS advised that it and NSW Police Force had agreed to a retrospective extension of the expired protocol until 31 December 2014. 
	 


	6. 
	6. 
	6. 

	The Privacy Commissioner received correspondence and subsequently advice from the Crown Solicitor that retrospective extension was not available and would have no legal effect. Consequently, the Privacy Commissioner met with RMS and advised that a retrospective extension was not available and a new protocol would be required and should occur as a matter of priority.
	 


	7. 
	7. 
	7. 

	The Crown Solicitor also raised the possibility that disclosures of photographic images after expiry of the protocol may have constituted an infraction of the Privacy and Personal Information Protection Act 1998 (PPIP Act). Consequently, the Privacy Commissioner wrote to RMS and NSW Police Force seeking information to enable an investigation as to whether such a breach had occurred.
	 


	8. 
	8. 
	8. 

	RMS expedited the renewal of the protocol, and the Privacy Commissioner approved it on 6 June 2014. The new protocol is in force until 5 June 2019. RMS advised that it is taking steps to strengthen its governance arrangements for the 2014 Protocol. The Privacy Commissioner was of the view that the photographs or photographic images released by RMS met the definition of personal information under the PPIP Act and that RMS is a public sector agency for the purposes of the PPIP Act. Accordingly, RMS was oblige
	 
	 
	 
	 
	 
	 


	9. 
	9. 
	9. 

	Specifically, the information protection principle on disclosure of personal information contained in section 18 of the PPIP Act and which provides that public sector agencies  disclose personal information held : 
	must not
	 
	unless
	• 
	• 
	• 
	• 

	it has a person’s consent or if the person was told 
	it has a person’s consent or if the person was told 
	 
	at the time that it would be disclosed,


	• 
	• 
	• 

	disclosure is directly related to the purpose for 
	disclosure is directly related to the purpose for 
	 
	which the information was collected and there is 
	 
	no reason to believe the person would object, or 
	 
	the person has been made aware that information 
	 
	of that kind is usually disclosed, or 


	• 
	• 
	• 

	disclosure is necessary to prevent a serious and 
	disclosure is necessary to prevent a serious and 
	imminent threat to any person’s health or safety. 





	10. 
	10. 
	10. 

	In this matter, RMS could call upon the exemption that a public sector agency is not required to comply with section 18 of the PPIP Act if the disclosure of the information is for a law enforcement purpose. This exemption is contained in section 23 of the PPIP Act. Relevantly, section 4 of both the 2008 Protocol (expired) and the 2014 Protocol, provides that RMS releases photographs and photographic images to the NSWPF for the purposes of the NSWPF investigating major crimes. Accordingly, RMS relies upon th

	11. 
	11. 
	11. 

	The intent of the approved protocol requirements under the Road Transport Act appears to be the establishment of parameters for release so as to minimise unnecessary intrusions on the privacy of RMS customers. The approved protocols extend to both RMS and NSWPF a framework within which the authorised release of photographs or photographic images can occur, with appropriate limits and controls on the release process to ensure compliance with relevant laws, including the PPIP Act. 
	 
	 


	12. 
	12. 
	12. 

	While there was a clear and significant failure by RMS to ensure that a protocol was in force as a sound privacy governance mechanism, no breach of the information protection principles appears to have resulted by way of RMS releasing personal information during the period between its expiry (April 2013) and renewal (June 2014), due to the exemption under section 23 of the PPIP Act.

	13. 
	13. 
	13. 

	In finalising the investigation, the Privacy Commissioner welcomed the RMS commitment to implement more rigorous governance and better communication to ensure that the 2014 Protocol and subsequent renewals are managed efficiently and effectively: 
	• 
	• 
	• 
	• 

	considering governance arrangements for all 
	considering governance arrangements for all 
	inter-government MOUs within cluster arrangements


	• 
	• 
	• 

	establishing regular relationship meetings with 
	establishing regular relationship meetings with 
	 
	NSW Police Force


	• 
	• 
	• 

	inclusion of the protocol in audit and risk processes. 
	inclusion of the protocol in audit and risk processes. 





	14. 
	14. 
	14. 

	The Privacy Commissioner’s recommendations recognise the RMS commitment in this regard and focus on ensuring stronger privacy governance through integration in audit and risk arrangements, consultation with Transport for NSW to improve oversight, continuing to work with NSWPF to improve communication and management, and commencing a review and renewal process in January 2019.
	 
	 


	15. 
	15. 
	15. 

	The Privacy Commissioner’s investigation concluded that while there was a significant lapse in sound privacy governance, there appeared to be no breach by the RMS of the information protection principles under the PPIP Act.
	 


	16. 
	16. 
	16. 

	A response from RMS to the draft report was received by the Privacy Commissioner on 3 August 2015.

	17. 
	17. 
	17. 

	The Privacy Commissioner thanks RMS and NSW Police Force for their assistance during the course of this investigation. 


	Investigation  
	18. 
	18. 
	18. 
	18. 

	The Privacy Commissioner, in accordance with her function under section 36(2)(l) of the PPIP Act, initiated an investigation into the privacy matters related to the release of photographic images by RMS to the NSWPF in the absence of an approved protocol under the Road Transport Act.

	19. 
	19. 
	19. 

	This investigation concerns the RMS as the agency responsible for releasing the photographic images; however, as NSWPF was a party to the 2008 Protocol (expired), the Privacy Commissioner requested it to provide information to assist the investigation.

	20. 
	20. 
	20. 

	The investigation was conducted in accordance with section 39 of the PPIP Act, which provides that the Privacy Commissioner may determine the procedures to be followed in exercising her functions under the PIPP Act.

	21. 
	21. 
	21. 

	On 14 April 2014, the Privacy Commissioner wrote to RMS and to the NSWPF advising of the investigation and requesting information to understand whether and to what extent any breach of information privacy principles under the PPIP Act may have occurred. The information privacy principles are at Appendix A.
	 
	 


	22. 
	22. 
	22. 

	On 28 April 2014, RMS provided an initial response, followed by provision of a more detailed response on 12 May 2014. 

	23. 
	23. 
	23. 

	On 27 May 2014, NSWPF wrote to the Privacy Commissioner with information detailing its access to photographic images released by RMS. 

	24. 
	24. 
	24. 

	The Privacy Commissioner considered the information provided by RMS and NSWPF to make the findings and conclusions set out in this report.

	25. 
	25. 
	25. 

	On 17 June 2015, a draft of the report was provided to RMS for their consideration and response. A response to the report was received on 3 August 2015 from RMS. The Privacy Commissioner has considered the response from RMS and this has been incorporated into the final report. 

	26. 
	26. 
	26. 

	This report is made as a public statement of the Privacy Commissioner in accordance with section 36(2)(h) of the PPIP Act. 
	 



	Application of the PPIP Act – public sector agency, personal information and disclosure 
	 

	27. 
	27. 
	27. 
	27. 

	RMS is a public sector agency within the definition of section 3 of the PPIP Act.

	28. 
	28. 
	28. 

	Section 4 of the PPIP Act defines personal information to mean “information or an opinion (including information or an opinion forming part of a database and whether or not recorded in a material form) about an individual whose identity it apparent or can reasonably be ascertained from the information or opinion.

	29. 
	29. 
	29. 

	The information that is contained within the image includes the photographic image of the individual and the identity of the individual. The photographic image is the personal information of the individual whose identity is apparent or can be reasonably ascertained and therefore falls within the definition of section 4 of the PPIP Act. 
	1
	1



	30. 
	30. 
	30. 

	Section 18 of the PPIP Act provides limitations on disclosure of personal information. Specifically, it provides:


	(1) A public sector agency that holds personal  information must not disclose the information  to a person (other than the individual to whom  the information relates) or other body, whether  or not such other person or body is a public  sector agency, unless:
	 
	 
	 
	 
	 

	(a)  the disclosure is directly related to the purpose  for which the information was collected, and  the agency disclosing the information has  no reason to believe that the individual  concerned would object to the disclosure, or
	 
	 
	 
	 

	(b) the individual concerned is reasonably likely  to have been aware, or has been aware in  accordance with section 10, that information  of that kind is usually disclosed to that other  person or body, or
	 
	 
	 
	 

	1 The Administrative Decisions Tribunal held that photographs of a person are personal information as defined in s4 of the PPIP Act SW v NSW Forests [2006] NSWADT 74, at 31.
	1 The Administrative Decisions Tribunal held that photographs of a person are personal information as defined in s4 of the PPIP Act SW v NSW Forests [2006] NSWADT 74, at 31.
	 


	(c) the agency believes on reasonable grounds  that the disclosure is necessary to prevent  or lessen a serious and imminent threat to  the life or health of the individual concerned  or another person.
	 
	 
	 
	 

	(2) If personal information is disclosed in accordance  with subsection (1) to a person or a body that  is a public sector agency, that agency must  not disclose the information for a purpose other  than the person for which the information was  given to it. 
	 
	 
	 
	 
	 

	31. 
	31. 
	31. 
	31. 

	RMS is a public sector agency that holds personal information in the form of photographs and photographic images. The RMS disclosed that personal information to NSWPF. As there is no evidence to suggest that the disclosure was in circumstances contemplated by section 18, it may be in breach of the information protection principle unless a relevant exemption under the PPIP Act applies. 
	 
	 
	 



	Application of the PPIP Act – exemptions 
	 

	32. 
	32. 
	32. 
	32. 

	Section 27 of the PPIP Act provides NSWPF with an exemption from complying with the information protection principles, except in connection with the exercise of its administrative and educative function. This exemption is specific to the NSWPF and does not extend to include the RMS. 
	 
	 


	33. 
	33. 
	33. 

	RMS seeks to rely upon the exemption available at section 23 of the PPIP Act. Section 23 (5) of the PPIP Act provides as follows:
	 



	Exemptions relating to law enforcement and related matters 
	(5) A public sector agency (whether or not a law  enforcement agency) is not required to comply  with section 18 if the disclosure of the information  concerned: 
	 
	 
	 

	(a)  Is made in connection with proceedings for  an offence or for law enforcement purposes  (including the exercising of functions under  or in connection with the Confiscation of  Proceeds Crime Act 1989 or the Criminal  Assets Recovery Act 1990), or 
	 
	 
	 
	 
	 

	(b)  Is to a law enforcement agency (or for such  other purpose or organisation as may be  prescribed by the regulations) for the  purposes of ascertaining the whereabouts  of an individual who has been reported to  a police officer as a missing person, or
	 
	 
	 
	 
	 

	(c)  Is authorised or required by subpoena or  by search warrant or other statutory  instrument, or 
	 
	 

	(d)  Is reasonably necessary: 
	(i)  For the protection of the public revenue, or
	(i)  In order to investigate an offence where   there are reasonable grounds to believe   that an offence may have been committed. 
	 
	 

	34. 
	34. 
	34. 
	34. 

	Section 23(5) applies to any public sector agency regardless of whether they are a law enforcement agency, including RMS.

	35. 
	35. 
	35. 

	The 2008 Protocol (expired) described the purposes to which access to the DRIVES database was to be provided. 
	 
	 


	36. 
	36. 
	36. 

	One purpose was the investigation of a missing person, for which section 23 (5)(b) provides a specific exemption. In this regard any disclosure of photographs or photographic images to NSWPF by RMS that related to the investigation of a missing person would appear to be exempt under section 23(5)(b) of the PPIP Act, and not a breach of the section 18 disclosure information protection principle.
	 
	 


	37. 
	37. 
	37. 

	A second purpose was the investigation of major crime. In considering whether investigating major crime is a law enforcement purpose within the meaning of section 23(5)(a), guidance is available in the decision of GA v Department of Education and Training and NSW Police (No 3) [2005] NSWADT 70.
	 


	38. 
	38. 
	38. 

	In that matter, the Tribunal adopted the definition of “law enforcement” as determined by the Tribunal in JD v Director General, NSW Department of Health (No. 2) [2004] NSWADT 227at paragraph 79, which said:


	“In my opinion, the term “law enforcement” should be given its ordinary meaning and it should not be narrowly construed... 
	39. 
	39. 
	39. 
	39. 

	The Tribunal noted at paragraph 73 of the decision in GA, that the test in section 23(5)(a) is directed for the purpose of the disclosure, “The statutory test is not directed to the quality or relevance of the information”. Application of the test is a question of fact. 

	40. 
	40. 
	40. 

	The purpose for the disclosure by RMS to NSWPF is clear from the purpose of the 2008 Protocol (expired); to assist with police investigations into major crime. Accordingly, disclosures made for this purpose of law enforcement may be sufficient to attract the section 23(5)(a) exemption to the disclosure of photographs or photographic images to NSWPF by RMS under the 2008 Protocol when it was in force and following its expiry. 
	 
	 
	 



	The Protocol 
	41. 
	41. 
	41. 
	41. 

	The protocol for the release of photographs and photographic images by RMS to NSWPF is a requirement of section 57 of the Road Transport Act. Section 57 provides that RMS must ensure that a photograph to which the section applies and any photographic image or other matter contained in any database of such photographs is not released except to, amongst others, the NSWPF and that any authorised release must be in accordance with any protocol approved by the Privacy Commissioner. 

	42. 
	42. 
	42. 

	The protocol operates in concert with the PPIP Act to provide an authorising environment.

	43. 
	43. 
	43. 

	Section 23(5) of the PPIP Act permits the disclosure of “personal information” about an individual for “law enforcement purposes” or for “the purposes of ascertaining the whereabouts of an individual who has been reported to a police officer as a missing person”. 
	 
	 


	44. 
	44. 
	44. 

	A protocol in accordance with section 57 of the Road Transport Act was in place between the RMS and NSWPF, and approved by the Privacy Commissioner, from 1 April 2008 until 31 March 2013, at which time the protocol expired.

	45. 
	45. 
	45. 

	RMS and NSWPF continued to operate as though the 2008 Protocol had not expired, with RMS providing photographic images to NSWPF from its DRIVES database. 

	46. 
	46. 
	46. 

	NSWPF accesses the images from RMS for the purposes of investigating major crimes. Under the 2008 Protocol (expired), investigation “ means an investigation of a major crime, or an investigation for the purposes of ascertaining the whereabouts of an individual who has been reported to a police officer as a missing person and referred to the Missing Persons Unit within the OIA”. 

	47. 
	47. 
	47. 

	Major crime is then defined at paragraph 1(f) as: 


	The commission or attempted commission of any one or more of the following offences: 
	 

	(i) homicide; 
	(ii)  child abuse; 
	(iii) extortion; 
	(iv) kidnapping/abduction; 
	(v) bombings; 
	(vi) money laundering;
	(vii) arson; 
	(viii) terrorist offences; 
	(ix) serious violent crime;
	(x) drug trafficking; 
	(xi) complex fraud; 
	(xii) serial armed fraud;
	(xiii) any other crime or incident which, due to its  organisation or other special circumstances,  is designated as a “major crime” by the  Commissioner or the Commissioner’s  delegated officer. 
	 
	 
	 
	 

	48. 
	48. 
	48. 
	48. 

	RMS expedited the renewal of the protocol, and the Privacy Commissioner approved it on 6 June 2014. The new protocol is in force until 5 June 2019. 


	Releases following the expiry of the 2008 Protocol 
	49. 
	49. 
	49. 
	49. 

	RMS advised the Privacy Commissioner, in correspondence dated 12 May 2014, that subsequent to the expiry of the protocol a total of 3,282 images were released to NSW Police Force in the period 1 April 2013 and 31 March 2014.
	 


	50. 
	50. 
	50. 

	NSWPF advised the Privacy Commissioner, in correspondence dated 27 May 2014, that 3,568 images were accessed. 

	51. 
	51. 
	51. 

	A review of the advice provided identified that the difference in the data reported by RMS and NSWPF arises due to the agencies using different time periods for the data captures. In the case of NSWPF, the data related to a longer period of time, being up to 27 May 2014. In this context it would be reasonable to expect that the numbers reported by NSWPF would be higher.

	52. 
	52. 
	52. 

	On 17 April 2014, NSWPF suspended access to the images other than in an emergency and only subject to approval from the Commander of the Operational Information Agency, pending the making of a new protocol. 
	 



	Complaints about releases in the absence of a Protocol 
	53. 
	53. 
	53. 
	53. 

	RMS advised that no complaints were received by it relating to the release of photographs or photographic images to NSWPF during the period following the expiry of the 2008 Protocol.

	54. 
	54. 
	54. 

	RMS proposed that should complaints be received, they will be dealt with in accordance with usual RMS complaint procedures. RMS proposed also that a complaint provision would be included in the new protocol to replace the 2008 Protocol. Section 10 of the 2014 Protocol contains privacy complaint provisions.

	55. 
	55. 
	55. 

	RMS has not and does not intend to inform customers whose images have been released, that release occurred in the absence of a protocol. RMS was of the view that a privacy breach had not occurred and that notification to customers may in fact prejudice police investigations concerning major crimes. RMS was also of the view that because RMS operated from 1 April 2013 according to the process in place in the protocol, customers were afforded the same privacy safeguards as though the protocol was actually in f
	 
	 
	 
	 



	Audit of compliance with the Protocol 
	56. 
	56. 
	56. 
	56. 

	As required by the 2008 Protocol, NSWPF is responsible for conducting audits for compliance with the protocol.

	57. 
	57. 
	57. 

	RMS did not undertake any specific audits, inquiries or review of compliance with the 2008 Protocol. RMS indicated that subsequent to the receipt of the NSWPF audit reports, RMS considers action in response to any identified non-compliance with the protocol.
	 
	 
	 
	 
	 


	58. 
	58. 
	58. 

	It is noted that although section 8 of the expired protocol required that within one month of conducting the audits, the results of the audit were to be communicated in writing to the Privacy Commissioner, this had not occurred in recent years. This represents a failure in fulfilling the responsibilities committed to by the RMS and NSWPF in the making of the protocol. 

	59. 
	59. 
	59. 

	The 2014 Protocol contains similar audit provisions in which it is expected that the RMS (and NSWPF) will ensure safeguards are in place to ensure compliance with the audit requirements during the life of the protocol. 


	Governance of the Protocol 
	60. 
	60. 
	60. 
	60. 

	RMS identified that the governance of inter-agency arrangements presented challenges for both large and small organisations. In particular for RMS, the management of the renewal of the 2008 Protocol was affected by significant Transport for NSW and RMS corporate restructures. 


	While it is accepted that significant corporate restructures can present challenges for an organisation, this case highlights the importance of ensuring that organisational change management plans detail how system and procedures designed to protect personal information will be maintained through periods of transition. 
	 

	Conclusion 
	61. 
	61. 
	61. 
	61. 

	Although section 57 of the Road Transport Act requires the authorised release of photographs and photographic images to the NSWPF to be in accordance with any protocol approved by the Privacy Commissioner, it does not provide the basis for the lawful disclosure of personal information under the PPIP Act. In other words, operation of the PPIP Act is not conditional upon the existence of the protocol or subject to the operation of the Road Transport Act. Rather, the protocol acts to facilitate and provides a 

	62. 
	62. 
	62. 

	The failure to review and renew the 2008 Protocol prior to its expiry was a significant lapse in sound privacy governance, however there appears to be no breach by the RMS of the information protection principles under the PPIP Act given the PPIP Act’s separate and broader authorising provisions for the disclosure of personal information for law enforcement purposes. 
	 
	 



	Recommendations 
	63. 
	63. 
	63. 
	63. 

	This investigation highlighted areas where RMS can improve its privacy governance. A number of suggestions were made to RMS during the course of the investigation and received RMS commitment to implement better governance and communication arrangements to ensure that the 2014 Protocol and subsequent renewals are managed efficiently and effectively. The Privacy Commissioner recognises the RMS commitment and recommends that RMS: 
	a. 
	a. 
	a. 
	a. 

	provide this report to its Audit and Risk Committee and any oversight committees of Transport for NSW (TfNSW); 

	b. 
	b. 
	b. 

	include the section 57 Road Transport Act requirements in the agency’s risk management arrangements;

	c. 
	c. 
	c. 

	consult with Transport for NSW on establishing regular relationship meetings with NSWPF to provide oversight of agreements, including the 2014 Protocol;
	 


	d. 
	d. 
	d. 

	continue working with NSWPF to improve communication and management of the 2014 Protocol; and

	e. 
	e. 
	e. 

	commence the review of the 2014 Protocol in January 2019 to ensure the Protocol is renewed by 6 June 2019.
	 





	64. 
	64. 
	64. 

	In response to the draft report, RMS welcomes the Privacy Commissioner’s findings that a breach of the PPIP Act had not occurred however recognises that the unintentional lapsing of the Protocol by not having a mechanism or sufficient oversight in place represented a failure in privacy governance.
	 
	 
	 



	The response by RMS to the recommendations is summarised in the table below:
	Recommendation
	Recommendation
	Recommendation
	Recommendation
	Recommendation

	Action
	Action


	Provide this report to its Audit and Risk Committee and any oversight committees of Transport for NSW (TfNSW).
	Provide this report to its Audit and Risk Committee and any oversight committees of Transport for NSW (TfNSW).
	Provide this report to its Audit and Risk Committee and any oversight committees of Transport for NSW (TfNSW).

	Arrangements will be made to brief the RMS’ Audit and Risk Committee and its Transport for NSW (TfNSW) counterpart.
	Arrangements will be made to brief the RMS’ Audit and Risk Committee and its Transport for NSW (TfNSW) counterpart.


	Include the section 57 Road Transport Act requirements in the agency’s risk management arrangements.
	Include the section 57 Road Transport Act requirements in the agency’s risk management arrangements.
	Include the section 57 Road Transport Act requirements in the agency’s risk management arrangements.

	RMS will include in briefing to the Audit and Risk Committee for continued oversight.
	RMS will include in briefing to the Audit and Risk Committee for continued oversight.


	Consult with Transport for NSW on establishing regular oversight meetings with NSWPF to provide oversight of agreements, including the 2014 Protocol.
	Consult with Transport for NSW on establishing regular oversight meetings with NSWPF to provide oversight of agreements, including the 2014 Protocol.
	Consult with Transport for NSW on establishing regular oversight meetings with NSWPF to provide oversight of agreements, including the 2014 Protocol.

	RMS will consult with TfNSW and NSWPF to arrange quarterly meetings.
	RMS will consult with TfNSW and NSWPF to arrange quarterly meetings.


	Continue working with NSWPF to improve communication and management of the 2014 Protocol.
	Continue working with NSWPF to improve communication and management of the 2014 Protocol.
	Continue working with NSWPF to improve communication and management of the 2014 Protocol.

	RMS will use the same quarterly meetings as above.
	RMS will use the same quarterly meetings as above.


	Commence the review of the 2014 Protocol in January 2019 to ensure the Protocol is renewed by 6 June 2019.
	Commence the review of the 2014 Protocol in January 2019 to ensure the Protocol is renewed by 6 June 2019.
	Commence the review of the 2014 Protocol in January 2019 to ensure the Protocol is renewed by 6 June 2019.

	RMS scheduled a process to manage renewal of NSWPF Protocol in Customer Liaison and Document Verification Unit management system for January 2019.
	RMS scheduled a process to manage renewal of NSWPF Protocol in Customer Liaison and Document Verification Unit management system for January 2019.




	65. 
	65. 
	65. 
	65. 

	The Privacy Commissioner welcomes the proposed actions by RMS in response to her recommendations. 


	Appendix A: Information Protection Principles
	 

	The 12 Information Protection Principles (IPPs) under the Privacy and Personal Information Protection Act 1998 (PPIP Act)
	Collection
	1. 
	1. 
	1. 
	1. 

	Lawful


	An agency must only collect personal information for a lawful purpose. It must be directly related to the agency’s function or activities and necessary for that purpose. 
	2. 
	2. 
	2. 
	2. 

	Direct


	An agency must only collect personal information directly from you, unless you have authorised collection from someone else, or if you are under the age of 16 and the information has been provided by a parent or guardian. 
	3. 
	3. 
	3. 
	3. 

	Open


	An agency must inform you that the information is being collected, why it is being collected, and who will be storing and using it. You must also be told how you can access and correct your personal information, if the information is required by law or is voluntary, and any consequences that may apply if you decide not to provide it. 
	4. 
	4. 
	4. 
	4. 

	Relevant


	An agency must ensure that your personal information is relevant, accurate, complete, up-to-date and not excessive. The collection should not unreasonably intrude into your personal affairs. 
	Storage
	5. 
	5. 
	5. 
	5. 

	Secure 


	An agency must store personal information securely, keep it no longer than necessary and dispose of it appropriately. It should also be protected from unauthorised access, use, modification or disclosure. 
	Access and accuracy
	6. 
	6. 
	6. 
	6. 

	Transparent 


	An agency must provide you with details regarding the personal information they are storing, why they are storing it and what rights you have to access it. 
	7. 
	7. 
	7. 
	7. 

	Accessible 


	An agency must allow you to access your personal information without excessive delay or expense. 
	8. 
	8. 
	8. 
	8. 

	Correct  


	An agency must allow you to update, correct or amend your personal information where necessary. 
	Use
	9. 
	9. 
	9. 
	9. 

	Accurate 


	An agency must ensure that your personal information is relevant, accurate, up to date and complete before using it. 
	10. 
	10. 
	10. 
	10. 

	Limited 


	An agency can only use your personal information for the purpose for which it was collected unless you have given consent, or the use is directly related to a purpose that you would expect, or to prevent or lessen a serious or imminent threat to any person’s health or safety. 
	Disclosure
	11. 
	11. 
	11. 
	11. 

	Restricted 


	An agency can only disclose your information in limited circumstances if you have consented or if you were told at the time they collected it that they would do so. An agency can also disclose your information if it is for a directly related purpose and it can be reasonably assumed that you would not object, if you have been made aware that information of that kind is usually disclosed, or if disclosure is necessary to prevent a serious and imminent threat to any person’s health or safety. 
	 

	12. 
	12. 
	12. 
	12. 

	Safeguarded 


	An agency cannot disclose your sensitive personal information without your consent, for example, information about ethnic or racial origin, political opinions, religious or philosophical beliefs, sexual activities or trade union membership. It can only disclose sensitive information without consent in order to deal with a serious and imminent threat to any person’s health or safety. quundit atisimet quiae nust velendelit dolor aut voluptaturit
	Itaturerunt odi tore, iusam, cus, uteceperum vel ius dolor sunture perunt, odiorum exerum simus nim labores tiande pa i optibus, eos autes ariae at: 
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