Privacy Commissioner Update

Sonia Minutillo

Privacy Commissioner m

information and
privacy commission

new south wales




Privacy Awareness
Week NSW 2025

Privacy is

my business...
your business...
our business...

it’s everyone’s business

16 - 22 June 2025
www.ipc.nsw.gov.au/PAWNSW2025

information and
rivacy commission




PAW Re-cap

Overview

» |[PC PAW 2025 Event — Privacy in the World of
Al

 Participated in OVIC Panel Discussion
* Released updated MNDB Self-assessment Tool

» Guidance — You have been told your
iInformation has been breached released

« Champion program

#PAW2025 #PrivacyAwareness Week



IPC PAW 2025 Event

Everyone’s Privacy in the World of Al

The event discussed the evolving relationship
between Al and privacy, with a key focus on Al use
within NSW public sector agencies.

Keynote speakers:
« Dr Katharine Kemp, Associate Professor, UNSW
« Sam Mackay, CISO, DCS

Katharine’s presentation focused on Al in its evolving
landscape and its broader intersection with human
rights.

Sam’s presentation offered an understanding about
the opportunities and challenges the use of Al
presents for cyber breach incidents, cyber
management and response.

Dr Katharine Kemp
Associate Professor

Sonia Minutillo
NSW Privacy Commissioner
Information and Privacy
Commission

Faculty of Law & Justice
University of New South Wales

’

Sam Mackay
Chief Information Security Officer
Department of Customer Service




New
Resources

Updated MNDB Self-assessment Tool

» Updated Tool designed to assist public sector
agencies to determine whether a data breach is
an eligible data breach under the MNDB

Scheme.

@A > Data Breach Self-assessment Tool for Mandatory Notification of Data Breaches

Data Breach Self-assessment Tool for Mandatory Notification of Data
Breaches

If there is an immediate risk to a person’s life, health or safety call 000, do not delay action by completing this assessment.

The purpose of this Self-assessment Tool is to assist NSW public sector agencies to determine whether a data breach is an eligible data breach under the
Mandatory Notification of Data Breach Scheme (MNDB Scheme).

This tool is made available for general information only and is not meant to replace an agency's own assessment. The IPC's MNDB Scheme guidance and
this self-assessment must be read and completed within the context of an individual public sector agency's relevant internal policies and processes, together
with the statutory guidance issued by the Privacy Commissioner. The IPC's guidance is available via the MNDB Scheme webpage.

If you are an individual and you believe that a NSW public sector agency has breached your personal information, please see our page on How do | make a
complaint for more information about your options.

Start the assessment




Guidance: You have been told your information
New has been breached

Resources * Developed and released supporting guidance for
individuals and for agencies to supply alongside
their notifications to individuals affected by a data

breach.

You have been told your
information has been breached

What should you do




Save the date!

Privacy Awareness Week 2026
4-10 May 2026

Smart Tech, Smarter Choices: Protecting Your
Privacy in the Age of Al



MNDB Update

MNDB Spotlight series

* From the end of November, we will be commencing with a limited series of monthly MNDB
Spotlights.

* These will be very short e-alerts with important reminders and updates about what is happening in
this space. Make sure you are subscribed (via our website) and the privacy area of interest is
selected to receive these.

MNDB Scheme Anniversary

« 28 November marks two years of operation of the MNDB Scheme. Along with the first MNDB
Spotlight we will also be releasing some updated statistics.

Human Error
« From our data, we continue to see human error as the biggest contributor to breaches.
« Agencies are encouraged to remind staff and promote training to reduce this risk.

MNDB Takeaways



MNDB Guidelines

Guidelines on the exemption for investigations and legal proceedings under
section 59T

« Thank you to those who provided feedback. Consultation closed on 18 November
and consultation with the Attorney General and Minister of Customer Service and
Digital Government will commence before publishing the Guidelines in early 2026.

Upcoming guidelines

» Use of the exemption under s59U where a public sector agency has taken action
to mitigate the harm done by a breach.

* The guideline will assist agencies to assess when it may be appropriate to apply
the exemption under s59U, what it means to "mitigate the harm” and the
information that the agency should provide when notifying the Privacy
Commissioner of its use of the exemption.



Follow up Data Breach Policy audit

* [n October 2024, the Privacy Commissioner published an audit report on
the level of compliance with the requirement to have a data breach policy
by agencies.

* That audit report provided a base line understanding of the levels of
compliance by agencies with their obligation to have a data breach policy
publicly available.

* This subsequent audit, conducted twelve months after the initial report, is
iIntended to assess ongoing compliance with these statutory obligations.

 This audit is scheduled to commence in January 2026.



Desktop Review of Al & ADM use in AlGs and PMPs

Report published on 17 November 2025 and looked at 119 agencies across the
sector.

Privacy findings:
« 75% of agencies did not reference the use of AI/ADM in their PMP

* The review suggests that most regulated agencies may not yet formally
recognise the use of AI/ADM as part of their approach to privacy management,
specifically about how Pl is being used

» Agencies should ensure individuals are informed by documenting within their PMP
when a decision that may significantly affect them is made using Al or ADM

« Agencies should review their data-handling practices that involve the use of
Al/ADM to determine whether Pl is involved and if applicable, update their PMP.



Questions on * Please add any questions on the Privacy
the Privacy
Commissioner’s
Update

Commissioner’s Update using the Q&A
function in teams.




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12

