[image: Home] Mandatory Notification of Data Breach (MNDB) Scheme Maturity Matrix
Version 1.1

	
	Maturity Level

	
	Ad Hoc Compliance
	Meeting Compliance
	Pursuing Best Practice

	Area of Practice
	Level 1 – Developing Foundations
	Level 2 – Established Compliance
	Level 3 – Embedded Operations
	Level 4 – Optimised Excellence

	Governance and Accountability
	The Executive and Senior Leadership are building awareness of their role in promoting MNDB within the agency. Authorisations and accountabilities are not clear and rely on individual roles and responsibilities. Related practices and procedures do not exist, are not fully developed, are not fit for purpose or are performed in an ad hoc manner with a strong reliance on individuals. 
	The Executive and Senior Leadership support the promotion of MNDB to all levels of the agency. Authorisations and accountabilities are documented and based on roles and responsibilities. Related practices and procedures are available and plan to be further built upon and integrated with continuous improvement. 
	The Executive and Senior Leadership pro-actively monitor the promotion of MNDB to all levels of the agency. Authorisations and accountabilities are documented and link to roles and responsibilities Related best practices and procedures are embedded into business-as-usual processes.  
	The Executive and Senior Leadership proactively promote and advocate MNDB as a priority to all levels of the agency, including incorporating into enterprise risk. Delegations, authorisations and role accountabilities are clear and understood. Related practices and procedures are integral to the agency and subject to continuous improvement activities. 

	Preparedness (Policy and Planning)
	The agency is largely unaware of the data breach notification scheme and existing processes do not include related reporting, notification or testing of data breach response. 
	The agency is aware of, and understands the agency's requirements for, the data breach notification scheme and follows the IPC advice in the reporting of data breaches. Processes to follow in the event of a data breach are tested, documented and understood by involved staff.
	The agency has in place a data breach plan which includes defined determination of an 'eligible data breach' that are specific to the risks associated with the personal information held by the agency. Processes to follow in the event of notification of a data breach are tested, documented and understood by all relevant staff. 
	A data breach response team is in place to ensure that the agency's data breach plan is followed in the event of a data breach, including notifying the IPC and managing breaches of shared data. Processes to respond to a data breach and the threshold for notification are regularly tested, reviewed and improved, including after potential data breaches. 

	Assessment and Detection
	Monitoring, detection and reporting is not consistent and relies largely on individuals. Escalation processes and accountability are not clear. Assessment of whether a breach is likely to result in 'serious harm' is ad hoc.
	Monitoring, detection and reporting processes are defined and include escalation and accountability. Assessment of whether a breach is likely to result in 'serious harm' is documented.
	Monitoring, detection, reporting and escalation processes are defined, published and include accountability. Contracted services include defined processes. Assessment of whether a breach is likely to result in 'serious harm' is integral. Processes are published/available, regularly tested and understood by all with roles and responsibilities as documented in the data breach plan. 
	The agency promotes a positive reporting culture which is reinforced regularly, including by Executive and Senior Leadership. Reporting processes are clear, integrated and available for usage internally and externally (ie public and contracted services). Escalation pathways are clear and timely. Assessment of whether a breach is likely to result in 'serious harm' is consistent, known, integrated and timely.

	Notification and Response
	Response to a potential breach relies largely on individuals and the agency's IT services. Responses are unlikely to be in 'real time' and hence not able to limit or reduce harm. Criteria determining whether to notify any affected individuals, as well as notification content, are determined post breach. Executive and Senior Leadership involvement is limited.
	A breach response team can be easily and quickly established. Accountability and timeframes for evaluating a potential breach and undertaking subsequent responses is defined. Templates, registers, process and authority for notifying affected individuals are available. Reporting to Executive and Senior Leadership is defined and incorporated.
	An identified breach response team is available with defined processes and timeframes for potential breach containment actions. An approved plan is available for notification of affected individuals, Regulators and other entities as required by individual cases. The timely reporting to Executive and Senior Leadership is integrated.
	A practiced breach response team exists with defined authority and access to skilled specialists. Immediate breach assessments invoke actions to contain breach and limit potential harm. An approved plan is available for notification of affected individuals, Regulators and other entities including agreed actions for breaches of shared data. The timely involvement of Executive and Senior Leadership is fundamental and integrated.

	Review and Continuous Improvement
	Testing of data breach responses does not occur. Incidents are treated individually and not subject to review. Currency of any data breach documentation or processes is unclear. Data breach accountability is ad hoc and ill-defined.
	Regular breach response testing is embedded into operations. Post incident reviews occur and feed into process improvement. Data breach plan includes review/update of plan. 
	Annual testing of breach response occurs. Timely review of incidents and suspected incidents occurs with outcome actions allocated and managed. Policy, plan and process review identifiably covers changes to the operational and technological environments, business needs and services.  
	Breach response testing occurs proactively, regularly and includes service providers. Incident reviews are integrated into MNDB update and maintenance. Outcomes are documented and managed. The agency holds a leadership role in Industry partnerships, forums and Regulatory compliance.
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