Agency Mandatory Notification of Data Breach (MNDB) Scheme Maturity Self-Assessment Survey
 

Instructions
Agencies should perform the MNDB Scheme Maturity self-assessment for each area of practice using this survey, which can be completed by privacy officers or released for wider participation. 
This survey can be kept together or broken down by area of practice and can be uploaded to Microsoft Forms using the Quick Import function, or to other survey tools for easy collection of responses and viewing of response data.
Follow the links below to each area of practice:
Section 1: Governance and Accountability
Section 2: Preparedness (Policy & Planning)
Section 3: Assessment and Detection
Section 4: Notification and Response
Section 5: Review and Continuous Improvement 

Officers should determine the appropriate target audience for the surveys. Some areas of practice may require broad distribution to get accurate responses while others may only need to be sent to specific individuals. In smaller agencies, the surveys may only need to be completed by the privacy officer. 
To ensure the best use of this survey and its interaction with the Management Document, privacy officers should complete the survey according to their best understanding.
Surveys and assessments are advised to be completed regularly in order to track maturity levels over time.
You may wish to delete the above instructions before issuing the survey
About this Survey
This survey is a tool to support privacy officers in understanding the nature and effectiveness of their Agency’s Mandatory Notification of Data Breach (MNDB) practices as required by the NSW Privacy and Personal Information Protection Act 1998 (PPIP Act). 
Some agencies may have notification obligations under the MNDB scheme as well as the Commonwealth Notifiable Data Breach (NDB) scheme. The MNDB scheme has been designed to be consistent with and adopt, as far as possible, key features of the Commonwealth NDB scheme, however this survey specifically focuses on NSW legislation and obligations only.  Agencies should take separate measures to ensure that any compliance obligations they may have under the NDB Scheme are being satisfied.
Please respond to this questionnaire to the best of your understanding and judgement.
Confident and accurate assessments of the agency’s current maturity status will allow for an understanding of areas for improvement, and planning of targeted improvement activities. 

[bookmark: Section_1]Section_1: Governance and Accountability
1. Which of the following do you believe best characterises the current position for executive ownership of data breach management in your agency?
a. The Executive and Senior Leadership have accountability embedded into governance structures, with reporting to executive/board/risk committees and regular review.
b. The Executive and Senior Leadership have clear executive and operational roles defined, documented and functioning.
c. The Executive and Senior Leadership have assigned accountability in policy, but it is not actively exercised or monitored.
d. The Executive and Senior Leadership have no formally assigned accountability for data breach management.
2. Which of the following do you believe best characterises the current position of the agency’s approach to integrating data breach risk into enterprise risk management?
a. Risk appetite, tolerance and control effectiveness are regularly reviewed, and data breach informs enterprise risk decisions.
b. Data breach risk is monitored, with defined controls and reporting aligned to enterprise risk frameworks.
c. Data breach risk is documented but not actively monitored or linked to agency risk appetite.
d. Data breach risk is not formally recognised in risk registers or management.
3. Which of the following best describe the agency's culture towards data breach management?
a. Data breach management is consistent, embedded in decision-making, projects, change initiatives, and continuous improvement is actively pursued.
b. Responsibility is understood across business units and supported by training.
c. Policies exist but engagement is limited to privacy or IT teams.
d. Data breach management is reactive and compliance driven.
4. Is training provided that ensures staff members are aware of their data breach and reporting responsibilities?
a. Training is provided, maintained, aligns to individual roles and is regularly renewed. 
b. Training is provided, possibly as a component of other training (e.g. privacy), however training remains ad-hoc and is not regularly updated.
c. A training program is currently being planned.
d. No MNDB related training occurs.
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Section_2: Preparedness (Policy & Planning)
1. Which of the following best reflects the agency’s data breach plan, which sets out how it will respond to a data breach?
a. An approved documented plan is current, readily available, regularly tested (e.g. simulations), reviewed post-incident, and continuously improved upon.
b. A documented plan exists, is annually reviewed, and is operationally used.
c. A documented plan exists but has not been reviewed, tested or updated.
d. No documented plan exists.
2. Does the agency's data breach plan clearly identify the legislated obligations for assessing whether a breach has resulted in 'serious harm', and how this assessment is to be undertaken?
a. Approach is clear, relevant to the individual agency, has defined accountability and a range of considerations that inform final assessment.
b. Approach is clear, relevant to the individual agency and includes a range of potential considerations.
c. Approach is provided but is generic and would likely require clarification.
d. Approach is not provided.
3. Which of the following best reflects the agency’s public notification register, which provides details of public notification of an eligible data breach?
a. A register is publicly available, current (potentially noting no notifications within the past 12 months) and includes fields for date of breach, date agency became aware of data breach, description of data breach, and type of data breach.
b. A register is publicly available, appears to be current, and includes some of the above-mentioned fields.
c. A register exists, is not current and does not include the above-mentioned fields.
d. A register is not in place.
4. Does the agency manage data breach risks arising from vendors, contractors and service providers?
a. Risks are known, documented and current. Consistent contractual provisions exist, defined policy/process integration and ongoing assurance activities (e.g. audits, attestations, incident reviews) actively manage vendor performance and risk.
b. Risks are known but variably managed and reviewed. Contractual provisions exist but there is inconsistent integration of breach processes.
c. Risks are technology focussed. Contractual provisions remain generic and are not actively managed.
d. Risks and associated provisions remain highly dependent upon individual relationships or do not exist.
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Section_3: Assessment and Detection
1. Is the agency monitoring for indicators of potential data breaches?
a. Monitoring is consistent, risk-based, integrated across systems, and regularly analysed to identify trends and systemic risks.
b. Monitoring controls are in place (e.g. system alerts, audit logs, incident reporting channels) and reviewed.
c. Monitoring mechanisms exist but are fragmented or inconsistent.
d. Monitoring is ad hoc; breaches are largely identified only if reported by individuals.
2. Are staff able to recognise and report suspected data breaches?
a. Awareness is reinforced regularly, near-misses are captured, and reporting culture is proactive rather than reactive.
b. Staff are trained, reporting pathways are clear, and incidents are escalated consistently.
c. Reporting process exists but awareness or training is limited.
d. No clear process for reporting suspected breaches.
3. Is the public able to recognise and report suspected data breaches?
a. Specific inclusion in agency's data breach plan, with associated well defined and advertised process, including expected response from the agency.
b. Specific inclusion in agency's data breach plan, with identified roles or contact positions and timing.
c. Inclusion in agency's data breach plan, with no public reporting process.
d. No inclusion in agency's data breach plan or public reporting process.
4. Does the process for assessing whether a breach is likely to result in 'serious harm' include potential harm arising from factors including: financial loss, disruption of access to government services, emotional distress, reputational damage, physical harm, family or domestic violence, and identity theft or fraud?
a. All of the above are actively considered and defined in accordance with legislation and IPC guidance.
b. Most of the above are considered and defined in accordance with legislation and IPC guidance.
c. Most of, or some of, the above are considered but definitions are limited.
d. Some of, or none of, the above are considered but definitions are limited.
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Section_4: Notification and Response
1. Does the agency have in place an identified data breach response team?
a. A defined team of trained personnel drawn from across relevant business areas and authorised management are in place, with identified contact, reporting and escalation paths.
b. A defined team is established who can review breaches and engage other personnel as required.
c. A suitable IT based team can be made available at short notice.
d. A specific data breach team is not identified.
2. Is there a prepared plan that enables the agency to execute timely notification to affected individuals and the IPC where required? 
a. Notification processes are clearly available, regularly reviewed, tested, and refined based on experience and emerging guidance.
b. Clear processes, templates and approvals exist and are used when required.
c. Notification templates exist but have not been operationally tested.
d. No defined notification process exists.
3. Does the response process include assessing the intent of the potential recipient of the breached data (e.g. trusted internal party vs. malicious actor) to inform risk?
a. The intent of recipients is an integral component of both assessment and subsequent potential response actions.
b. The intent of recipients is included as criteria in assessment and response.
c. The intent of recipients is included in some criteria.
d. The intent of recipients is not included.
4. Does the assessment process immediately trigger steps to contain the breach and reduce potential harm before notification?
a. Assessment outcomes are well defined, include immediate actions, escalations, accountability, and continuous improvement. 
b. Assessment process provides a range of outcome and response scenarios.
c. Assessment process provides basic outcomes without further options.
d. No defined response process exists.
5. Do the breach notification and response processes include actions for shared data e.g. with other agencies or private companies such as contracted suppliers?
a. Consistent, documented processes, including defined actions, responsibilities and accountability, are available for scenarios with potentially shared data.
b. Processes exist for actions on shared data breaches, however, consistency varies e.g. differ across contracts for service providers.
c. Shared data is a consideration in some of the processes.
d. No specific inclusion is made for breaches of shared data.
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Section_5: Review and Continuous Improvement
1. Is a post-incident review conducted after every actual or suspected breach to identify root causes, enabling continuous improvement and risk reduction.
a. Trends are analysed across incidents, systemic issues are addressed, and outcomes reported to Executive and senior leadership.
b. Formal post-incident reviews are conducted and improvement actions assigned.
c. Reviews occur informally and lessons are not systematically tracked.
d. Incidents are closed without structured review.
2. Is the agency's data breach plan regularly tested (e.g. through tabletop exercises or simulations) regardless of whether a real breach has occurred?
a. Plan includes detailed approach to regular testing with testing outcomes clearly documented and actioned.
b. Plan includes approach to regular testing with testing outcomes clearly documented.
c. Plan includes approach to testing with undocumented testing outcomes.
d. Plan does not exist or does not include approach to testing.
3. Is the agency's data breach plan updated annually or following any significant change (e.g. post incident review findings, testing, business environment, legislation, organisational structure)?
a. Plan includes documented past and planned annual review schedule, purpose, triggers, outcomes and current status.
b. Plan includes review purpose and planned annual review schedule.
c. Plan includes broad review purpose but does not include review schedule.
d. Plan does not include review process.
4. Does the agency incorporate regular reference to updated Regulator guidelines, precedents, and lessons learnt by other agencies?
a. Ongoing awareness and active participation in industry partnerships and forums informs planning and operational reviews.
b. Data breach plan scheduled reviews include reference to environmental and industry changes. 
c. Updates remain reliant on individuals raising matters as a component of their roles.
d. No reference or related update occurs.
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